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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 3123
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
179. 43. 144, 31 St zerl and 147.237.77. 226 Wi chanat z. aka. i df . i | Block Np Al Net drop 1
179. 43. 144. 31 Snitzerl and 147.237.72. 156 anan.idf.il B ock Np Al _Net drop 1
185. 35. 62. 218 Snitzerl and 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 1
179. 43. 144. 31 Snitzerl and 147.237.0. 16 ny- kosher-kravi . i df .il B ock Np Al _Net drop 1
179. 43. 144, 31 St zerl and 147.237.72. 217 e.idf.il B ock Np Al Net drop 1

94. 102. 49. 116 Net her | ands 147.237. 8. 27 e nadi matal .idf.il Bock Np Al Net drop 1
216. 218. 206. 79 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Up Al Nets drop 1
179. 43. 144. 31 Snitzerl and 147.237.0. 19 nadi matal .idf.il B ock Np Al _Net drop 1
179. 43. 144. 31 Snitzerl and 147.237.77.176 nat pash. i df .| B ock Np Al _Net drop 1
94.102. 49. 116 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il B ock Np Al _Net drop 1
179. 43. 144, 31 St zerl and 147.237.0. 33 idf.il B ock Np Al Net drop 1
74.82. 47. 50 Lhited Sates 147.237.0. 19 nadi matal .idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address tacker Gountry |Target Address |Site Devi ce Action |Oount |
87.106.179.116  |Ger many 147.237.77. 74 lawidf.il 6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 8
37.205. 0. 49 Tur key 147. 237.76. 42 refuah.idf.il 6134: HTTP. SQ Injection Variabl e Decl aration Evasi on B ock 8
96.47.2.10 Lhited Sates 147.237.77.176 |natpash.idf.il [6134: HITP SQ Injection Variabl e Declaration Evasion Bl ock 8
96.47.2. 10 Wnited Sates 147.237.76.86  |navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 8
213. 246. 49. 97 France 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
96.47.2.10 Lhited Sates 147.237.77.176 |natpash.idf.il [5670: HITP. SQL Injection (SELECT) Bl ock 4
213.247.63. 11 Net her | ands 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
96. 47.2.10 Lhited Sates 147. 237.76. 86 navy.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
66.76.174. 2 Lhited Sates 147.237.76. 42 refuah.idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 4
184.168.193.34 |lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
23.91.70. 119 Lhited Sates 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
106. 38.241. 150 |China 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 4
66. 135. 63. 82 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
209.15.196.171 [Canada 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
96.47.2.10 Lhited Sates 147.237.77.176 |natpash.idf.il |[3808: HITP SQ Injection Variabl e Declaration Evasion Bl ock 4
37.205. 0. 49 Tur key 147. 237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 4
61.135.189. 98 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 2
151. 80. 31. 168 France 147.237.0. 34 tikshuv.idf.il |Cl000146: HTTP. AhrefBot craw er Bl ock 1
92.176. 142. 53 France 147.237.77.176 |mat pash.idf.il [Cl1000008: HTTP: Xenu User Agent B ock 1
151. 80. 31. 180 France 147. 237.76. 42 refuah.idf.il C1000146: HTTP. AnrefBot craw er B ock 1
106. 38.241.106 |China 147.237.77.176 |matpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address ‘Target Addr ess count ry Signature

37.205.0. 49 147. 237.76. 42 |Turkey refuah.idf.il QA Injection - Select From 22
96.47.2.10 147.237.77.176 |Uhited Sates |natpash.idf.il SQ Injection - Select From 18
96.47.2.10 147.237.76.86 |Wited Sates |navy.idf.il S Injection - Select From 14
213.247.63.11 |147.237.77.233|Netherlands  |atal.idf.il S Injection - Select From 12
66. 76. 174. 2 147.237.76.42 |United Sates |[refuah.idf.il SQ Injection - Select From 12
87.106.179. 116 |147.237.77.74 |Germany lawidf.il QA Injection - Select From 10
23.91.70.119 147.237.77.74 |Uited Sates |[lawidf.il S Injection - Select From 6
209. 15. 196. 171 |147.237.77. 74 |Canada lawidf.il SQ Injection - Select From 6
184. 168. 193. 34 [147.237.77.233|Whited Sates [atal.idf.il S Injection - Select From 6
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
213.246.49.97 |147.237.77.74 |Fance lawidf.il S Injection - Select From 4
113. 240. 250. 154|147. 237. 76. 176 |Chi na test.ncore.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
108. 190. 157. 157|147. 237.76. 30 |Lhited Sates |himush.idf.il ET SI‘AN Behavi oral Lhusual ly fast inbound Telnet Connect i ons, 1

Potential Scan or Brute Force

80. 82. 78. 38 147.237.0.34  [Netherl ands tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
13.92.246. 145 [147.237.77.212|thited Sates [e. dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
113. 240. 250. 154|147. 237. 76. 148 [Chi na gacenter. aka. i df.i [ET SCAN NVAP -sS wi ndow 1024 1
13.92.246.145 [147.237.77.212|Wited Sates [e. dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address Signature Acti on ‘Count
192.243.55.136 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber monitor |40
} . . SYNtACK retransmt wth .
192.243.55.136 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence di fferent vi ndow scal 6 monitor |40
102.243.55.134 [Whited Sates  |147.237.77.74 |lawidf. il Bad TCP sequence SINFACK retransmt wi th monitor |39
different w ndow scal e
192. 243.55.136 |Uhited Sates [147.237.77.74 |(lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 33
192.243.55.136 |lLhited Sates [147.237.77.74 |lawidf.il drop First packet isn't SN drop 29
192.243.55.134 |Uhited Sates [147.237.77.74 |[lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 27
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
192.243.55.134 |Whited Sates [147.237.77.74 |[lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |20
192.243.55.136 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber aert 20
192.243.55.136 |[hited Sates [147.237.77.74 |lawidf.il Bad TCP sequence moni tor |13
192.243.55.134 |Whited Sates [147.237.77.74 |[lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 13
192.243.55.134 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence rmoni t or 12
94.73.150. 148  |Turkey 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
192.243.55.134 |Uited Sates |147.237.77.74 |[lawidf.il drop First packet isn't SWN drop 11
} . . SYNtACK retransmt wth .
192.243.55. 138 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence di fferent vi ndow scal 6 noni t or 11
46.120.145.95 [l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
192.243.55.138 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber monitor |7
192.243.55.138 |lhited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 6
62.83.141.109 |Spain 147. 237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 5
192.243.55.138 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber aert 4
192. 243.55.138 |Lhited Sates [147.237.77.74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 4
Sreaning Engine: TQP Invalid i i Ssi
79.182. 155. 109 |israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
61.135.189.98 |China 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 3
Russi an e Sreamng Engine: TGP Invalid|invaid segnent retransnission.
141. 8.132. 112 er ati on 147. 237.72. 166 |aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 3
149.78.154. 69 |l srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |2
128. 232. 110. 29 LKTI;;(Cijom 147.237.77.19 |lawforumidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
128. 232. 110. 29 LKJ?'r:gegom 147.237.0.34 |tikshuv.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engine: TCP Invalid i i ssi
157.55.39.42  |wited Sates [147.237.72. 166 |aka.idf. i 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
212.179.90. 106 |[lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber mnitor |2
128. 232. 110. 29 z‘;;gom 147.237.77.233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
128.232. 110, 29 | ted 147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2
Ki ngdom enf or cenent
79.177.98.223 [Israel 147.237. 72. 156 [anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 2
Lhi ted . R . Geo- | ocati on i nbound
128. 232.110. 29 Ki ngdom 147.237.8.24 |e.lifestyle.idf.il Geo-| ocati on enf or cenent enf or cenent drop 2
192.243.55.138 |[lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence moni tor |2
128. 232. 110. 29 LKTI;;(Cijom 147. 237. 72. 166 |aka.i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
141.212.122. 196|Wnited Sates  [147.237.0.17 qunly kosher-kravi-i1d |oyN At ack SYN -> SYN-ACK -> RST rej ect 1
192. 249. 66. 247 |Whited Sates [147. 237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
124. 135. 164. 209|Chi na 147. 237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
95. 185. 2. 209 Saudi Arabia  |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |1
68. 180.229. 226 |Lhited States |147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
40. 77. 167. 92 Lhited Sates [147.237.77.234 [hal ag.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
106. 184. 3. 122  |Japan 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84. 95. 208. 20 | srael 147.237. 76. 200 |ei tan. aka. i of . i | Bad TCP sequence I nval i d ACK nunber noni t or 1
178.162.205.5 |Ger many 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 84 |[Wited Sates |147.237.76.38 |e.e.meitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66.240. 219. 146 |Uited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenment Sﬁfolrggﬁ;ton  nbound drop 1
141.212.122. 197|wited Sates  [147.237.0. 17 qunly kosher-kravi-id |oyN At ack SYN -> SYN-ACK -> RST rej ect 1
192.249. 66. 247 |Whited Sates [147. 237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
106. 38. 241. 150 |Chi na 147. 237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 102 | srael 147.237.0.19 |madimatal .idf.il [Suspicious Response Code B ock 19
138.163. 240. 42 |lhited Sates |147.237.77.216|dover.idf .il O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 3
66.249. 66. 186 [l srael 147.237.77.216|dover.idf.il Ostributed Wnhaut hori zed URL Access on waw i df.il/error.htm B ock 2
88. 21. 93. 158 Sai n 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wawu i df.il/xmrpc. php Bl ock 2
68.191.206.71 |Lnited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/aman B ock 2
88. 21. 93. 158 Spai n 147.237.77.216|dover.idf.il PHP Att enpt B ock 2
157. 55. 39. 32 Uited Sates [147.237.77.233|atal .idf.il Abnormal |y Long Request URL Bl ock 1
68.180.231.43 |[nited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1153-he/ dover.aspx  |B ock 1
204.236. 235. 245|lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robots. t xt B ock 1
66. 249. 66. 186 |l srael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to wan idf.il/atal 1/izkor/print_bottomasp [B ock 1
157.55.39.64  [lhited Sates [147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to 147.237. 76. 86/ robot s. t xt B ock 1
212.47.233.68 |France 147.237.0.15 |kosher-kravi.idf.i|Dstributed Wauthorized URL Access on 147.237.0. 15/ B ock 1
98.200.7.41 Lhited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to ww i df .il/1503-en/ dover. aspx. i ndex, xm [B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
181. 28.219. 232 |Argentina 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df . il /anan/ B ock 1
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il |Uhknown Paraneter tab in ww eitan. aka.idf.il/938-he/eitan. aspx None 1
46. 19. 85. 33 I srael 147.237.0.15 |kosher-kravi . i df . i|Uhaut hori zed URL Access to kosher-kravi.idf.il/1141-he-orchot.aspx |B ock 1
138. 163. 240. 41 |Uhited Sates [147.237.77.216|dover.idf.il Ostributed Wnhaut hori zed URL Access on waw i df.il/error.htm B ock 1
66.249.78.234 | srael 147.237.72. 166 |aka. i df . i | ?A;t rzist;lljtfz‘.j 1%%3”;‘2‘)[:} ;esuﬁeﬁgf;s.sazgx Bl ock 1
192.243.55.134 |United Sates 147.237.77.74 (lawidf. il mmmx?vurtr:grilcizfécijllnﬂc_en:fgf:/ ;l?ared/ user cont rol s/ | obbyi nf ocent eri t ent Bl ock !
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
68.180. 230. 108 [Lhited Sates |147.237.76.31 |nakchal .idf.il maﬁztkf];ﬁ'%? Yﬁ'fé;g”h;agz'k\ﬁ;' Zpr Bl ock 1
197.231. 221. 211 |Li beria 147.237.77. 216 |dover . i df . | w1 T abar et o ot qersy | query- 14 2 i | 8 B ock 1
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