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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Vb _In drop 4129
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | ock_Udp All _Nets dr op 9
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 5
38.229. 33. 47 Lhited Sates 147.237. 0. 200 . i df . i | B ock Wp All Nets drop 1
184. 105. 139. 90 Lhited Sates 147.237.77. 74 lawidf.il Bl ock_ Udp Al _Nets drop 1
179. 43. 144. 31 Sntzerl and 147.237.77.121 e navy.idf.il B ock Np Al _Net drop 1
184. 105. 247. 202 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) ock Wp Al _Nets drop 1
179. 43. 144, 31 Sntzerl and 147.237.0. 34 tikshuv.idf.il B ock Np Al Net dr op 1
179. 43. 144, 31 Sntzerl and 147.237.77.212 e. dover.idf.il B ock Np All Net drop 1

62. 138. 3. 98 CGer many 147.237.0. 34 tikshuv.idf.il Bl ock_Udp All _Nets drop 1
184. 105. 247. 254 Lhited Sates 147.237.0. 35 akaws. i df i | Block Udp All Nets drop 1
179. 43. 144. 31 Sntzerl and 147.237.8. 27 e.nadi matal .idf.il B ock Np Al _Net drop 1
179. 43. 144. 31 Sntzerl and 147.237.77. 243 nobi | e.idf.il B ock Np Al _Net drop 1
216. 218. 206. 99 Lhited Sates 147.237.0. 16 ny- kosher-kravi .i df.il ock_Udp All _Nets dr op 1
179. 43. 144, 31 Sntzerl and 147.237.8. 28 e.nobil e-ks.idf.il B ock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Count |
106. 38. 241. 150 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
193. 200. 80. 26 Lhi ted Ki ngdom 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SELECT) B ock 4
61.135. 189. 98 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 3
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

193.200. 80.26  |147.237.77. 233 LKJ?ir:;gom atal.idf.il S Injection - Select From 12
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
88.204.187.90 [147.237. 77. 179 |Kazakst an e nazi.idf.il ET SCAN NVAP -sS wi ndow 3072 1
59. 45. 79. 103 147. 237.77. 170 |Chi na maar achot . i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.8.45 |China eeitanidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
162.39.113.86 |147.237.0.17 |lhited Sates |mny-kosher-kravi.idf.il ET &AN Behavi or al musual | y fast Termnal Server Traffic, 1
Potential Scan or Infection
113. 240. 250. 154|147. 237.0. 15  |Chi na kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
103. 56. 157. 116 |147.237.76.86 [\ et nam navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
88.204.187.90 |147.237.77. 179 |Kazakst an e.nazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
59. 45. 79. 103 147. 237. 77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.8.28 |China e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
220.231. 195. 122147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
27.3.46.115 147.237.0.17 [Metnam mny- kosher-kravi .idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
113. 240. 250. 154|147. 237.0. 33  |Chi na idf.il ET SCAN NMAP -sS wi ndow 1024 1
103. 56. 157. 116 |147.237.76.86 [\ et nam navy.idf.il ET SCAN NMAP -sS wi ndow 4096 1
103.56. 157. 116 |147.237.76.86 |V etnam navy.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
84.95.208.20 [l srael 147. 237.76. 200 [ei tan. aka i df .| Stream ng Engi ne: TQP Inval i djinvalid segrent retransnission. drop 222
Ret ransm ssi on Packet dr opped.
192.243.55.137 |Whited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence ﬂﬁﬁtﬁ;ﬁlﬂth moni tor  [43
192.243.55. 137 |United Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber monitor |31
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
192. 243.55. 137 |wnited Sates 147.237.77. 74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 28
192. 243.55. 137 |lhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 26
192. 243.55. 137 [lnited Sates 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber aert 18
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
192.243.55.135 |Wited Sates  [147.237.77.74 |lawidt.il Bad TCP sequence %’}”ﬁtﬁ;sxﬁgﬂgth moni tor |11
192.243.55. 137 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence nonitor (10
37.46.41.27 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |4
178. 255. 215. 87 |France 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Inval i djinvalid segnent retransnission. | 3
Ret ransnm ssi on Packet dr opped.
164, 138. 23. 232 L;ZEH:??C 147. 237.77. 216 |dover. i . | Bad TCP sequence Inval i d AGK nunber al ert 3
66.249.64.198 |Uited Sates  |147.237.77. 243 |nobile.i of i1 Streaning Engine: TCP Inval i djinvalid segnent retransnission. | 3
Ret ransnm ssi on Packet dr opped.
164, 138. 23. 232 L;ZEH:??C 147. 237.77. 216 |dover. i . | Bad TCP sequence I'nval i d AGK nunber moni tor |3
46.19.85.250  |israel 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Inval i djinvalid segnent retransnission. | 3
Ret ransnm ssi on Packet dr opped.
192.243.55.135 |lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 2
2.55. 30. 250 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
128.232.110. 29 |United Kingdom |147.237.0.33 [idf.il drop drop 2
192.243.55.132 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence nonitor |2
128.232.110.29 |United Ki ngdom |147.237.76.34 |[yohal an.idf.il drop drop 2
212.199. 182. 150! srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |2
192.243.55.135 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
128.232.110.29 |Wnited K ngdom |147. 237. 77. 212 |e. dover i df .1 Geo- | ocati on enf or cenent S‘;?O'rggi'nfn I nbound drop 2
192.243.55.132 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber aert 2
192.243.55. 135 |[lhited Sates 147.237.77. 74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 2
2.55. 30. 250 I srael 147.237.77. 216 |dover i df .i | Bad TCP sequence Invalid ACGK nunber aert 1
159. 226.95.66  |Chi na 147.237.76.39 |mbile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.126.113. 80 |China 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
90.158.39.41  |Turkey 147.237.0. 17 ;"I”Iy kosher-kravi. 1d |oyN At t ack SYN -> SYN-ACK -> Timeout |reject 1
141.212.122. 192|nited Sates 147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
106. 184.3. 122  |Japan 147.237. 72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
66. 240.236. 119 |Uhited Sates  |147.237. 76. 199 |e. nakchal .idf . i1 Geo- | ocati on enf or cement gﬁ?;'rggiimon I nbound drop 1
212.199. 182. 150]l srael 147.237. 77. 216 [dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 1
90. 158. 39. 41 Tur key 147.237.0.19 |nadimatal.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
141.212.122. 193|nited Sates 147.237.8.45 |e.eitan.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect
106.184.3.122  |Japan 147. 237. 76. 199 |e. nakchal . i df .1 Geo- | ocati on enf or cenent ﬁ?olrgzx]f” I nbound drop 1
192.243.55. 135 |[Lnited Sates 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACGK nunber aert 1
5.22.135. 184 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
104. 156. 228. 132|ULhited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 224 I srael 147. 237. 72. 156 |aman.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
192.243.55.132 |lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 1
141.212. 122. 201 |Uhited Sates 147.237. 72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147. 237. 72. 156 |aman.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 74 |Lhited Sates 147.237.77. 233 |atal .idf il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
5.39. 222. 159 Net her | ands 147.237.0.19 |nadi matal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
171.64.222. 195 |[lhited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
212.199. 182. 150! srael 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
106. 38. 241. 106 |Chi na 147.237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
141.212.122. 202|wnited Sates 147.237.72. 166 |aka i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 100
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka.i df . il Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 84
46.19. 85. 102 I srael 147.237.0.19 |madi matal .idf.il Suspi ci ous Response Code B ock 32
84. 95. 208. 20 I 'srael 147.237.77. 226 V\:ArN chanat z. aka. i df Mil tipl e Unauthorized URL Access from 84.95. 208. 20 Bl ock 15
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 6
208, 115.113.88 |United Sates |147.237.76.86 |navy.idf.il nma\"j‘;” ! iﬁidgiﬁlﬁcocrﬁ ;s‘;/sho i or m asp Bl ock 5
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP Attenpt B ock 5
91.200.12.114 |lkraine 147.237.77. 170 |maar achot . i df . i | Dstributed PHP Attenpt B ock 4
91.200.12. 114 |Wraine 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 4
91.200.12.114 |Wraine 147.237.72. 166 |aka. i df . i | Ml tipl e Unhaut horized URL Access from 91.200. 12. 114 B ock 3
84. 95. 208. 20 I srael 147.237.77. 226 V\:’TN chanat z. aka. i df PHP At tenpt B ock 3
101. 167.226. 87 |Australia 147.237.77. 216 (dover. i df .i | Dstributed Lhaut hori zed UR. Access on wwwv idf.il/error. htm Bl ock

84. 95. 208. 20 I srael 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock

101. 167.226. 88 |Australia 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock
91.200.12.114  [Ukraine 147. 237.77. 170 |n@ar achot . i df . i | ool _eiddflljﬁm‘frl i OZ??L ﬁ Aecess on Bl ock 2
46. 19. 85. 229 I srael 147.237.77.216|dover.idf . il Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
131.253.25.134 [lhited Sates [147.237.77.216|dover.idf.il O stributed Lhauthorized UR. Access on www idf.il/error.htm Bl ock 2
131. 253.25. 250 |whited Sates [147.237.77.216|dover.idf.il Dstributed Lhauthori zed URL Access on v idf.il/error. htm B ock 2
84. 95. 208. 20 I srael 147.237.77.216|dover.idf . il Dstributed PHP Attenpt B ock 2
157. 55. 39. 54 Uhited Sates |[147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
68.180.229.89 |Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to wwwy aka. i df . il/nil ui ndhovot B ock 1
203.127.58.231 |9 ngapore 147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
212.47.233.68 |France 147.237.0.15 |kosher-kravi.idf.il D stributed Unauthorized URL Access on 147.237.0. 15/ B ock 1
68.180.231.43 |[Uited Sates |147.237.77.216 |dover.idf.il mult Qfo_ri' szgeﬁ ngrcge;nf ot homef ot B ock 1
208.109. 252. 167|thited Sates [147.237.76.86 |navy.idf.il Adnin Bl ocki ng B ock 1
91.200.12.114 |kraine 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to naarachot.idf.il/pdf/wp-1ogin. php |B ock 1
219.74.148. 111 |9 ngapore 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
66. 102. 8. 238 Lhited Sates [147.237.77.216|dover.idf .il Dstributed Lhaut hori zed URL Access on wwidf.il/error. htm B ock 1
208. 109. 252. 167 |lhited Sates [147.237.76.86 |navy.idf.il Dstributed PHP Attenpt B ock 1
101. 167.226. 85 |Australia 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
219. 74. 166. 247 |9 ngapore 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
66.249.78.240 I srael 147.237.72. 166 |aka. i df . i | Lﬁ?“tzg‘;r ;E?iﬁ?mﬁizisi uts‘/’gener ol aspx Bl ock 1
150. 70. 173. 8 Japan 147.237.0.19 |madi matal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock
91.200.12. 114 |kraine 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df.il/wp-1ogin. php Bl ock 1
5.39.222. 159 Net her | ands 147.237.0.19 |nadimatal .idf.il D stributed Wauthorized URL Access on 147.237.0. 19/ B ock 1
208. 109. 252. 167|United Sates |147.237.76.86 |navy. i df. i m“tng\?;' zed ?ﬁpﬁggifl taﬂguages/ e achn .| ang. php Bl ock 1
66.249.78.245  Israel 147.237.76. 200 ei tan. aka. i df . i | Le?ta:rﬁ.hairal.izzg. iLIFth eprfp(l::Zs/t:hared/ user cont r ol s/ header upper / Bl ock !
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