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84.110. 60. 143 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 168
66. 249. 65. 156 Lhited Sates 147.237.77.170 naar achot . i df . il Bl ock |p V¢b_In drop 128
66. 249. 65. 152 Lhited Sates 147.237.77.170 naar achot . i df. il Bl ock Ip Vb In drop 111
46.19. 85. 168 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 91
66. 249. 65. 148 Lhited Sates 147.237.77.170 naar achot . i df .il Bl ock |p_ V¢b_In dr op 87
66. 249. 67. 30 Lhited Sates 147.237. 76. 86 navy.idf.il Block Ip Vb In drop 55
66. 249. 67. 22 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Ip VWb In drop 49
66. 249. 78. 166 Lhited Sates 147.237.77.216 dover.idf.il Bl ock |p V¢b_In drop 35
66. 249. 65. 195 Lhited Sates 147.237.77.170 naar achot . i df. il Bl ock Ip Vb In drop 34
66. 249. 65. 187 Lhited Sates 147.237.77.170 naar achot . i df . il Bl ock_|p Veb In drop 33
66. 249. 67. 14 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock | p_ V¢b_In dr op 29
66. 249. 65. 191 Lhited Sates 147.237.77.170 naar achot . i df.il Block Ip Vb In drop 29
66. 249. 78. 197 Lhited Sates 147.237.77. 176 nat pash. i df . i B ock Ip VWb In drop 22
66. 249. 78. 28 Lhited Sates 147. 237. 76. 42 refuah.idf.il Bl ock |p V¢b_In drop 21
66. 249. 67. 108 Lhited Sates 147.237.77. 74 lawidf.il Bl ock |p Vb In drop 21
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock |p Vb In drop 20
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock |p_ V¢b In dr op 18
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df.il Block Ip Vb In drop 17
66.249. 67. 116 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip VWb In drop 15
66. 249. 67. 92 Lhited Sates 147.237.77. 74 lawidf.il B ock |p_Véb In drop 13
66. 249. 90. 82 Lhited Sates 147.237.77.170 naar achot . i df. il Bl ock Ip Vb In drop 12
66. 249. 90. 90 Lhited Sates 147.237.77.170 naar achot . i df . il Bl ock_|p Veb In drop 12
66. 249. 67. 76 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p_ V¢b_In dr op 12
66. 249. 67. 100 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Vb In drop 12
66. 249. 73. 209 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip VWb In drop 11
66. 249. 73. 132 Lhited Sates 147.237.72. 166 aka.idf.il B ock |p_Véb In drop 11
66. 249. 67. 84 Lhited Sates 147.237.77. 74 lawidf.il Bl ock |p Vb In drop 11
66. 249. 73. 140 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock |p Vb In drop 10
66. 249. 78. 14 Lhited Sates 147. 237. 76. 42 refuah.idf.il Bl ock | p_ V¢b_In dr op 10
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . il Block Ip Vb In drop 10
66. 249. 78. 86 Lhited Sates 147.237.77. 233 atal .idf.il B ock Ip VWb In drop 9
66. 249. 67. 34 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) Bl ock Ip Vb In drop 8
66. 249. 78. 79 Lhited Sates 147.237. 77. 233 atal.idf.il Bl ock |p Vb In drop 7
66. 249. 64. 121 Lhited Sates 147.237. 76. 42 refuah.idf.il Bl ock_|p Veb In drop 7
66. 249. 78. 67 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p_ V¢b_In dr op 7
66. 249. 73. 201 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Vb In drop 6
66. 249. 64. 49 Lhited Sates 147.237.77. 176 nat pash. i df . i B ock Ip VWb In drop 6
66.249. 73. 217 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock |p V¢b_In drop 5
66. 249. 80. 75 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Vb In drop 5
66. 249. 67. 3 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_Ip Véb In drop 5
66. 249. 64. 150 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Bl ock | p_ V¢b_In dr op 5
66. 249. 83. 188 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Vb In drop 4
66. 249. 64. 132 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip VWb In dr op 4
66. 249. 73. 244 Lhited Sates 147.237.72. 166 aka.idf.il B ock |p_Véb In drop 4
66. 249. 64. 96 Lhited Sates 147.237.77. 234 hal ag.i df .il Bl ock |p Vb In drop 4
66. 249. 64. 146 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Bl ock_Ip Véb In drop 3
66. 249. 64. 10 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p_ V¢b_In dr op 3
66. 249. 64. 150 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Vb In drop 3
66. 249. 73. 222 Lhited Sates 147.237.72. 156 anan. i df . il Bl ock |p V¢b In drop 3
66. 249. 78. 21 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock Ip Vb In drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Tar get Address |S te | Name | Devi ce Action |Oount |
184.173.183. 172 |lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Permt 262
180. 76. 5. 193 Chi na 147.237.77.170 |naarachot.idf.il |DVRep_P- N 40- 59 Permt 163
103. 224. 250. 23 Hong Kong 147.237.77.216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FOkedi t or Bl ock 4
79.179.104. 231 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1

85. 25. 43. 94 Ger nany 147.237.77.176 |natpash.idf.il DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste [Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
46. 120. 29. 162 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
104. 192. 0. 20 147.237. 0. 35 akaws. i df.i | ET SCAN NMAP -sS wi ndow 1024 1
91. 238. 134. 92 Pol and 147.237.0. 34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.217.90. 19 Lkr ai ne 147.237.76. 30 hi nush.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147. 237. 8. 27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
58. 253. 96. 122 Chi na 147.237.77. 226 waw chamat z. aka. i df i | ET SCAN NMAP -sS wi ndow 1024 1
125. 5. 16. 195 Phi | i ppi nes 147.237.76. 177 ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 192. 0. 20 147.237.77. 212 e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 238. 134. 92 Pol and 147.237.77.176 nat pash. i df . il ET SCAN NVAP -sS w ndow 1024 1
91. 238. 134. 92 Pol and 147.237. 0. 33 idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 160. 224. 128 Chi na 147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237. 76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
58. 253. 96. 122 Chi na 147.237.77. 226 v chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 4096 1
125.5.16. 195 Phi | i ppi nes 147.237.76. 199 e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
125. 5. 16. 195 Phi | i ppi nes 147.237.76. 86 navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address
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155. 225.129.84 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 49
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 14
98. 236. 189. 168 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 13
85. 250. 135. 85 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
84.110. 75. 233 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
93.173.165. 196 |lsrael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il dr op drop 4
87.69.245.89  |Israel 147.237.77. 243 |mbile.icf. i1 |V 1d segnent retransmssion. Packet [Streaming Engine: TGP Invalid drop 4
dr opped. Ret r ansni ssi on
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
181. 28. 213. 187 |Argenti na 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
46. 19. 85. 168 | srael 147.237. 72. 167 |i shuri maka. i df.i|l nval i d AGK nunber Bad TCP sequence noni t or 4
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
105. 5. 46. 109 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
85. 65. 226. 16 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
159. 224. 160. 225|kr ai ne 147.237.77.233|atal .idf.il SAMrul e drop drop 2
31.13.97.119 Irel and 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
176.12.141.41 |lsrael 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 2
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
125. 209. 235. 178 Okfre& Republic 1,7 537 77. 216 |dover.idf .i1 First packet ism't SWN drop drop 2
157.55.39. 172 |Uited Sates 147.237. 72. 166 |aka. i df i | Invalid segnent retransnission. Packet [Sream ng El_wgi ne: TGP Invalid drop 2
dr opped. Ret r ansni ssi on
88.198. 157. 212 |Ger many 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
64. 236. 82. 68 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
149.174.106. 53 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
159. 224. 160. 225|krai ne 147.237.76.42 |refuah.idf.il SAMrul e drop drop 2
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
5. 135. 253. 248 |Fance 147.237.0.33 [idf.il drop drop 1
207.46.13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
85.72.40.4 G eece 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
157. 55. 39. 41 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 1
213.57.63.134 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
207. 46. 13. 82 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
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A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address ([Ste Action ‘Count
47.17.84.6 Wited Sates |147. 237. 72. 166 |aka.i df il Wnaut hori zed LRL Access to Bl ock 5
v aka. i df . i |/ mai n/ rabanut / webr esour ce. axd
50.131.155. 103 |lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 3
190. 107.177. 239|Chil e 147.237.77. 216 |dover.idf.il Dstributed PHP At enpt B ock 2
204. 12. 251. 37 Lhited Sates [147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to wan aka. idf.il/defaul t.aspx B ock 2
} . . Lhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- hel navy. aspx. aspx B ock 2
157.55.39.172 |lhited Sates |[147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
113.89.38.123 |China 147.237.77. 176 |nat pash.i df .i | Mil ti pl e Unaut hori zed URL Access from 113. 89. 38. 123 B ock 1
61.135.190.70 |China 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ webr esour ce. axd B ock 1
216.218.207. 138|lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waww i df.il/1294-he/ waw idf.il Bl ock 1
167.114.119. 188|lhited Sates |147.237.77. 176 |nat pash.idf.il Mal fornmed URL waw cogat . i df . il B ock 1
62. 90. 142. 35 | srael 147.237.77. 170 |naar achot . i df . i | CVE- 2011- 3192: Apache_htt pd_Renote_Deni al _of _Servi ce ME B ock 1
46.117.217.98 [ srael 147.237.72. 166 |aka. i df . Wnknown Par anet er __VI EVBTATEGENERATCR i n None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
. . . Lhaut hori zed URL Access to
113. 89. 38. 123 Chi na 147.237.77.176 |nat pash.idf . il W cogat . i df . i | / shar ed user cont r ol s/ header upper / Bl ock 1
61.135.190.72 |China 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0.19/ B ock 1
167.114.119. 188|lhited Sates |147.237.77. 176 |nat pash.idf.il Unknown HTTP Request Method Host: in URL www cogat.idf.il B ock 1
64. 90. 52. 30 Lhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to refua atal .idf.il/test/wp-admn/ B ock 1
157. 55. 39. 41 Lhited Sates |147.237.77.216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/irag/ english/default.asp B ock 1
. . . . DO stributed Unaut hori zed URL Access on
61.135.190. 197 |[China 147.237.0.34 |tikshuv.idf.il 147, 237. 0. 34/ scri pt resour ce. axd B ock 1
179. 43.134.218 |Sntzerland 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal .idf.il/w-admn/ B ock 1
207. 46. 13. 79 Lhited Sates [147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
61. 135. 190. 199 |China 147.237.0. 15 kosher -kravi .idf.il Uhaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
180. 76. 4. 80 Chi na 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
79.179.104. 231 |Israel 147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to aka.idf.il/min/6 s3 B ock 1
61.135.190.70 |thina 147.237.0.17 Im”y' kosher-kravi. Tdf.i -t hori zed URL Access to 147.237.0.17/ B ock 1
207.241.229.99 |Whited Sates |147.237.72.166 |aka idf. il Wnaut hori zed LRL Access to B ock 1
v aka. i df . i |/ mai n/ har edi i webr esour ce. axd
167.114.119. 188|lhited Sates |147.237.77. 176 |nat pash.idf.il Il egal HITP \ersion B ock 1
61.135.190.201 |China 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ scri pt resour ce. axd B ock 1
37.230.110. 37  |Turkey 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp/ wp-adnin/ B ock 1
190. 107. 177. 239|Chil e 147.237.77. 216 |dover.idf.il O stributed Admin B ocki ng B ock 1
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