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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4028
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df.i | B ock_Udp Al _Nets dr op 3
107. 150. 32. 58 Lhited Sates 147.237.77. 176 nat pash. i df . i | bl ock-sp-trafl forward 2

69. 30. 202. 226 Lhited Sates 147.237.0. 17 mny- kosher-kravi .idf.il bl ock-sp-traf 1 forward 2
107. 150. 32. 61 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 2

69. 30. 226. 221 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf1 forward 2
37.230. 210. 153 Russi an Federati on 147.237.76. 198 e.yohal an.idf.il Bl ock_UWp Al _Nets drop 2
107. 150. 46. 36 Lhited Sates 147.237.77. 205 prishaidf.il bl ock-sp-traf 1 forward 2

69. 30. 226. 222 Lhited Sates 147.237.0. 15 kaosher-kravi .idf.il bl ock-sp-trafl forward 2
101. 201. 147. 32 Chi na 147.237. 76. 31 nakchal .idf.il bl ock-sp-trafl forward 2
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 2
122.32.172. 143 Korea, Republic of 147.237.77.121 e navy.idf.il Bl ock_UWp Al _Nets drop 2
74.91.18. 44 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 2
216. 25. 208. 26 Lhited Sates 147.237.77. 216 dover.idf.il B ock_Udp All _Nets dr op 1
158. 130. 6. 191 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il B ock Wp Al Nets drop 1
94.102. 49. 116 Net her | ands 147.237.72. 166 aka.idf.il Bock Np Al _Net drop 1
176. 31. 60. 249 F ance 147.237.72. 156 anan.idf.il Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature

89.138.115.14 |Israel 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 13
217.132.33.254 |Israel 147.237.0.34  |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 12
23.91.70.121 Lhited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion  [B ock 7
80. 246. 130. 7 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 6
46.19. 85. 164 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 6
23.91.70.121 Lhited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 5
61.135.189.98 |[China 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 4
106. 38. 241. 150 |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 4
2.53.34.112 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HTTP: prefix 1.01 in the URL B ock 4
41.185. 31. 40 South Africa 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
23.91.70.77 Lhited Sates 147.237.77.74 |lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
91.219.122. 4 Pol and 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
23.91.70.121 Lhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion  |B ock 4
66. 96. 128. 60 Lhited Sates 147.237.77.226 |ww chamat z. aka. i df . i |5670: HTTP. SQ Injection (SALECT) B ock 3
66. 96. 128. 60 Lhited Sates 147.237.77.226 (ww\ chamat z. aka. i df . i | ]6134: HITP. SQ Injection Variabl e Declaration Evasion  [B ock 3
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 2
46.19. 85. 186 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
69.30.198.242 |lhited Sates 147.237.77.74 |(lawidf.il C1000074: HTTP. maj estic bot B ock 2
173.208. 155. 34 |lhited Sates 147.237.76.86 [navy.idf.il C1000074: HTTP: naj estic bot B ock 2
106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
220.156.187.4 |India 147.237.77.216 |dover.idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
123.126.113.80 [China 147.237.72. 166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
69.30.198.242 |lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

23.91.70.121 147.237.76.42 |Lhited Sates |refuah.idf.il QA Injection - Select From 29
66. 96. 128. 60 147.237.77. 226 |lhited Sates [wwn chamatz. aka.idf.il [SQL Injection - Select From 17
23.91.70.77 147.237.77.74 |Uited Sates |[lawidf.il S Injection - Select From 6
91.219.122. 4 147.237.77. 74 |Pol and lawidf.il S Injection - Select From 6
41.185. 31. 40 147.237.77. 216 |South Arica |dover.idf.il SQ Injection - Select From 6
195. 34. 150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 86 147.237.72.166 |Wited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
109. 253. 139. 15 |147. 237. 72. 166 [l srael aka.idf.il | NDI CATOR- SCAN myscan 2
109. 253. 139. 15 [147.237. 72. 166 |I srael aka.idf.il GPL SCAN nyscan 2
82. 63. 252. 47 147.237.0.35 |itay akavs. i df .i | ET SON.\lBehavi oral uﬁusuglly fast Termnal Server Traffic, 1

Potential Scan or Infection
63.221.141. 195 |147.237.76.201 |thited Sates [e.atal .idf.il ET SCAN Potential SSH Scan 1
31.168.172. 147 |147.237.0.200 |l srael . i df il ET SCAN NVAP -sS w ndow 1024 1
106. 184. 2. 29 147.237.76. 31 [Japan nakchal .idf.il ET SCAN Potential SSH Scan 1
87.69.123.224  |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
79.178.52.194  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 98 147.237.77. 227 |Wnited Sates |e hanaz.idf.il ET DRCP Dshiel d B ock Listed Source 1
113. 240. 250. 154(147. 237. 77. 170 |Chi na maar achot . i df .i | ET SCAN NVAP -sS w ndow 1024 1
106. 38. 241. 106 |147. 237. 72. 166 |Chi na akaidf.il SER.\/ER-APAO—E.Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
89.248.160. 226 |147.237.8.27 |Netherlands  |e madimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SN retransmt wth different

Ret r ansm ssi on

Packet dropped.

109. 186. 189. 71 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor |36
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
reaming BEngine: TCP Invali i i ssi
89.138.0.155 | srael 147. 237, 77. 243 |nobil e.i df . Streaming Engi ne: TCP Inval id linvalid segnent retransmission. | o 18
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
2.53.61.0 | srael 147.237.72. 167 |i shurimaka. i df . i g _g Invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19.85.1 I sr ael 147.237.72. 166 |aka.i df . Streamng Engine: TCP I nval i d invalid segnent retransnissi on drop 12
Ret r ansm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
o SYN+ACXK retransnmit wth .
37.26.149.202 |[Israel 147.237. 72. 156 |anan. i df .il Bad TCP sequence different vindow scal & nonitor |11
31.210.187. 116 |[Israel 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber monitor |7
o SN retransnmit wth different .
93.172.188.179 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal @ nonitor |7
reamn ine: TCP Invali i i ssi
109. 253. 219. 107|i srael 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 58 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 6
Russi an o Streaning Engine: TCP Invalid [invalid segrent retransmission.
141.8.132. 112 erati on 147.237. 72. 166 |aka.i of .il Ret 1 ansmi Ssi on Packet dr opped. drop 6
Sreaning Engine: TGP Invalid ' i ssi
109. 65. 126. 185 |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
37.26.147.196 |lIsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
79.182.161.86 |lsrael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
109. 65. 226. 215 | srael 147. 237. 72. 167 |i shuri maka. i df .| 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
80.178.17.54  |Israel 147. 237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.65.12  |Wited Sates |147.237.0.19 |nadimatal.idf.il 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 54 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
85.130.220.85 |lsrael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi
89.138.221.31 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. . 4
Ret r ansni ssi on Packet dropped.
188. 120. 148. 219|I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber monitor |4
o SYNtACXK retransmt wth .
46.19. 85. 122 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence different vi ndow scal e monitor |4
79.181. 155. 233 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
31.168.239. 154 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
31.210.186. 130 [lIsrael 147. 237. 76. 147 [chi nuch. aka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 4
66.249.83.251 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46. 19. 86. 215 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 85. 88 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |4
Sreanming Engine: TCP Invalid i i SSi
66.249.66.44  |wited Sates [147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.4.249  |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
77.126.237.8  |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval i d invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
s SYN+tACXK retransmt wth .
217.132.46.16 |lIsrael 147. 237. 77. 216 |dover.idf .i | Bad TCP sequence different vi ndow scal e monitor |3
reamn ine: TCP Invali i i ssi
79. 180. 230. 159 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
209.131.50.54 |Whited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
31.168.25.86  |lsrael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.66.50  |UWited Sates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
79.182.102.23 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.178.23.19  |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
217. 166. 253. 165|Net her | ands 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i ssi
109. 253. 150. 218|l srael 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
87.71.36.100  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5.22.135.185 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i SSi
2.53. 4, 144 I'srael 147. 237.77. 243 |nobi l e. i f i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
66.96.128.60 |Wnited Sates |147.237.77.226 "‘;"I’“Cha"mz'aka"df drop First packet isnt SN drop 3
Sreanming Engine: TCP Invalid i i SSi
109. 253. 157. 137|1 srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
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A tacker
Count ry

I srael

Target Address

147.237.72. 156

Ste

anan.idf.il

Signature

SYN Attack

SYN -> SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid i i ssi
87.71.57.245  |israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 67.99. 138 |Israel 147.237.72. 166 |aka. i df .i | 9 =g Invalid segnent retransmssion. |

Ret ransm ssi on

Packet dropped.




04-12-2016-22:04:01 to 04-12-2016-23:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46.116. 12. 56 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 178
5.22.129. 88 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Wauthorized Method for Known URL from5.22.129.88 |B ock 18
46.19. 85. 128 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
80.178.95.33 | srael 147.237.77.74 |lawi df . i thaut hor zed URL Access 10 . B ock 4
v | aw i df . i1/i nages/ 1. he/ i nf ocent eri t ent
213.57.209. 133 [israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
5.29.1.109 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
2.53.4. 144 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
89. 138. 0. 155 I srael 147.237.77.243|nobi l e.idf . i | D stributed Suspici ous Response Code B ock 2
. . . Uhaut hori zed URL Access to
2.53.4.144 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|i stchil ddocunent s/ 1403 Bl ock 2
109. 64. 83. 73 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
66. 249. 66. 186 |l srael 147.237.77.216|dover. i df .il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock
. . Uhaut hori zed URL Access to
212.76.119. 87 | sr ael 147.237.76.86 navy. | df.il viwv navy. i df . il /sip storage/fil es/ 0/ si ze338x0/ 1620. j pg Bl ock 2
109. 226.56.29 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to wwu navy. i df . il /sip_storage/ B ock 1
66. 249. 66. 158 [l srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 158 B ock 1
5.22.129.88 I srael 147.237.72.166|aka. i df . i | Lhaut hori zed Met hod HEAD for www aka. i df.il/main/giyus/ B ock 1
85. 250. 49. 66 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
66.249.83.195 |[lIsrael 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
. . D stributed Uhauthorized URL Access on
66. 249. 78. 33 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
141.212. 122. 161|nited Sates [147.237.72.167i shuri maka. i df .i | Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
. . . SS. Uhtraceabl e Gonnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | (SSL_OOWN QLI ENT HELLO) None 1
54,210.18.124 |Wited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
Unhknown Par anet er
79.181. 54. 40 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$cphSachar $enpl oyrent St at us in None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
. . Uhaut hori zed URL Access to
66.249. 78.209 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ edi m yoman/ yonan. asp Bl ock 1
. . . Unaut hori zed URL Access to
66. 249. 66. 158 | srael 147.237.0.34  [tikshuv.idf.il wav ti kshuv. i df.i |/ nodul es/ foruns. frndfrnsendmessage. aspx Bl ock !
109. 253. 129. 220|I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm Bl ock 1
87.69.123.224 |israel 147.237.72. 166 |aka. i df . i | Illegdl Byte Gde Character in LR /main/kapatz//res#012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
_ m ny-kosher-kravi .i | _
69. 30. 202. 226 Lhited Sates 147.237.0. 17 df il D stributed Unaut hori zed URL Access on www 369bs. cond B ock 1
66. 249. 78. 65 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/mai n/ kapat z/ i B ock
149. 202. 241. 183|France 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw idf.il/’ B ock
107.150.32.58 |[lhited Sates [147.237.77.176|nat pash. i df . il Distributed Unaut horized URL Access on wmn ps780. cond Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai n/ sachar / f aq. aspx Bl ock 1
Parameter Type Mol ation
80.178. 95. 33 I srael 147.237.77.74 [lawidf.il Mast er $Header 1$ucHeader Sear ch$t xt Search i n B ock 1
wan | aw i df . i |/ 285- he/ pat zar . aspx
. . D stributed Unaut hori zed URL Access on
66.249.78.216 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 167 |l srael 147.237.77. 216 |dover . i df . i | 147.237. 7. 216/ 1133- 19478~ he/ i df gdover . aspx Bl ock 1
. . . D stributed Unaut hori zed URL Access on
109. 253. 150. 218|l sr ael 147.237.77.243|nobi l e.i df . i | nobi | e. i df i 1/ cat egoryt enpl at es/ i st chi | dsubcat egori es/ 1423 Bl ock 1
69.30.226.222 |lnited Sates [147.237.0.15 |kosher-kravi.idf.il Distributed Unauthori zed URL Access on wwwv 369bs. coni B ock 1
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