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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4095
109. 253. 199. 140 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 917
93.173. 15. 244 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 895
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 573
120. 132. 50. 135 Chi na 147. 237. 76. 200 eitan. aka. idf.il bl ock-sp-traf 1 forward 6
81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 6
182. 31. 41. 82 Korea, Republic of 147.237.76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 3
81. 218. 206. 82 | srael 147.237.72. 167 ishurimaka.idf.il Bl ock_Udp All _Nets drop 3
192.118.132. 185 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All _Nets drop 3
192.118. 132. 185 | srael 147.237.72. 167 ishurimaka.idf.il B ock Udp All _Nets drop 3
87.71.81. 39 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page F ood Attack forward 2
192.118.132. 185 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 2
104. 148. 71. 133 Lhited Sates 147.237.77.179 e nazi.idf.il JLM Under Attack Con Htp drop 2
62.219. 77. 120 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
109. 253. 132. 117 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
41.188. 77. 109 Muwri tani a 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
91. 135. 102. 180 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
66. 240. 192. 138 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
222.186. 31. 188 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il [JLM Under Attack Con Tcp drop 1
185. 120. 125.9 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
82. 80. 86. 86 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
46.19. 85. 197 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
192. 243. 55. 136 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
168. 235. 207. 176 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 1
66. 240. 192. 138 Lhited Sates 147.237.76. 44 e.refuah.idf.il Block Np All Net drop 1
2.55.169. 159 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
85.65. 133. 1 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
179. 43. 141. 194 Sni tzerl and 147.237.77. 19 lawforumidf.il Bl ock_Ulp All _Nets drop 1
31.168.170. 190 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
121. 185. 50. 97 Korea, Republic of 147.237.76. 44 e.refuah.idf.il Bl ock_Udp All _Nets drop 1
219.167.231.51 Japan 147.237.76. 86 navy.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
84.108. 129. 162 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 9
85. 65. 99. 18 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 6
46. 116. 15. 108 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 4
212.143. 54. 217 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 4
89. 138. 109. 210 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
157. 55. 39. 162 Lhited Sates 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
157. 55. 39. 215 Lhited Sates 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1
61. 135, 189. 122 Chi na 147.237.76. 31 nakchal .idf.il |CL000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

5.22.131.56 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
192, 117. 145. 97 |147.237. 72. 166 |I srael aka. idf.il portscan: TCP O stributed Portscan 1
166. 62. 88. 241 |147.237.72.156|lhited Sates |aman.idf.il ET SCAN NVAP -sS w ndow 3072 1
109. 56. 212. 184 [147.237. 77. 216 |Dennar k dover.idf.il portscan: TCP O stributed Portscan 1
104. 128. 144. 131(147. 237.8.50 |Canada e.tikshuv.idf.il|ET SCAN NVAP -sS w ndow 1024 1
84.94.102.206 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.182.197. 207 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
213.57.143.65 |[147.237.72. 166 |l srael aka. idf.il portscan: TCP O stributed Portscan 1
46.117.187.177 |(147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
197.9.179.239 [147.237.77.19 |Tunisia lanforumidf.il|ET SCAN NMAP -sS wi ndow 1024 1
37.26.149.158 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
177.158. 141. 105|147. 237. 72. 14 |Brazil dover.idf.il(oldEr SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
149. 88. 63. 37 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
108.16.11. 211 |147.237.77.216|lnited Sates |dover.idf.il portscan: TCP O stri buted Portscan 1
88.249.106.23 |147.237.76.34 |Turkey yohalan.idf.il |ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147.237. 77. 235 |Net her | ands svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
79.179. 16. 17 147.237. 72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
212.235.96.66 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 74 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
195. 216. 176. 244|147. 237. 77. 227 |Latvia ehamaz.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
192.243.55.136 |Wited Sates |147.237.77.74 |lawidf.il Bad TCP sequence mﬁsrcgreansmt wehdifferent | oonitor |17
192.243.55.136 |lWhited States |147.237. 77. 216 |dover.idf i Bad TCP sequence ﬁﬁ;ﬁ reansm't wthdifterent | onitor |16
192.243.55.136 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 16
46.19.85.251  [israel 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
192.243.55. 136 |Lhited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 13
192.243.55.136 |[lhited Sates [147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 12
176.13.9.109  |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid imvalid segnent retransmssi on drop 12
Ret ransni ssi on Packet dropped.
89.138. 161. 249 I srael 147,237, 77, 243 |mbil e i i1 | S NG Bngine: TP Invalid  Jinvalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
207.46.13.74  |Wited Sates |147.237.77.233|atal .idf.il dr op SAMrule drop 10
192.243.55. 136 |Lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
192.243.55.136 |lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert
80. 246. 136. 143 [ srael 147. 237.77. 216 |dover i df .1 | Bad TCP sequence mﬁﬁfs;: Lansmt wthdifferent | onitor o
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
81.218. 132. 237 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 7
212.235.69.34 [Israel 147.237.72. 167 |i shurimaka.i df .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
80. 246. 136. 143 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
2.53.161. 99 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
82. 69. 37. 88 LK”i‘i;gegom 147, 237.77. 216 |dover. i df . i: ?j:srr:? Sir;g(;:e: TP Invalid :Dg‘éak';td ;eggsgg_ retransmssi on. drop 6
185.24.207.59 |l srael 147.237.77.176 |matpash.icf.il  [Bad TCP sequence mﬁ?fsﬁ reansm't wthdifferent | onitor |6
84.111. 217. 34 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 6
46.19.86.164  |israel 147, 237.72. 167 |i shuri maka i o || S2M NG Engine: TCP Inval id - finval i d segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
5.22.135.200 | srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
46.19.85.74 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
109. 253. 218. 2101 sr ael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdﬁr;”;”gt wth different monitor |6
212.235.98.139 [Israel 147. 237.72. 166 |aka i of .i | drop SAMrul e drop
46.19. 85. 74 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
79.180. 202. 185 |israel 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dropped.
192.243.55.136 [Lhited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 209 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
192.243.55. 136 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence monitor |6
185.24.207.59 |Israel 147.237.77. 176 |nat pash. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19. 85. 74 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber alert 5
212.235.98.139 [Israel 147.237. 77. 170 [n@ar achot .i df .1 |dr op SAMrule drop 5
89. 139. 235. 138 I srael 147.237.77. 233 |atal i il Bad TCP sequence mdr(svr::;rit wth different monitor |5
46.19.85.74 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
80. 246. 136. 143 |l srael 147. 237. 77. 216 |dover.i df .i drop First packet isn't SWN drop
80. 246. 136. 143 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
132.70.66.13 [l srael 147. 237.77. 216 |dover i df .i | Bad TCP sequence ﬁﬁ;ﬁ reansm't wthditterent | onitor |5
80. 246. 136. 143 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
41.233.202.36 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
80.246.136.31 [Israel 147. 237.72. 166 |aka i of .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
185. 3. 147. 118 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
212.179.21.194 [Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
192.243.55. 136 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence monitor |4
212.235.98.139 |lsrael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
89. 139. 235. 138 |I srael 147.237.77. 234 |hal ag. i of .i | Bad TCP sequence SN retransmt wrth different monitor |4
w ndow scal e
185.24.207.57 |l srael 147. 237. 77. 216 |dover.i df .i drop First packet isn't SN drop 4
192.243.55. 136 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 4
2.55.143.4 I srael 147.237.72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 139. 63 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 198
37.26.147.206 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 141
2.53.152. 187 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 87
46. 19. 86. 85 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 40
46. 19. 86. 249 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
2.55.34. 120 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
199. 30. 24. 121 |Uited Sates  |147.237.77.216|dover.idf.il Ostributed Whauthorized URL Access on waw idf.il/error.htm  |B ock 4
185. 120. 126. 59 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df.il/main/giyus/ B ock 3
195. 160. 242. 40 |l srael 147.237.77. 226 V\:V\:W chamat z. aka. i df Mul tiple Whauthorized URL Access from 195. 160. 242. 40 Bl ock 3
213.8.71.26 I srael 147.237.77. 216 |dover.i df . i | Mil tiple Unaut hori zed UR. Access from 213.8.71.26 B ock
2.53.179. 65 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
192.116.55. 146 |l st ael 147.237.77. 176 |nat pash. idf.il vL\:/]\:\tuzgg;tl .Zie(g‘ .Lﬁ;tizcncp)TZ?ets7shar ed/ user cont r ol s/ pr onot i oncube/ B ock 3
91.135. 102. 187 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 135 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253.145.1  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
65.55.210.121 |Whited Sates  [147.237.77.216|dover.idf . il D stributed Lhauthori zed URL Access on wawidf.il/error.htm  |B ock 2
199.30.24.106 |lwited Sates  [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm  |B ock 2
2.53.53.18 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
65.55.210.158 |Wnited Sates  [147.237.77.216|dover.idf . il D stributed Lhauthori zed URL Access on wawidf.il/error.htm  |B ock 2
199.30.24.115 |lited Sates  [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm  |B ock 2
176. 13. 3. 208 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
199.30.16.182 |[wnited Sates  |147.237.77.216|dover.i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm  |B ock 2
65.55.210.208 |Wnited Sates  [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm  |B ock 2
66.249. 66. 186 [l srael 147.237.77. 216 |dover.i df . i | Ostributed Whauthorized URL Access on waw idf.il/error.htm  |B ock 2
176.13.7. 167 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 2
93.158. 152. 52 :3::;’} on 147.237.77.216|dover.i df . i | Ml tipl e Unauthori zed URL Access from 93. 158. 152. 52 B ock 2
199.30. 16. 187 |Uited Sates  [147.237.77.216|dover.idf .il Dstributed Waut horized URL Access on waw idf.il/error.htm  |B ock 2
79.177.183.69 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | m;r’ﬁ:‘zﬂ :;2“} z?”l ffﬂoﬁtﬁfcess on B ock 2
65.55.210.253 |lhited Sates  |147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm  |B ock 2
199.30.24. 168 |Wnited Sates  |147.237.77.216|dover.i df .i | Dstributed Lhauthori zed URL Access on wawidf.il/error.htm  |B ock 2
65.55.210.109 |wited Sates  [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm  |B ock 2
199. 30. 24. 52 Lhited Sates  |147.237.77.216|dover.idf .il Ostributed Whauthorized URL Access on waw idf.il/error.htm  |B ock 2
2.53.152. 187 I srael 147.237.0.19 |nadimatal .idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
79.179. 146. 164 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock 1
65.55.211.247 |Whited Sates  [147.237.77.216|dover.idf.il Distributed Lhauthorized UR. Access on waw idf.il/error.htm  |B ock 1
149.78.62.158 |lWhited Sates  [147.237.77.216|dover. i df . i | mir&?fﬁf%?g“;miiﬁﬂ :'/FL Access on B ock 1
54.173.161.77 |Lnited Sates |147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df.il/wp-1ogin. php B ock

207. 46. 13. 43 Wited Sates  [147.237.72.166|aka. i df .il Unaut hori zed LR Access to ww aka. i df . il/hinuch B ock 1
109. 253. 195. 226|lI srael 147.237.0. 17 ;nlnly- kosher-kravi.id Illegal Parameter Encoding Q None 1
82.166.190. 11 | srael 147.237.72.166 |aka. i df . i | m“;;:riidzf?l /u:;] :f;e;js/tvzw vy f i Bl ock 1
5.152. 30. 74 Georgi a 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf.il/ https:/twtter.con B ock 1
178. 162. 209. 109|Ger many 147.237.77.74 |lawidf.il mult;?ur: czjfe.di Itﬁ‘gfgggj etn(; oat zar . aspx Bl ock 1
66.249. 78.104 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
2.53. 34. 106 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
131.253.25. 153 |Uited Sates  |147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm  |B ock 1
46. 19. 86. 164 I srael 147. 237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
93.173.54.222  |Israel 147.237.76.42 |refuah.idf.il ﬂ?ﬁ;g;’_r;gefzglgi‘ﬁ:em . Bl ock 1
185. 120. 126. 89 |l srael 147.237.77. 216 |dover . i df . i | Distributed Whaut horized URL Access on wwidf.il/error.htm  |B ock
79.181.210. 220 |[israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/famly B ock

65. 55. 212. 80 Lhited Sates  |147.237.77.216|dover.i df .i | Ostributed Lhauthori zed URL Access on wwidf.il/error.htm  |Bl ock
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