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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4099
192. 243. 55. 136 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2404
147. 236. 27. 99 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2384
192. 243. 55. 138 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1977
109. 160. 221. 9 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1536
212.116. 163. 73 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1497
211. 28.223.175 Australia 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 586
46. 19. 86. 236 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 469
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 416
216. 72. 40. 186 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 174
82. 145. 208. 160 Eur ope 147.237.77. 216 dover.idf.il B ock Ip V¢b In drop 9
109. 65. 109. 179 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
82.81.90.118 | srael 147.237.72. 167 ishurimaka. idf.il |B ock Udp All Nets drop 6
82.81.90.118 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 6
192. 243. 55. 129 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
37.46. 38. 174 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
147. 236. 31. 246 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 3

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 3
147. 236. 31. 246 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3

80. 178. 198. 154 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
79.176. 37. 93 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 3
192. 243. 55. 134 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
79.177.137. 251 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
79.179. 126. 29 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
183. 60. 200. 74 Chi na 147.237.0. 15 kosher-kravi .idf.il|JLM Under Attack_Con_Tcp drop 2

46. 19. 85. 179 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2

84. 94. 203. 54 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
84.108. 93. 31 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
193. 169. 70. 108 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
204. 42. 253. 130 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Bl ock_UWp Al _Nets drop 2
192. 243. 55. 130 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
5.22.134. 200 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
192. 243. 55. 135 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
184. 105. 139. 125 Lhited Sates 147.237.72. 217 eidf.il B ock_Udp Al Nets drop 1
46.19. 85. 124 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
193. 17. 74. 67 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

46. 19. 86. 243 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
192. 243. 55. 132 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1

10. 0. 0. 155 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
195. 160. 242. 40 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
71.6.165. 200 Lhited Sates 147. 237. 8. 27 e nadimatal .idf.il|B ock Udp All Nets drop 1
185.94. 111. 1 Russi an Federation 147.237.77. 235 svivaidf.il Bl ock_UWp Al _Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237.0. 35 akavs. i df .i | B ock Udp Al Nets dr op 1
192. 243. 55. 133 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
184. 105. 139. 109 Lhited Sates 147.237.77. 235 sviva.idf.il B ock Wdp Al Nets drop 1
31.168. 207. 187 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
198. 20. 70. 114 Lhited Sates 147.237.77. 121 e.navy.idf.il B ock_Udp Al Nets drop 1
192. 243. 55. 137 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
46.19. 86. 197 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
69. 30. 211. 2 Lhited Sates 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot B ock 2
144.76.12. 78 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
192.243.55. 133 |147.237.77.216|lhited Sates |dover.idf.il portscan: TCP Distributed Portscan 2
46.19. 85. 87 147.237.76.42 |[Israel refuah.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
91.228.248. 251 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 2
66. 249. 93. 18 147.237.76. 42 |Europe refuah.idf.il ET SCAN NVAP -sA (2) 2
213.151.48.87 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
85.65.112. 227  |147.237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
82. 81. 49. 145 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
80. 82. 78. 38 147.237.0.19  |Netherl ands nedi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
192.243.55. 129 |147.237.77.216|lhited Sates |dover.idf.il SRERIIS I SAP .printer access 1
192, 118. 30. 102 |147.237. 77. 216 |I srael dover . idf il portscan: TCP Dstributed Portscan 1
37.142.64. 74 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
176.13.9.51 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
132. 64.217. 127 |147.237.77.216|Israel dover . idf il portscan: TCP Distributed Portscan 1
109. 253. 192. 245|147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
217.132.110.8 |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
212.143. 114. 209|147. 237. 77. 216 || srael dover . idf il portscan: TCP Distributed Portscan 1
85. 65. 60. 23 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
192.243.55. 137 |147.237.77.216|lited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
81.218.33.195 |[147.237.77.216 |l srael dover . idf il portscan: TCP Distributed Portscan 1
192.243.55. 132 |147.237.77.216|Wited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
192.243.55. 129 |147.237.77.216|lhited Sates |dover.idf.il GL VBB SERER | SAPI . printer access 1
37.142.68. 69 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
183 13, 121 131 |147. 237 77. 216 i na dover i df il G5 WNDOMS M crosoft Forefront UAG javascript handler in 1
LR XSS attenpt
2.53.149. 119 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
149.78.89.185 |147.237.72.166|lhited Sates |aka idf.il portscan: TCP D stributed Portscan 1
123.196. 116. 66 |147.237.0.17 [China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
109. 64. 241. 49  |147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
212.235.98.139 |[lIsrael 147. 237.72. 166 |aka. i df . i | drop SMMrule drop 29
Sreamng Engine: TP Invalid i i ssi
109. 253. 207. 53 |Israel 147.237.72. 167 |i shuri maka i of . i g =g Invalid segnent retransnission. drop 24
Ret r ansmi ssi on Packet dropped.
192.243.55. 136 |Uited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 24
41.33.231. 90 Egypt 147. 237.77. 216 |dover.i df .i | drop SMMrule drop 24
192.243.55.134 |lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 21
102.243.55.134 |Wnited Sates [147.237.77.74 [lawidf.il Bad TCP sequence SINAK retransmt with different o400 |20
w ndow scal e
192.243.55.138 |UWited Sates |147.237. 77. 216 |dover.idf i Bad TCP sequence SINAK retransmt with different oo oo
w ndow scal e
192.243.55.129 |lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 19
; . . SYNPAXK retransmit with different .
192.243.55.136 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 19
102.243.55.129 |Wnited Sates [147.237.77.74 |lawidf.il Bad TCP sequence SINAK retransmt with different oo |19
w ndow scal e
147. 236. 27. 99 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
192.243.55. 134 |lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 18
192.243.55.136 |Uhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence SAK retransmt with different Jopnivor |18
w ndow scal e
: . . SYN+AK retransmit with different .
192.243.55. 133 |lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 18
102.243.55.138 |Wnited Sates [147.237.77.74 [lawidf.il Bad TCP sequence SINAK retransmt with different foo;4or |17
w ndow scal e
192.243.55.134 |[lhited Sates [147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 17
Sreaning Engine: TGP Invalid i i ssi
212. 179. 132. 203i srael 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segment retransmission. drop 16
Ret ransmi ssi on Packet dropped.
192.243.55.136 |lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 15
192.243.55.129 |Wited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
192.243.55.134 |Whited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence SIAK retransmt with different Jopnivor |15
w ndow scal e
192.243.55.129 |UWited Sates |147.237. 77. 216 |dover.idf i Bad TCP sequence SINAK retransmt with different oo |14
w ndow scal e
192.243.55. 136 |Uited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber alert 14
80. 168. 113. 35 z';gegom 147. 237. 77. 216 |dover.i df . i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
192.243.55.132 |Whited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence SINHAK retransmt with different | oo f1g
w ndow scal e
192.243.55.129 |lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 14
192.243.55. 136 |lhited Sates [147.237.77.74 |lawidf.il drop First packet isn't SYN drop 14
192.243.55. 136 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 13
; . . SYNFAXK retransmit with different .
192.243.55.135 |[Lhited Sates |[147.237.77.216|dover.idf.il Bad TCP sequence i ndow scal e noni t or 13
192.243.55. 133 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 13
192.243.55.136 |Uited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 13
192.243. 55,133 |lhited Sates |147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 13
192.243.55. 138 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 13
192.243.55.129 |lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SWN drop 12
Sreamng Engine: TCP Invalid i i ssi
176.13.10.252 |Israel 147.237.72. 167 |i shuri maka i of . i g =g Invalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dropped.
192. 243.55. 138 |Uited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
192.243.55. 134 |lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 12
192.243.55.130 |Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
192, 243.55. 138 |Uited Sates |147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
192.243.55.138 [Lhited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
192.243.55. 136 |lLhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 11
192. 243.55. 132 |Uited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
192.243.55.138 |lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SWN drop 11
192.243.55. 138 |lLhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 11
192. 243.55. 129 |Uited Sates |147.237.77.216|dover.idf.il Bad TCP sequence nmoni t or 10
192.243.55.132 |lhited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
192.243.55.129 |lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 10
102.243.55.132 |Wnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence SINAK retransmt with different oo |10
w ndow scal e
192.243.55. 134 [thited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
207.46.13.74 Lhited Sates |147.237.76.42 |refuah.idf.il drop SAMrul e drop 10
192.243.55.132 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 10
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
2.53.152. 187 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 105
80. 246.136.55 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 79
109. 253. 128. 205| srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 74
176.13.21.153 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 18
2.53.152. 187 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 12
2.55.28.115 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
37.26.147.231 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 6
212.199. 151. 163|i srael 147.237.72. 166 |aka. i df . i | mu;;\:ri 'd??idl /“ﬁ;wziﬁyxefnﬂ cat i onservi ce. asmd aut herti cate|F 9K 5
66. 102. 8. 243 Uhited Sates |147.237.77. 216 |dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock
195. 160. 242. 40 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed HTTP Met hod B ock 4
213.8.129.133 |Israel 147.237.72. 166 |aka. i df . i | mt;:‘?t d‘;"_’ﬁﬁ;.t:loéii;ues‘;atﬁzgﬂ Z:I'i noun t’:'as":ﬂ therticare PO 4
31.168.21.77 I srael 147.237.77. 216 |dover.i df . il Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 4
66. 102. 8. 238 Lhited Sates |147. 237. 77. 216 |dover . i df . i | Dstributed Uhauthori zed URL Access on wwvidf.il/error. htm B ock 4
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 3
195. 160. 242. 40 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawidf.il/sip storage/files/1/ B ock 3
2. 55, 186. 255 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
183.13.121. 131 |China 147.237.77. 216 |dover.idf . il Mil tipl e Unhaut horized LRL Access from 183.13.121. 131 B ock 3
81.218.251. 251 |lsrael 147.237.77. 226 M chamat z. aka. i d Ml ti pl e Uhaut hori zed URL Access from 81.218. 251. 251 B ock 3
66. 102. 8. 233 Uhited Sates |147.237.77. 216 |dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 3
176.13.17. 53 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
46. 19. 86. 226 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.55.35.54 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.i df . il Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 2
80. 246. 140. 244 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 221. 15 |l srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
192.117.173.57 |Israel 147.237.77. 216 |dover.i df . il Distributed Waut hori zed URL Access on waw idf.il/error. htm B ock 2
31.168. 21. 80 I srael 147.237.77.216|dover.i df . il Dstributed Wauthori zed URL Access on waw idf.il/error.htm B ock 2
185. 32. 179. 155 |l srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
31.168.21.81 I srael 147.237.77. 216 |dover.i df . i Distributed Waut hori zed URL Access on waw idf.il/error. htm B ock 1
87.68. 0. 235 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wwidf.il/https:/wnidf.il/ B ock 1
79.182.31.76  |israel 147.237. 72. 166 |aka. i df . i | m“;’k‘“g Izaf‘r?Tftn;r Ncégfﬁijtgangfg;ﬁ;fcphsaChar$Ct' 57.in None 1
2.53.148.140  |israel 147.237.76.42 |refuah.idf.il ma’rf; o ;ty;e. i\':j]gl ialt /' fgg:}gﬁﬁ;ﬁ”&gﬁcem deriStxtlasthame in g 1
185. 120. 125. 42 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 185. 120. 125. 42 |B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.234|hal ag. i df . il Mil tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
147.236.27.99  |Israel 147. 237.77. 216 |dover . i df . i | Forare: ot I-Dyi)g6\5ﬂ—?:ee;téig\?e%2rsi)T(TeXt n Bock |1
46.120. 186. 151 |l srael 147.237.72. 156 [aman. i df . i | Unaut hori zed LRL Access to waw aman. i df.il/https:/ww aman.idf.il/ |B ock 1
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