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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
79.180.197. 110 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 157
79.177.137. 251 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 131
85. 64. 120. 27 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 24
192. 243. 55. 133 Lhited Sates 147.237.77.216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 2
194. 9. 252. 237 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 1
192. 243. 55. 130 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
2.53. 8. 255 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
79.178.181. 173 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 1
2.53. 49. 23 | srael 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 1
192. 243. 55. 135 Lhited Sates 147.237.77.216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 1
24.217.142. 219 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1




04-12-2016-08:04:07 to 04-12-2016-09:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 6
212.117.143.194 |lIsrael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 5
80. 246. 133. 227 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
212.235. 98. 139 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
61.135.189. 122 Chi na 147.237.76. 31 nakchal .idf.il |[CLO00071: HTTP. User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
192.118.12. 102 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
46. 19. 85. 190 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
220.178.78.138 |147.237.0.35 |China akavs. i of . i | ET SCAN NVAP -sS w ndow 4096
1 34 35.15 147 237 0.35  |Tai ven akave. i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
208. 100. 26. 228 |147.237.72. 217 |Wited Sates [e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 216. 176. 244(147. 237. 72. 166 |Latvia aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
149.78.248.39 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
113. 59. 33. 61 147.237.0.33 |China idf.il ET SCAN NVAP -sS w ndow 2048 1
109. 253. 206. 46 [147.237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
79.183.50. 113  [147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
31.168.11.194 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
213.57.48.206 |147.237.77.216|Israel dover.idf.il portscan: TQP D stributed Portscan 1
208. 100. 26. 228 [147.237.0.34 |Wited Sates [tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 216. 176. 244(147. 237. 72. 156 |Latvia aman.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 140. 23 [147.237.8.46 E?ir:;gom e. chi nuch. i df .il ET SCAN NVAP -sS wi ndow 1024 1
192, 3. 156. 75 147.237.0.16  |Fhili ppi nes ny-kosher-kravi i of i ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force
113. 59. 33. 61 147.237.0.33 |China idf.il ET SCAN NVAP -f -sS 1
80. 82. 78. 38 147.237.76. 199 |Netherl ands ~ |e. nakchal .idf. il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

count ry Target Address ‘Ste ‘Slgnature
41. 33. 231. 90 Egypt 147.237. 77. 216 [dover.i df . i [dr op SAMrul e drop 36
192.243.565.132 |thited Sates [147.237.77.216|dover.idf.i|[Bad TCP sequence SINWAK Tetransmit with different noni t or 32
w ndow scal e
102.243.55. 131 |Wnited Sates [147.237.77.74 [lawidf.il [Bad TCP sequence SINAXK retransmt with different oo |26
w ndow scal e
192.243.565.135 |thited Sates [147.237.77.216|dover.idf.i|[Bad TCP sequence SINWAK Tetransmit with different noni t or 26
w ndow scal e
102.243.55. 132 |Wnited Sates [147.237.77.74 [lawidf.il [Bad TCP sequence SINAK retransmt with different oo |24
w ndow scal e
192.243.565.131 |thited Sates [147.237.77.216|dover.idf.i|[Bad TCP sequence SINWAK Tetransmit with different noni t or 23
w ndow scal e
192.243.565.133 |thited Sates [147.237.77.74 |lawidf.il [drop First packet isn't SN drop 22
! . . SYNtAK retransmit with different .
192. 243.55. 130 |Lhited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence wi ndow scal e noni t or 21
192. 243.55. 133 |Lhited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence Inval id ACK nunber noni t or 21
192.243.55. 133 [Whited Sates |147.237.77.74 [lawidf.il [SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 20
192. 243.55. 133 |Wited Sates |147.237.77.74 |lawidf.il [Bad TCP sequence SINAK retransmt with different o uior [20
w ndow scal e
192.243. 55. 130 Ui ted Sates |147.237. 77. 216 [dover. i df .i[Bad TCP sequence SNAQC retransmt with different —oonitor |19
w ndow scal e
192.243.55. 132 |Lhited Sates |147.237.77.216|dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 19
192. 243. 55. 130 |Wited Sates |[147.237.77.216|dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 18
192. 243.55.135 |Wited Sates |147.237.77.74 [lawidi.il |Bad TCP sequence SINRACK retransmt with different noni t or 18
w ndow scal e
192.243.55.135 |Lhited Sates [147.237.77.216|dover.idf.i|SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 18
192. 243.55. 137 |Wited Sates |147.237.77. 216 |dover.icf.i[Bad TCP sequence SAXK retransmt with different —Jopnitor 17
w ndow scal e
192. 243.55. 135 |Lhited Sates [147.237.77.216|dover.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 17
192. 243.55. 132 |Wited Sates |[147.237.77.74 |lawidf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 17
192.243.565.131 |thited Sates [147.237.77.74 |lawidf.il [Bad TCP sequence Invalid ACK nunber noni t or 17
192. 243.55. 131 |Wited Sates |[147.237.77.74 |lawidf.il |SYN At ack SYN - > SYN-ACK -> Ti meout rej ect 17
192. 243.55. 135 |Wited Sates |[147.237.77.74 |lawidf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 16
192.243.565.132 |thited Sates [147.237.77.216|dover.idf.i|[Bad TCP sequence Invalid ACK nunber noni t or 16
192.243.565.133 |thited Sates [147.237.77.216|dover.idf.i|[Bad TCP sequence SINWAK Tetransmit with different noni t or 16
w ndow scal e
192.243.55. 130 [Lhited States |147.237.77.74 [lawidf.il [Bad TCP sequence Inval i d ACK nunber noni t or 15
192.243.565.135 |thited Sates [147.237.77.74 |lawidf.il [Bad TCP sequence Inval i d ACK nunber noni t or 15
Sreaning BEngine: TGP Invalid i i ssi
195. 200. 205. 2 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 15
Ret r ansni ssi on dr opped.
192. 243.55. 137 |Wited Sates |147.237.77.74 [lawidi.il |Bad TCP sequence SINRACK retransmt with different noni t o 15
w ndow scal e
192.243.55. 131 [Lhited Sates |147.237.77. 216 [dover.idf.i|[Bad TCP sequence Inval i d ACK nunber noni t or 15
192. 243.55. 134 | ted Sates [147.237.77.74 [lawidf.il [Bad TCP sequence SINAK retransmt with different oo |15
w ndow scal e
192. 243.55. 131 |Lhited Sates |147.237.77.216|dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 14
192. 243.55. 132 |Lhited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence Inval id ACK nunber noni t or 14
192.243.55. 131 |Lhited Sates [147.237.77.74 |lawidf.il |dr op Frst packet isn't SN drop 13
192. 243.55. 137 |Lhited States [147.237.77.74 |lawidf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 13
192.243.565.133 |thited Sates [147.237.77.74 |lawidf.il [Bad TCP sequence Invalid ACK nunber aert 13
192. 243.55.138 |Wited Sates |147.237.77.74 [lawidi.il |Bad TCP sequence SINAXK retransmt with different — Jopuior |12
w ndow scal e
192. 243. 55. 130 |Wited Sates |[147.237.77.74 |lawidf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 12
192.243.55. 134 |lhited Sates [147.237.77.74 [lawidf.il [Bad TCP sequence Inval i d ACK nunber noni t or 12
192. 243.55. 137 |Wited Sates |147.237.77.74 [lawidf.il [SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 12
192. 243.55.129 |Wited Sates [147.237.77.74 [lawidi.il |Bad TOP sequence SINAK retransmt with different o 12
w ndow scal e
192.243.565.132 |thited Sates [147.237.77.74 |lawidf.il [drop First packet isn't SWN drop 12
Sreaning Engine: TGP Invalid i i ssi
87.70.23.172 |israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. Packet |, 12
Ret r ansm ssi on dr opped.
192. 243.55. 130 |Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 12
! . . SYNtAK retransmit with different .
192. 243.55. 129 |Lhited Sates [147.237.77.216|dover.idf.i|Bad TCP sequence wi ndow scal e noni t or 11
192. 243.55. 130 |Lhited Sates [147.237.77.216|dover.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 11
192.243.565. 131 |thited Sates [147.237.77.216 |dover.idf.i|dr op First packet isn't SWN drop 11
192. 243.55. 137 |Lhited States [147.237.77.216|dover.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 11
212. 143.142.56 |l srael 147.237. 77. 216 |dover.i df .i [dr op Frst packet isn't SYN drop 11
192.243.565. 137 |tited Sates [147.237.77.74 |lawidf.il [drop First packet isn't SWN drop 11
192. 243.55. 135 |Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 10
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|Top Attackers In V\AF|

At acker

Devi ce

ww ei tan. aka. i df .il/1103-he/ ei t an. aspx

Count ry ‘Target Address [Site Sgnature Action ‘Count
176.13. 14. 237 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 22
37.26.149. 217 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 11
46.19. 86. 74 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 9
79.177.118.81 |[lsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 8
79.177.118.81 |[lsrael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut horized URL Access from79.177.118. 81 B ock 7
80.178.157.53 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 4
176.13.15. 254 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
80.246.137.7 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
199. 30. 24. 204 |Whited Sates |147.237.77.216|dover.idf .i | Ostributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
65.55.210.195 [Lhited Sates [147.237.77.216|dover.idf.il Ostributed Waut horized LRL Access on waw idf.il/error.htm B ock 2
65.55.210.66 |Whited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 2
81.218.241.25 |Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 2
2.53.163. 1 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
199.30.25.12 |lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 2
65.55.210. 253 |Lhited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on waw i df.il/error. htm B ock 2
80.178. 157. 42 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
65.55.210.98 |[Wnited Sates [147.237.77.216|dover.idf.il D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 2
157.55.12.68 |lhited Sates |147.237.77.216|dover.idf.i | Ostributed Wnaut hori zed URL Access on waw i df.il/error. htm B ock 2
199. 30. 25. 144 |lnited Sates [147.237.77.216|dover.idf.il Ostributed Waut horized LRL Access on waw idf.il/error.htm B ock 2
46. 19. 86. 88 I srael 147.237.0.19 |nadimatal .idf.il DO stribut ed Suspici ous Response Qode B ock 2
65.55.210.100 |lhited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on waw i df.il/error. htm B ock 2
199. 30. 25. 147 |Wnited Sates [147.237.77.216(|dover.idf.il Ostributed Waut horized LRL Access on waw idf.il/error.htm B ock 2
199. 30. 16. 170 |lhited Sates [147.237.77.216|dover.idf .i| D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 2
65.55.210. 158 |Lhited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on waw i df.il/error. htm B ock 2
174.129.228. 67 |Lhited Sates |147.237.76.42 |[refuah.idf.il D stributed Whauthorized URL Access on 147.237.76. 42/ robots. txt |B ock 1
130. 185. 155. 82 |Sweden 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
46.19.85.190 |Israel 147.237.77. 216 |dover. i df . i | %&gﬁﬁ;ﬁfﬁﬁg - Protocal vidation None 1
79.183.50. 113 |israel 147.237.77.233|atal . i df . i | Unaut hori zed URL Access to 147.237.77.233/1135-he/atal . aspx  |B ock 1
66. 249. 65. 224 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to vww i df.il/aman/ B ock 1
192.243.55. 135 |Lhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 192. 243, 55. 135 Bl ock 1
149. 78. 219. 88 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
130. 185. 155. 82 |Sweden 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/wp-1ogin. php B ock 1
66.249.78.234 |Israel 147.237. 72. 166 |aka. i df . i | o e ;;e‘lgglmfﬁ/cgfiugfmt e/ vendor scri p Bock |1
192. 243.55. 135 |Lhited Sates [|147.237.77.216|dover.idf .i| Lhaut hori zed URL Access to ww i df . il/banahane B ock 1
81.218.241.25 |Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v i df.il/inages/ 1. he/titlecap. png B ock 1
17.142.156. 109 |Lnited Sates |147.237.77.216|dover.idf . il Uhaut hori zed URL Access to ww i df.il/appl e-app-site-association |B ock 1
79.177.118.81 |[lsrael 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to v nakhal .idf.il/sip storage/files/8 [B ock 1
66.249.64.4 | srael 147.237.0.15  [kosher-kravi . idf.il \Aux:x?\zmkgsrrularz-el?r;} ilzlcf?‘islsitezpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
130. 193. 50. 33 :3:;;’} - 147.237.77.74 |lawidf.il mﬂt;ﬂ ! dﬁdl /u;in ;Zfzgeltfoi o5/ 1/ 561 doc. B ock 1
68.180. 229. 241 |Uiited Sates (147, 237.77. 176 |nat pash. i df . i | mmx;z b M /Oéﬂéf’;'efsgggt‘ﬂs;x HBock |1
105. 200. 205.2 |1 srael 147.237. 72. 166 |aka. i df . i | L'u'recgeasj ’ i?’;;g?inz:a;:;féogcﬁi/ fm’j "V kapat 2/ /1 esi012 Bl ock 1
Unaut hori zed URL Access to
157.55.39.54 |Wiited Sates |147.237.77.216|dover.idf.il v i df il /tenpl ates/articl el src="http:/wwu yout ube. cont v/ Onwat ¢ |Bl ock 1
| dife
108.227.98.31 |lhited Sates [147.237.76.42 |refuah.idf.il Ly 230 75, 49, 1519 ot of cane s Bock |1
23.106. 239. 232 |United Sates 147.237.77.226 \fIW\:A{ chamatz. aka. 1d mu(t:r:];r:;itzzédaktﬁ d???ﬁzhtacr)ed/ user cont r ol s/ header upper / Bl ock !
79.180. 183.29 |[lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/schar Bl ock 1
192. 243.55.132 |Lhited Sates  [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df . i|/894-en/i df gdover. aspx B ock 1
66. 249. 64. 137 |Israel 147. 237.72.166 |aka. i df . i | lu;z;f’tzg‘;r_'7zfdlég‘gf;3§/sfotrz it asp! show or um asp Bl ock 1
46.116.52. 123 |Israel 147.237.72. 166 |aka. i df . i | maraf;e: df???/?;jﬁ/\:a‘ihztriﬁlgiigra“ o zar v egi ster. asp None 1
149.50.85.17  |Israel 147.237.72. 166 |aka. i df . i | m”;’k‘“giﬁr_?ﬁ’ftn;r n/";;g?j‘jt;angf’;zﬁgchh%Char$°t' rin None 1
68. 180. 230. 155 |United Sates  |147. 237. 76. 200 [ei t an. aka. i df . i | thknown Paraneter &SortDir in None 1
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