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04-12-2016-00:04:00 to 04-12-2016-01:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 3692
197. 116. 80. 235 Ageria 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 882
197. 116. 80. 235 Ageria 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 366
197.116. 80. 235 Ageria 147.237.77. 216 dover.idf.il DOS- HTTP-fi ref | ood dest - r eset 279
192. 115. 177. 203 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 124
41. 107. 60. 144 Ageria 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 33
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 12
197. 89. 248. 238 South Africa 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

82. 145. 220. 213 Eur ope 147.237.77. 216 dover.idf.il B ock Ip Vb In drop 2
10.0.0.1 147.237.76. 42 refuah.idf.il |lInvalid TGP H ags dr op 1
185.94.111.1 Russi an Federation 147.237.76. 196 e.sviva.idf.il |Block Udp All Nets drop 1
64.233.172. 163 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
185.94.111. 1 Russi an Federation 147.237.77.176 nat pash.idf.il |B ock_Udp Al _Nets drop 1




04-12-2016-00:04:00 to 04-12-2016-01:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
87.71. 44. 66 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 8
149. 88. 158. 46 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.0l in the URL B ock 2
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
64.233.172.171 |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
185. 56. 82. 78 147.237. 77. 178 |Net her | ands emtpash.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
88.204.187.90 |147.237. 77. 243 |Kazakst an nobi | e.idf.il ET SCAN NVAP -sS wi ndow 3072 1
185. 56. 82. 78 147.237. 76. 176 |Net her | ands test.ncore.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
80. 82.78. 38 147.237.76.31 |Netherl ands nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
185. 56. 82. 78 147. 237. 72. 156 [Net her | ands aman.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 56. 82. 78 147.237.8.28 |Netherl ands e.nobile-ks.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
24.37.17. 226 147.237.8.14 [Canada e.orchot.idf.il ET SCAN NMAP -sS wi ndow 2048 1
151.11. 201. 3 147.237.77.178|itay emtpash.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
151.11. 201. 3 147.237.77.178|Italy e.matpash.idf.il |ET SCAN NVAP -f -sS 1
107. 158. 255. 194|147.237.0. 35 |lhited Sates |akavs.idf.il ET SCAN NMAP -sS wi ndow 3072 1
185. 56. 82. 78 147. 237. 77. 243 |Net her | ands nobi | e.idf il ET SCAN Potential VNC Scan 5900- 5920 1
107. 158. 255. 194|147.237.0.35 [Wited Sates |akaws.idf.il ET SCAN NVAP -f -sS 1
185. 56. 82. 78 147. 237. 77. 227 |Net her | ands e. hanaz.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
104. 128. 144. 131|147. 237. 76. 177 |Canada ncore.idf.il ET SCAN NVAP -f -sS 1
185. 56. 82. 78 147. 237. 76. 201 |Net her | ands eatal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
84. 94. 36. 86 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 56. 82. 78 147.237.76.38 |[Netherl ands eenmeitav.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
) o SERVER APACHE Apache nmod_ssl non- SSL connection to SSL port
66.249. 78.158 |147.237.72.166 |Lhited Sates [aka.idf.il ) . 1
deni al of service attenpt
185. 56. 82. 78 147.237.8.50 [Netherl ands e.tikshuv.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
185. 56. 82. 78 147.237.0.15 |Netherl ands kosher-kravi.idf.i|ET SCAN Potential VWNC Scan 5900- 5920 1
24.37.17. 226 147.237.8.14 |Canada e.orchot.idf.il ET SCAN NVAP -f -sS 1
151.11. 201. 3 147.237.77.178Itay emtpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
108.21. 79,196 |147 237.8.27  |united Sates le. mlmimataj.idf.”Er SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
107. 158. 255. 194|147.237.0. 35 |lhited Sates |akavs.idf.il ET SCAN NMAP -sS wi ndow 2048 1
185. 56. 82. 78 147. 237. 77. 233 [Net her | ands atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 128. 144. 131|147. 237. 76. 177 |Canada ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41.107.60.144 |Ageria 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 346
41.107.60. 144 |Ageria 147.237.77. 216 |dover.idf.il drop drop 117
197.116. 80. 235 |Ageria 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 71
207. 46.13. 74 Lhited Sates [147.237.76.42 |refuah.idf.il drop SAMrul e drop 45
197.116. 80. 235 |Ageria 147.237.77. 216 |dover.idf.il SYN Attack rej ect 28
197.116. 80. 235 |Ageria 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 28
Sreamng Engine: TCP Invalid i i ssi
109. 65. 35. 104 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
197.116. 80.235 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi
46. 19. 86. 84 | srael 147.237.72. 167 |i shuri maka. i df . il g .g Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
41.107.60.144 |Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19. 85. 24 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |6
46.19. 85. 24 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6
46.19. 85. 24 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber nonitor (6
46. 116. 193. 229 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
S reaning Engi ne: TCP i
45.79.147.229 |Wited Sates [147.237.76.39 |nobile. nwitav.idf.i 9 =g TCP segnent out of maxi mum drop 6
Segnent Linmit Enforcenent al | oved sequence. Packet dropped.
46.19. 85. 24 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
84.228.224.149 |l srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
62.219. 137.5 | srael 147.237.72. 156 |anan.idf . il drop First packet isn't SYN drop 5
46.19. 85. 74 I srael 147. 237. 72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46.121.211. 156 [Israel 147.237.76.86 [navy.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
46.121. 211. 156 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
Sreanming Engine: TCP Invalid i i ssi
109.65.1.186 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransnssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.83. 144 |United Sates |147. 237.72. 166 |aka i of il 9 =g Inval i d segnent retransnission drop 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
178. 255. 215. 87 |France 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransnssion. drop 3
Ret ransnm ssi on Packet dropped.
134.3.2.222 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
104.38.57.188 |Wited Sates [147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
reamn ine: TCP Invali i i ssi
79.182. 103. 209 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid|invalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.131. 11 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
2.53.43. 178 I srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid|invalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84. 228.240. 239 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
77.126.92.183 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid|invalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
Russi an L Sreamng Engine: TCP Invalid|invaid segnent retransnissi on.
141.8.132.112  [C o 147.237.72. 166 |aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 3
41.44.248.124 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi
79.178.207.96 | srael 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransnission drop 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 64.124. 40 | srael 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransnssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
5.22.135.9 I'srael 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransnission drop 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.5.213 [ srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.180. 171. 230 |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransnission drop 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.56. 22, 245 I'sr ael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 64.133.38 |Israel 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransnission drop 3
Ret ransn ssi on Packet dropped.
213.57.204.52 [Israel 147. 237. 72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 82 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
132. 66. 237. 115 |l srael 147. 237. 72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.182.31.72  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
2.53.36.5 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence noni t or
82.166. 100. 163 |Israel 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
o SYN+AXK retransmit with different .
41.44.248.124  |Egypt 147.237.77. 216 |dover.idf il Bad TCP sequence vi ndow scal moni tor |1
217. 153. 185. 109|Pol and 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

At acker

Devi ce

(SSL_CONN CLI ENT_HELLO)

ountry Target Address |Site Sgnature Action ‘Count
199.30.24.47 |Wited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 6
46.19. 85. 21 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 5
46.117. 128. 168 [l srael 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 5
199.30.24. 112 |lLhited Sates [147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
46.117. 128. 168 [l srael 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to v anan. i df .il/sip_storagel/files/3/ B ock 3
65.55.210.98 |lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
199.30.24.36 |Lhited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
199.30.24.196 |Lhited Sates [147.237.77.216|dover.idf .il Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 3
66. 249. 65. 224 |Israel 147.237.77.216|dover.idf .il Ml tiple Unaut hori zed URL Access from 66. 249. 65. 224 B ock 3
46.19.85.241 |israel 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 3
199.30.25.34 |lhited Sates  [147.237.77.216|dover.idf .il Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 3
199.30.24.63 |lLhited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
199. 30. 24. 102 |lLhited Sates [147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
213.57.203.71 |[lsrael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/size220x0/ si p_storage  |Bl ock 2
46.117. 128. 168 [l srael 147.237.72. 156 |aman. i df . i | Mil tipl e Unaut horized URL Access from 46.117. 128. 168 B ock 2
157.55.39.65 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/atal 1/izkor/ mai n. asp B ock 1
84. 228. 224. 149 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
213.8.204.14 |Israel 147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on ww i df.il/https:/wanidf.il/ [Bl ock 1
) . . Unaut hori zed URL Access to
64.79.85.205 [lhited Sates |147.237.76.86 |[navy.idf.il nawy. i o i | shar ed user cont r ol s/ header upper / Bl ock 1
i nobi | e. nei tav.idf.i )
45.79.147.229 |Whited Sates 147.237.76. 39 | Uhaut hori zed URL Access to / B ock 1
198. 58.103. 115 |Lhited Sates 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/1294-en/wwn idf.il/english B ock 1
109. 64. 124. 40 |l srael 147.237.72. 166 |aka. i df . i | Illegal Byte Qe Character in R /mainkapatz//resf012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
. . . Paranmeter Type M ol ati on PageNumin
68. 180. 230. 108 |Lhited Sates  |147.237.76.31 [nakchal .idf.il vaw nakhal i df . i 1/ 1073- he/ nakhal . aspx B ock 1
157.55.39. 194 |Lhited Sates  [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/npnineot_yuval i masp B ock
84. 228. 224. 149 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock
109. 206. 153. 8 RF;Z:::I“I o 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wawidf.il/tenpl ates/articl e/ vatch B ock 1
77.75.76.160 |Czech Republic |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/english/news/jeninkilled/ stn [B ock 1
. . Uhaut hori zed URL Access to
46.121. 211. 156 |l srael 147.237.76.86 |[navy.idf.il vow navy. i o i 1/si p storagel il es/ 6/ si 2338x0/ 1806. | pg Bl ock 1
) . . Uhknown Paranet er anp; docld in
173. 208. 46. 155 |Lhited Sates  [147.237.72.166|aka. i df . il v aka. i o i |/ brot her s/ ski ra/ def aul t. asp None 1
85.64.71.154 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/sip storage/files/3/71513 |B ock 1
109. 226. 44. 156 |l srael 147.237.77.216|dover . i df . i Dstributed Waut horized LRL Access on waw idf.il/error. htm B ock 1
79.182.216.51 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
47.18. 37. 40 Lhited Sates 147. 237.77. 216 |dover . i df . i | Uﬁaqt hor_l zed URL Access to waw idf.il/1116-en/ dover. aspx B ock 1
appl i cation
) . - Unaut hori zed URL Access to
173.232.20. 121 |Lhited Sates  [147.237.77.216|dover.i df . il vow i dff. i 1/ newsi t ef engl i sh/ docunent s. asp B ock 1
87.69.79.31 |Israel 147. 237.72. 166 |aka. i df . i | thknown Paraneter __VI EVETATEENCRYPTED in - None 1
wan aka. i df . i |/ mai n/ sachar/ request paysl i pexpl anat i on. aspx
66. 249. 65. 224 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wwidf.il/atal 1/izkor/ vi ew norei nf o. asp |Bl ock 1
157.55.39.13 |Lhited Sates  [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
82.231.209.52 |Fance 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df . i/ mar chandi sing B ock 1
207.46.13.72 |lnited Sates |147.237.77.216|dover.idf . il Lhaut hori zed URL Access to v idf.il/tenpl ates/fag/fag. aspx B ock 1
62.219.137.5 |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
5. 41. 66. 190 Saudi Arabia 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw idf.il/ar/idf-admin B ock 1
. . Unaut hori zed Met hod CPTI ONS for
185.120.125.20 || srael 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
. . O stributed Unaut hori zed URL Access on
109. 64.52.97 [l srael 147.237.76.42 (refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
66. 249. 78. 158 |Israel 147.237.72.166 |aka. i df . i | SSL Untraceable Connection - Protocol violation None 1
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