04-11-2016-23:04:09 to 04-12-2016-00:04:09

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
16, 000+
12, 000-
8, 000-
Number
d 4, 000"
At acks
s $ $ § 5 $ $ & N &
.\6 {0\6 \\\ {§\6 \6 \6 ,§_’b»\ $‘\ .\8\ ,b\
N\ ) ’ * < & > o g
60& X & &5 N 5 S \ RO &'S‘f
O < ® & X O
O S O
& &S
Top Tar get

[Top Attackers |

7, 000+g

6, 000

5, 000

M dover.idf.il
M aka.idf.il
M tikshuv.idf.il
M refuah.idf.il
M mobile.idf.il
M nadimatal .idf.il
Meitan aka. idf.il
Wiawidf.il
anman. idf.il
M i shuri maka.idf.i

4, 000

3, 0007
Nunber .
a 2, 000
At acks

N
© . ) D
R G I TS S SN © &
SIS LS S S SR NG
™ N N\ N T

Top Attackers

W 141. 255. 156. 183
197. 116. 80. 235

M 167. 114. 156. 16
41.111.97. 43

M 156. 203. 75. 175

M 66. 249. 93. 111

7 66. 249. 93. 115

I 66. 249. 93. 119
46. 19. 85. 56

M 212. 150. 214. 90




04-11-2016-23:04:09 to 04-12-2016-00:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
197. 116. 80. 235 Ageria 147.237.77. 216 dover.idf.il DCs- HTTP-fi refl ood dest - r eset 7642
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 3186
41.111.97. 43 Ageria 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 1087
197. 116. 80. 235 Ageria 147.237.77.216 dover.idf.il B ock_Udp Al Nets drop 645
31. 210. 187. 120 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 641
197. 116. 80. 235 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 641
109. 253. 224. 2 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 625
94.159. 151. 206 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 506
5.28.191. 233 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 473
79. 168. 49. 63 Por t ugal 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 406
83.130. 116. 167 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 355
197. 45. 132. 217 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 250
80. 178. 157. 42 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 183
156. 203. 75. 175 Egypt 147.237.77.216 dover.idf.il B ock_Udp All _Nets drop 142
87. 70. 88. 156 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 136
208.115.113. 89 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 98
105. 158. 169. 76 Mbr occo 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 96
41.111. 97. 43 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 65
167.102. 190. 106 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 58
141. 255. 156. 183 Net her | ands 147.237.77. 216 dover.idf.il B ock_Udp All _Nets drop 17
84. 240. 57. 96 Li t huani a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
141. 255. 156. 183 Net her | ands 147.237.77.216 dover.idf.il DOS- LA C- TCP- 80- cat dest - r eset 7
46. 19. 85. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
141. 255. 156. 183 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
141. 255. 156. 183 Net her | ands 147.237.77.216 dover.idf.il DCS- LA C- TCP- 80- | gn dest - r eset 4
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets drop 3
46. 19. 85. 88 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
109. 66. 14. 210 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
79.178. 224. 35 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
46.19. 86. 11 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
149. 78. 248. 39 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
207.107.118. 46 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
180. 97. 106. 161 Chi na 147.237.77. 243 nobile.idf.il |Bock Np Al Net drop 1

5. 102. 254, 17 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
96. 229. 186. 202 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
92. 222. 65. 232 France 147.237.8.50 e.tikshuv.idf.il{B ock_Udp All Nets drop 1
79.179. 54. 35 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
46.19. 86. 139 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
180. 97. 106. 162 Chi na 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 1
72.218.35.113 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
92. 222. 65. 232 France 147.237.77. 227 e hanaz.idf.il |B ock Ulp All _Nets drop 1
79. 180. 206. 42 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
46.19. 86. 249 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
180. 97. 106. 162 Chi na 147.237.77.179 e.nazi.idf.il B ock Np Al _Net drop 1
149. 78. 47. 140 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
41.109. 168. 136 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
109. 65. 252. 110 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
213. 8. 204. 63 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country‘ rget Address |Site |Sgnature

41.111.97.43 |Ageria 147.237.77.216 |[dover.idf.il [12026: HITP. LA C DDoS Tool (Q\WLY enabl e when under DoS attack) |B ock 2
52.1.90. 117 Lhited Sates 147.237.72. 166 |aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
106. 38. 241. 106 |Chi na 147.237.77. 176 |nmat pash. i df . i ||CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
61.135. 189. 122 |Chi na 147.237.76.31 |[nakchal . i df.il[Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
123.126.113. 80 [Chi na 147.237.72. 166 |aka. i df . i | Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
66.249.93. 101 |l srael 147.237.0.34 |ti kshuv.idf.il|C1000138: HITP. prefix 1.01 in the IR Bl ock 1
66.249.93.109 |Israel 147.237.0.34 [tikshuv. i df.i][Cl1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1




04-11-2016-23:04:09 to 04-12-2016-00:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
66.249.78.254 |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 4
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
208. 80. 155. 215 |147.237.77. 216 |Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 3
212.106.92. 100 |147.237.77.176 chis;ii;ijan Territory, | g pashidh.il  |ET SCAN NVAP -SA (2) 2
186. 114. 35. 239 [147.237.0.34 |Col onbi a tikshuv. idf.il BT SN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
106. 184. 2. 29 147. 237. 77. 233 |Japan atal.idf.il ET SCAN Potential SSH Scan 1
98. 119. 105. 221 |(147.237.76. 201 |Wited Sates eatal.idf.il ET SCAN NMVAP -sS w ndow 4096 1
220.231.195. 122(147. 237.8.27 |China e.nadimatal .idf.i[ET SCAN NVAP -sS w ndow 3072 1
208. 100. 26. 228 |147.237.0.15 |Lhited Sates kosher-kravi .idf.i [ET SCAN NVAP -sS wi ndow 1024 1
122.155. 162. 71 |147.237.77.74 |Thail and lawidf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 76. 202 |Canada e halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
80.82.78. 38 147.237.0.15 |Netherl ands kosher-kravi.idf.i |[ET SCAN NMVAP -sS wi ndow 1024 1
42.243.84. 74 147.237.0.35 |China akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
220.231. 195. 122[147.237.8.27 |China enadimatal .idf.i[ET SCAN NVAP -sS wi ndow 4096 1
13.92.81. 18 147.237.76. 197 |Lhited Sates ehimssh.idf.il |ET SCAN NMAP -sS wi ndow 3072 1
013, 151 32, 163 |147. 237 76.31 |5 el nekehal idh il ET DO Large anount of TCP ZeroVindow - Possible Nkiller2 1
DDos attack
208. 100. 26. 228 |147.237.0.34 |Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature

141. 255. 156. 183|Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6903

197. 116. 80. 235 |Ageria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 1403

197.116.80.235 |Ageria 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 170

66.249.93.111 |Europe 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 74

156. 203. 75. 175 |Egypt 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 62

66.249. 93. 115  |Europe 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 61

156. 203. 75. 175 |Egypt 147.237.77. 216 |dover.i of .11 |Bad TCP sequence :;;e”ansm't wth different wndow | oo fag

66.249. 93.119 |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 41

197.116.80. 235 |Ageria 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 31

156. 203. 75. 175 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 23

208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 18

212.106.92.100 |[ASStNaA 147 237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 17

Territory, Qcupi ed

197.116.80. 235 |Ageria 147.237.77. 216 |dover.idf.il SYN At t ack rej ect 15

185. 3. 144. 66 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14

212. 150. 214. 90 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber aert 14

212.150. 214. 90 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 14

95. 86. 122. 86 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12

79.176.104.8  |israel 147. 237, 76. 200 [ei tan. aka. i of.{ | €AM NG Engine: TCP I nval i d|inval id segnent retransnission. Packet drop 12
Ret r ansni ssi on dr opped.

141. 255. 156. 183|Net her | ands 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10

37.26.149.254 | srael 147.237.72. 166 |aka it i1 | €AM NG Engine: TCP I nval id|invalid segnent retransnission. Packet drop 9
Ret r ansn ssi on dr opped.

212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop

156. 203. 75. 175 |Egypt 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect

141. 255. 156. 183 |Net her | ands 147.237.77. 216 |dover.idf.il 3 r?am ng Engi ne: . TCI.D SN ;.éltjo;\leggéggd gerfio[:; rQSYNaIVI\aSpacket drop 7
Mdi fied Retransnm ssion data

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7

139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7

46. 19. 85. 176 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 7

164. 138. 116. 200|l srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 7

46.121. 99. 23 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6

79.179.54. 35 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6

68.180.231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6

192.243.55. 133 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6

46. 19. 85. 56 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6

2.53.2. 205 I'srael 147.237.0.34  |tikshuv. o i1 [/ SAM NG Engine: TCP Inval id]invalid segnent retransmission. Pecket |y 6
Ret ransn ssi on dr opped.

185. 120. 125. 10 |israel 147.237.72. 166 |aka a1 | €AM NG Engine: TCP Inval i d|invalid segnent retransnission. Packet drop 6
Ret r ansn ssi on dr opped.

197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6

46. 19. 85. 56 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |6

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6

31.210.187. 120 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6

157.55.39. 217 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6

62.219. 230. 123 |israel 147.237.72. 166 |aka it i1 | €AM NG Engine: TCP Inval id|invalid segnent retransnission. Packet drop 6
Ret r ansn ssi on dr opped.

46. 19. 85. 56 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert

141. 255. 156. 183 |Net her | ands 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert

37.46.45.147  |israel 147.237.72. 166 |aka it i1 | €AM NG Engine: TCP I nval id|invalid segnent retransnission. Packet drop 6
Ret ransni ssi on dr opped.

5.22.13L.5 I srael 147.237. 72. 166 |oka i 11 | ! €M NG Engine: TCP Invalid invalid segnent retransmssion. Packet drop 6
Ret r ansni ssi on dr opped.

46. 19. 85. 56 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or

84. 240. 57. 96 Li t huani a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop

46.19. 85. 128 I srael 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert
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|Top Attackers In V\AF|

Attacker Address

Attacker Gountry Target Address |[Site

Sgnature

Devi ce

Mul tiple Whaut horized Method for Known URL from

Action

‘Count

wwy aka. i df . i |/ mai n/ sachar/ nar ki veysachar . aspx

93.173.167. 102 |lIsrael 147.237.72. 166 |aka. i df . i | 93. 173. 167, 102 B ock 11
2.52.168. 242 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 6
46. 19. 85. 133 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 5
66.249.78.254 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 66. 249. 78. 254 B ock 4
65.55.210.156 |Lhited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. ht m|B ock 3
199. 30. 25. 74 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm|B ock 3
176.13.9.70 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
199. 30. 24. 73 Lhited Sates 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to waw idf.il/error.htm B ock 3
m ny- kosher - kravi . i _ ,
89.138.211. 222 |Israel 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from 89.138. 211. 222 None 3
199. 30. 24. 79 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed LRL Access on wwidf.il/error. ht m|B ock 3
199.30. 24.162 |thited Sates 147.237.77. 216 |dover . i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm|B ock 3
109. 253. 196. 193]l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
65.55.210.229 [lhited Sates 147.237.77. 216 |dover. i df .i | D stributed Uhaut hori zed LRL Access on wwidf.il/error. ht m|B ock 2
199.30. 16. 166 |Lhited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm|B ock 2
66. 102. 7. 233 Lhited Sates 147.237.77. 216 |dover.i df .i | O stributed Uhauthorized URL Access on wa i df.il/error. ht m|B ock 2
79.181.57.172 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
66. 102. 7. 240 Lhited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm|B ock 2
84.111.137.2  |israel 147. 237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known URL on B ock 2
ww aka. i df . i1/ mai n/ gi yus/ general . aspx
192. 243.55. 133 |Uited Sates 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55. 133 B ock
141. 255. 156. 183|Net her | ands 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ B ock
5.29. 189. 149 I srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed UR. Access to ww i df.il/894-he B ock
: . . Unknown Paraneter docid in
157. 55. 39. 194 Lhited Sates 147.237.72. 166 |aka. i df . i | aka.i df i1/ mai v har edi mh gener al . aspx None 1
46. 19. 85. 241 | srael 147.237.77.216|dover. i df . i | Mil tiple Malformed URL from46. 19. 85. 241 Bl ock 1
85. 65.116.235 |Israel 147.237.72. 156 |anman. i df . i | Too Many Qookies in a Request - 103 cooki es B ock 1
146. 115. 145. 193|Uhited Sates 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to www i df.il/navy/ B ock 1
37.144.77.55 Russi an Federation |147.237.77.216|dover.idf.il PHP Att enpt Bl ock 1
Unaut hori zed Met hod CPTI ONS for
93.173.167.102 |[Israel 147.237.72. 166 [aka. i df . i | ww aka. i df . i1/ nai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ getaut  |Bl ock 1
huser
207. 46. 13. 62 Lhited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm|B ock 1
. . - Unhaut hori zed URL Access to
68.180.231.43 [Uited Sates 147.237.77. 216 [dover. i df . il v i dff . i 1/ 1133- 20187- he/ dover . aspx) B ock 1
46.19. 85. 241 I srael 147.237.77. 216 |dover . i df . i | Ml ti pl e Unknown HTTP Request Method from 46. 19. 85. 241 [B ock 1
. . . Unaut hori zed URL Access to
114.97.195.129 |China 147.237.77. 176 [mat pash. i df . i | vw cogat i df i1/ 1819- he/ i df g. aspx/ t r ackback/ B ock 1
m ny- kosher - kravi . i j i
89. 138, 211. 222 |israel 147.237.0. 17 y llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher -kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
. . Unaut hori zed URL Access to
149.88.3.7 | srael 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
37.144.77.55 Russi an Federation |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/xnirpc. php B ock 1
. . . D stributed Unaut hori zed LRL Access on
95. 86. 104. 83 I srael 147.237.77.243|mobi | e. i df . i | nobi l e, i df i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 Bl ock 1
. . Uhaut hori zed URL Access to
213.57.33.131 |[Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed bul | et 1. gi f B ock 1
46.19. 85. 241 I srael 147.237.77. 216 |dover.idf . il Unknown HTTP Request Met hod h55 in URL B ock 1
176.13.14. 205 |lsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 1
130. 203. 139. 21 [Lhited Sates 147.237.77. 216 |dover. i df . i | Distributed Uhauthori zed UR. Access on www i df. i1/ navy/ B ock 1
149. 88.197. 45 |Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
109. 160. 168. 122i srael 147.237.72. 166 |aka. i df . i | thknown Parameter _\ EVETATEENCRYPTED | n None 1
wan aka. i df . i |/ mai n/ sachar/ decl ar at i onexpl anat i on. aspx
82.102. 234. 225 (F;ajcis;i';'ja” Territory.ly 47, 237.77. 176 |mat pash. i df . i | Unaut hor i zed URL Access to v cogat . i df . il/894-ar B ock 1
46.116.52.172  |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
Unaut hori zed URL Access to
180. 76. 15. 13 Chi na 147.237.76. 42 |refuah.idf.il 147. 237.76. 42/ shared/ cl i ent scri pt's/ ui /i 18n/ j query-ui -i 18n.j [Bl ock 1
s
137.132.250.8 |9 ngapore 147.237.77. 216 |dover.idf .i | D stributed Uhaut hori zed LRL Access on wwidf.il/error. ht m|B ock 1
91. 83. 88. 34 Hungary 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on v i df . il/navy/ B ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Uaut hori zed URL Access on 147.237.72. 166/ B ock 1
156. 203. 75. 175 |Egypt 147.237.77. 216 |dover . i df . i | Dstributed Unaut horized URL Access on 147.237.77.216/  |B ock 1
46. 19. 85. 241 I srael 147.237.77. 216 |dover . i df . i | Mal for med URL B ock 1
109. 160. 168. 122I srael 147. 237.72. 166 |aka. i df . i | Unknown Parameter __VI EWTATEENCRYPTED i n None 1
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