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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action |Count |
5.41.84. 241 Romani a 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1365
195. 154. 233. 184 Fance 147.237.72. 14 dover.idf.il (ol d) TCP handshake viol ation, first packet not syn drop 892
206. 45. 162. 159 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 678
109. 253. 144. 87 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 667
89. 139. 185. 104 | srael 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn drop 615
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Q i dest - reset 287
213.57.156.128 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegoti ati on-Q i dest - reset 225
192.114. 2. 36 | srael 147.237.72.167 [ishurimaka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 108
194. 90. 128. 25 | srael 147.237. 72. 167 ishurimaka. idf.il Anonal y- TLS-renegot i ati on-d i dest - reset 102
66. 249. 93. 172 Lhited Sates 147.237.76. 42 refuah.idf.il ock_Ip V¢b_In drop 76
66. 249. 93. 168 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p_ Vb In drop 67
66. 249. 93. 176 Lhited Sates 147.237.76. 42 refuah.idf.il Block Ip Véb In dr op 67
66. 249. 93. 164 Lhited Sates 147.237.77.216  |dover.idf.il Block Ip V¢b In drop 32
66. 249. 93. 160 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock | p Véb In drop 30
66. 249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_Ip Véb In drop 30
66. 249. 67. 14 Lhited Sates 147. 237.76. 86 navy. i df.il ock |p Wb In drop 26
66. 249. 67. 30 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock | p_ Vb In drop 25
66. 249. 64. 132 Lhited Sates 147.237.77.170 naar achot . i df . i Block Ip Véb In dr op 24
66. 249. 93. 242 Lhited Sates 147.237.72.166 |aka.idf.il Block Ip V¢b In drop 24
66. 249. 93. 239 Lhited Sates 147.237.72.166 |aka.idf.il Block Ip V¢b In drop 18
66. 249. 78. 166 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock Ip Véb In drop 17
66. 249. 93. 245 Lhited Sates 147.237.72.166 |aka.idf.il ock |p Wb In drop 16
66. 249. 64. 136 Lhited Sates 147.237.77.170 naar achot . i df . i | Bl ock | p_ Vb In drop 16
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il Block Ip Véb In dr op 15
66. 249. 64. 128 Lhited Sates 147.237.77.170  |mmarachot.idf.i | Block Ip V¢b In drop 14
66. 249. 78. 86 Lhited Sates 147.237.77.233 |atal.idf.il B ock |p Vb In dr op 12
66. 249. 67. 22 Lhited Sates 147. 237.76. 86 navy. i df . il Bl ock Ip Véb In drop 12
66. 249. 69. 101 Lhited Sates 147.237.72.166 |aka.idf.il ock |p Wb In drop 11
66. 249. 78. 197 Lhited Sates 147.237.77.176 |natpash.idf.il Bl ock | p_ Vb In drop 11
66. 249. 67. 3 Lhited Sates 147.237.76. 86 navy.idf.il Block Ip Véb In dr op 10
66. 249. 78. 190 Lhited Sates 147.237.77.176  |natpash.idf.il Block Ip V¢b In drop 10
66. 249. 67. 125 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock Ip Véb In drop 10
66. 249. 64. 154 Lhited Sates 147.237.77.226  |waw chanat z. aka. i df . i | Bl ock_Ip Véb In drop 9
66. 249. 69. 42 Lhited Sates 147.237.72.166 |aka.idf.il ock |p Wb In drop 9
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p_ Vb In drop 8
66. 249. 78. 60 Lhited Sates 147.237.77. 233 atal.idf.il Block Ip Véb In dr op 7
66. 249. 78. 174 Lhited Sates 147.237.76. 42 refuah.idf.il Block Ip V¢b In drop 7
66. 249. 78. 21 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock Ip Véb In drop 7
66. 249. 67. 133 Lhited Sates 147. 237.76. 86 navy. i df . il Bl ock I|p Véb In drop 7
66. 249. 65. 200 Lhited Sates 147.237.0.19 madi matal .idf.il ock |p Wb In drop 6
66. 249. 67. 100 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p_ Vb In drop 6
66. 249. 67. 84 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In dr op 6
66. 249. 67. 76 Lhited Sates 147.237.77. 74 lawidf.il Bl ock I|p Ve¢b In drop 5
66. 249. 78. 248 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock | p Véb In drop 5
66. 249. 69. 50 Lhited Sates 147.237.72.166 |aka.idf.il Bl ock I|p Véb In drop 5
66. 249. 78. 67 Lhited Sates 147.237.77.233 |atal.idf.il ock |p Wb In drop 5
66. 249. 67. 92 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p_ Vb In drop 5
66. 249. 69. 34 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Véb In dr op 5
66. 249. 93. 168 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock |p Vb In drop 5
66. 249. 78. 173 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock | p Véb In drop 5
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|Top Attackers In IPS|

Attacker Address \Attacker Gount ry |Tar get Address |S te | Name |Davi ce Action |Count \
89. 139. 185. 104 | srael 147.237.77.216 |dover.idf.il|7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 2
2.54.20.12 | srael 147.237.72.166 |aka.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
203.213.121.100 |Australia 147.237.77.216 |dover.idf.il|7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1
79.180. 2. 131 | srael 147.237.72.166 |aka.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1
85. 65. 5. 248 | srael 147.237.72.156 |anman.idf.il |7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
94. 159. 157. 236 | srael 147.237.72.166 |aka.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
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|Top Attackers In |D|

Attacker Address

| A tacker Country

| Target Address |ste | Name | count |
109. 253. 130. 120 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
61. 240. 144. 65 Chi na 147.237.77. 212 e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 1
61. 240. 144. 66 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.52.149. 194 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address ‘S’ te ‘ Message
Country
199. 203. 240. 37 |l srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 432
89. 139. 185. 104 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 262
212.179.21.196 |lsrael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op drop 87
84.109. 215. 172 |Israel 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 51
109. 160. 136. 49 |l srael 147.237.77. 216 |dover.idf.il|Frst packet isn't SYN drop drop 36
37.48.120. 214  |Net her| ands 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 24
79.183.132. 172 |Israel 147.237.77. 243 |mbile.i o . || V@ 1d segnent retransmssion. Packet  [Sreamng Engine: TCP Invalid drop 18
dr opped. Ret r ansni ssi on
192.116. 177. 210]l srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 18
37.26.148. 168 | srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 12
213. 57. 247. 65 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 12
79.177.128. 26 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 11
109. 160. 200. 98 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 9
46. 19. 85. 119 | srael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op drop 9
208. 99. 238. 226 |Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 7
80. 215. 194. 45 France 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 7
109. 253. 128. 42 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 6
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 6
91.232.100. 14 |Lebanon 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 6
176. 12. 151. 215 |Israel 147.237.77. 216 |dover. i of i1 ||V 1d segment retransmssion. Packet — [Sreamng Engine: TP Invalid drop 6
dr opped. Ret r ansnii ssi on
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 5
84.109. 18. 75 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 5
31.168. 137. 82 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 5
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op drop 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 4
192. 0. 86. 147 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 4
77.230.182.33 |Spain 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 4
101. 163.2.185 |Austraia 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 4
109. 64. 157. 188 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 4
212.179.143. 34 |lsrael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op drop 4
37.26.147. 186 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 4
192.117.138. 210|l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 4
37.26. 147. 203 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 4
2.52.147.231 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 3
50. 87.144. 145 |lWhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 3
188. 248. 208. 200|Saudi Arabi a 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op drop 3
203.213.121. 100|Australia 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 3
84.228. 144. 163 |lsrael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 3
207. 46. 13. 82 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 3
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 3
85. 154. 56. 17 Oman 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 3
62.90. 215. 152 |l srael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op drop 2
212.235. 83. 207 |Israel 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 2
5.102. 254. 191 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 2
79. 180. 25. 90 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 2
101. 163.2.185 |Austraia 147.237.77. 216 |dover.idf.il|l nval i d sequence nunber Bad TCP sequence noni t or 2
46.19. 86. 11 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
2.54.0.52 | srael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op drop 2
213. 8. 129. 145 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 2
46. 116. 146. 30 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 2
94. 188. 248. 67 | srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address ‘Tar get Address ([Ste ; ‘Count
Country Action
87. 68. 145. 10 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary B ock 26
2.54. 150. 227 | srael 147.237.0.19 |nadimatal.idf.il |Too Many of the Sane Response Code (404) in Session from 2.54.150. 227 B ock 23
82. 80. 196. 44 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5
95. 86. 116. 13 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
84.108.171. 194 |Israel 147.237.77.74 |lawidf.il Wnauthori zed URL Access to B ock 2
wan | aw i df . i1/ consol ef core/ doc_ngr/ doc_ngr. asp
o D stributed Unhauthori zed URL Access on
82. 80. 62. 56 | srael 147.237.72. 166 |aka.idf .il e aka i df i1 // mai v/ har edi m vebr esour ce. axd B ock 2
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 2
88.203.16.129 |Milta 147.237.76.30 |hinush.idf.il Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
82.166.221.34 |Israel 147. 237. 72. 166 |aka. i of . i | Unknown Par amet er __VI ENBTATEGENERATCR i n None 1
virwv aka. i df . i | / mai n/ sachar/ t f asi m aspx
79.176.115. 132 |Israel 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
195.78.33.120 |Coatia 147.237.77. 216 |dover.idf.il D stributed Adnin B ocki ng B ock 1
132.70.157. 117 |israel 147.237.72. 166 |aka.i df . Distributed Lhaut horized LR Access on B ock 1
wan aka. i df . il // mai n/ rabanut / webr esour ce. axd
87.68.145.10  |Israel 147. 237.72. 166 |aka. i f .11 Unknown Paramet er __VI ENBTATEGENERATCR i n None 1
wwy aka. i df . i |/ honmas/ si t e/ honasf or nphase4. aspx
206. 225. 87. 63 Lhited Sates |147.237. 77. 176 |nat pash.i df .i | Dstributed PHP At enpt B ock 1
82. 80. 42. 83 I sr ael 147.237.72. 166 |aka.i df . Wnknown Paraneter __VI EVBIATECENERATCR | n None 1
ww aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
157. 55. 39. 55 Lhited Sates |147.237.77. 176 |nat pash. i df .i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
66.199. 231. 242 |lhited Sates |147.237. 72. 166 |aka.i df .il Lhknown Paraneter catld in ww aka.idf.il/brothers/skira/ None 1
88.203.16.129 |Mita 147.237.76.31 |[nakchal .idf.il Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
79.177.22.110 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
195.78.33.120 |Qoatia 147.237.77. 216 |dover.idf.il D stributed PHP At enpt B ock 1
138.134.192. 10 |lsrael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to v idf.il/mlnet B ock 1
37.26. 147. 203 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
Unknown Paraneter count in
87.68. 145. 10 | srael 147.237.72. 166 |aka. i df .il v aka. i df . i |/ honas/ si t e/ resour ces/ servi ces/ wsnat eri al s. asnx/ get mat eri al pos |None 1
si bl enanesbynanest ar t
212.143. 3. 44 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
82. 80. 62. 56 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
; sl Uhaut hori zed URL Access to
157. 55. 39. 67 Lhited Sates |147. 237. 72. 166 |aka. i df . il wiw aka. i df . i 1/l ui it enpl at es/ vw behazdaa. or g, i | Bl ock 1
66.199. 231. 242 |lhited Sates |147.237. 72. 166 |aka.idf .il Uhknown Paraneter docld in www aka. idf.il/brothers/fag/ None 1
91.231.193. 150 |lsrael 147.237.72. 166 |aka.idf .il SSL Uhtraceabl e Gnnection - Lhknown SSL Sessi on None 1
84.109. 14. 215 | srael 147.237.77. 216 |dover.idf.il NLLL Character in Mthod B ock 1
80.178.173. 21 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/nain/scripts/css3pie. htc B ock 1
C e Unaut hori zed URL Access to
197.89.168. 192 147.237.77. 216 |dover. i df .11 wawv i df . i |/ engl i sh/ or gani zat i on/ honef r ont / honef ront 3. st m Bl ock !
147. 236. 238.70 |Israel 147. 237.72. 166 |aka i of . i | Wnknown Par anet er __VI EVBTATECENERATCR i n None 1
ww aka. i df . i1/ nmai n/ sachar/regi strationw zar d/ st ep3. aspx
46.117. 130. 235 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
87. 68. 159. 224 | srael 147.237.72.166 |aka.idf.il Mil tipl e Uhaut hori zed URL Access from 87. 68. 159. 224 B ock 1
212.179. 161. 238|I srael 147. 237.72. 166 |aka. i f .11 Unknoun Par amet er __VI ENETATEGENERATCR i n None 1
wwn aka. i df . i |/ mai n/ sachar/ hone. aspx
68.180.228. 117 |lhited Sates |147. 237. 77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 68. 180. 228. 117 B ock 1
s D stributed Unhauthori zed URL Access on
176. 12.142. 182 |[Israel 147.237.72. 166 |aka.idf.il v aka, i df i 1// mai v/ har edi m webr esour ce. axd Bl ock 1
85. 65. 182. 125 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to ww idf.il/https:/wwidf.il/ B ock 1
80. 246.130. 12 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
199. 203. 240. 37 |israel 147. 237.77. 216 |dover. i df .| Wnauthori zed URL Access to . B ock 1
wan i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/
149.78.71.218 |Israel 147. 237.72. 166 |aka. i f .11 Unknown Parameter __VI EABTATEGENERATCR in None 1
v aka. i df . i | / nai n/ sachar/regi strati onw zard/ regi st er. aspx
61.135.190. 200 |Chi na 147.237.0. 15 kosher-kravi .idf.illUhaut hori zed URL Access to 147.237.0. 15/ B ock 1
87. 68. 159. 224 | srael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to www aka.idf.il/sip storage/files/ U B ock 1
176. 12. 147. 67 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
2.54.150. 227 | srael 147.237.0.19 |nadimatal.idf.il |Too Many 404: Response Code per Session B ock 1
. R Unhaut hori zed URL Access to
112.111.188. 90 |Chi na 147.237.72. 166 |aka. i df. 11 v aka. i df . i |/ brot her s/ skira/ def aul t. asp/ t rackback/ Bl ock !
206. 225.87.63 |lLhited Sates |147.237. 77. 176 |nat pash. i df . i | DO stributed Admin B ocki ng B ock 1
80. 246. 130. 175 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
149.78.253. 190 |lLhited Sates |147.237. 72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
R Unhaut hori zed URL Access to
62.210. 114. 129 |Fance 147.237.76. 42 |refuah.idf.il W refua atal i df.i1/sip storagelfiles/ 8/ 3198. pof/t rackback/ B ock 1
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