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|Top Attackers | n DDoS- Def ence |
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Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip Véb In drop 44
66. 249. 78. 14 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock | p V¢b In drop 33
66. 249. 64. 132 Lhited Sates 147.237.77.170 naar achot . i df . il B ock_Ip V¢b In drop 33
66. 249. 78. 21 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b I n drop 30
66. 249. 64. 128 Lhited Sates 147.237.77.170 naar achot . i df .l B ock_|p VWb In drop 25
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 22
66. 249. 67. 22 Lhited Sates 147. 237.76. 86 navy. i df .i| Bl ock |p Véb In drop 20
66. 249. 67. 84 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In drop 20
66. 249. 67. 100 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 19
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p V¢b In drop 17
66. 249. 64. 136 Lhited Sates 147.237.77.170 naar achot . i df .l B ock_|p VWb In drop 16
66. 249. 67. 14 Lhited Sates 147.237.76. 86 navy.idf.il B ock Ip Véb In drop 14
66. 249. 78. 197 Lhited Sates 147.237.77. 176 nat pash. i df . | Block Ip Vb In drop 13
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p V¢b In drop 13
66. 249. 67. 76 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 12
66. 249. 78. 222 Lhited Sates 147.237.72. 167 i shurimaka.idf.il B ock_Ip V¢b I n drop 11
66. 249. 67. 108 Lhited Sates 147.237.77. 74 lawidf.il B ock_|p VWb In drop 11
66. 249. 69. 101 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 10
66. 249. 78. 93 Lhited Sates 147.237.77. 233 atal.idf.il B ock |p Vb In drop 9
66. 249. 69. 50 Lhited Sates 147.237.72. 166 aka.idf.il B ock |p Vb _In drop 9
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock | p V¢b In drop 8
66. 249. 78. 79 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock | p V¢b In drop 8
66. 249. 78. 160 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_|p VWb In drop 8
66. 249. 69. 109 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 8
66. 249. 78. 208 Lhited Sates 147.237.72. 167 i shurimaka.idf.il B ock Ip Véb In drop 8
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock Ip Véb In drop 7
66. 249. 78. 86 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock | p V¢b In drop 7
66. 249. 67. 92 Lhited Sates 147.237.77. 74 lawidf.il B ock_Ip V¢b I n drop 7
66. 249. 67. 116 Lhited Sates 147.237.77. 74 lawidf.il B ock_|p VWb In drop 7
66. 249. 69. 93 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 6
66. 249. 78. 215 Lhited Sates 147.237.72. 167 i shurimaka.idf.il B ock Ip Véb In drop 6
66. 249. 65. 196 Lhited Sates 147.237.0.19 nadi matal .idf.il Bl ock | p V¢b In drop 6
66. 249. 67. 155 Lhited Sates 147.237.76. 86 navy.idf.il B ock_Ip V¢b In drop 6
66. 249. 64. 96 Lhited Sates 147.237.77. 234 hal ag.idf . i Bl ock | p V¢b In drop 6
66. 249. 65. 200 Lhited Sates 147.237.0. 19 nadi matal .idf.il B ock_|p VWb In drop 6
66. 249. 64. 150 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 6
66. 249. 65. 132 Lhited Sates 147.237.0. 19 nadi matal .idf.il Bl ock |p V¢b In drop 5
66. 249. 78. 134 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Ip V¢b In drop 5
66. 249. 64. 92 Lhited Sates 147.237.77. 234 hal ag.idf . i Bl ock | p V¢b In drop 5
66. 249. 67. 30 Lhited Sates 147.237.76. 86 navy.idf.il B ock_Ip V¢b I n drop 5
66. 249. 64. 150 Lhited Sates 147.237.77. 226 vy chamat z. aka. i df . i | B ock_|p VWb In drop 4
66. 249. 64. 125 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip Véb In drop 4
66. 249. 78. 242 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock |p V¢b In drop 4
66. 249. 67. 99 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ock Ip V¢b In drop 4
66. 249. 78. 74 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p V¢b In drop 4
66. 249. 64. 151 Lhited Sates 147. 237.72. 156 anan. i df .| Bl ock | p V¢b In drop 4
66. 249. 80. 67 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 4
66. 249. 78. 120 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Ip Véb In drop 4
66. 249. 64. 154 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | B ock Ip Véb In drop 4
66. 249. 89. 93 Lhited Sates 147.237.77.170 naar achot . i df . il B ock Ip V¢b In drop 4
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|Top Attackers In IPS|

Attacker Address

|Attacker Qountry |Target Address |S te |Name |Davi ce Action |Oount |
184.173.183. 172 |lhited Sates 147.237.76. 86 navy.idf.il DVRep_P- N 40- 59 Per ni t 142
46.137. 134. 188 Irel and 147.237.72.156 |aman.idf.il DVRep_P- N 40- 59 Per mi t 10
46.137. 134. 188 I rel and 147.237.72.166 |akaidf.il DVRep_P- N 40- 59 Permt 10
218. 6. 132. 45 Chi na 147.237.77.212 |e.dover.idf.il|DVRep_B-N 60_100 B ock 2
89. 139. 185. 104 | srael 147.237.77.216 |dover.idf.il |7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
218.6.132. 45 Chi na 147.237.77. 212 e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 162 Japan 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
211. 153. 82. 234 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
43. 255. 191. 162 Japan 147.237. 8. 50 e. tikshuv.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 162 Japan 147.237. 0. 33 idf.il ET SCAN Potential SSH Scan 1
168. 235. 154. 235 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 162 Japan 147.237.0.16 ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
104. 167. 96. 44 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
27.50.132. 61 Chi na 147.237.77. 216 dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 66 Chi na 147.237.77.176 nat pash. i df.il ET SCAN NVAP -sS w ndow 1024 1
27.50.132. 60 Chi na 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
58. 20. 54. 249 Chi na 147.237.8.50 e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 162 Japan 147.237.77.179 e.nazi.idf.il ET SCAN Potential SSH Scan 1
218.6.132. 45 Chi na 147.237.77. 212 e.dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
43. 255. 191. 162 Japan 147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
218.6.132. 45 Chi na 147.237.77.212 e.dover.idf.il ET SCAN NVAP -f -sS 1
43. 255. 191. 162 Japan 147.237.76. 30 hi nush. i df.il ET SCAN Potential SSH Scan 1
211. 153. 82. 234 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 3072 1
43. 255. 191. 162 Japan 147.237.8.14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
168. 235. 154. 235 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 4096 1
43. 255. 191. 162 Japan 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
104. 167. 96. 44 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
27.50.132. 61 Chi na 147.237.77.216 dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
104. 128. 144. 130 147.237.77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 3072 1
27.50.132. 61 Chi na 147.237.77. 216 dover.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 64 Chi na 147.237.77.179 e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
27.50.132. 60 Chi na 147.237.76. 42 refuah.idf.il ET SCAN NVAP -f -sS 1
43. 255. 191. 162 Japan 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 162 Japan 147.237.77.121 e.navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Country

62. 219. 198. 6 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1232
37.48.120.214 |Net her| ands 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 27
89. 139. 185. 104 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 23
157.55.39.42  |Wited Sates |147. 237. 77. 216 |dover.iaf i [\7v@ 1 segnent retransmssion. Packet [Streaning Engine: TP Invalid drop 20
dr opped. Ret r ansnii ssi on
70.199.142.62 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SYN drop drop 11
68.180.228. 117 |lhited Sates |147.237.77.216|dover.idf.il FHrst packet isn't SYN drop drop 8
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 8
54.72.0. 55 Lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 7
50.87.144.145 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 6
207.46.13.82  |United Qates |147.237.77.216|dover.icf.i1 | VA !d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansnii ssi on
150. 252. 114.98 |lLhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN dr op dr op 6
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 6
46. 19. 85. 187 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
149.78.154.69 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 5
208. 69. 40. 107 |lhited Sates |147.237.77.216|dover.idf.il FHrst packet isn't SYN drop drop 5
189.217.7.114  |Mexi co 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 4
157.55.39.171 [Wited Sates |147.237.72. 166 |aka idf.il Invalid segment retransmssion. Packet (Sreamng Engine: TP Invalid drop 4
dr opped. Ret r ansnii ssi on
52.16. 5. 197 Lhited Sates [147.237.77.216 |dover.idf.il Frst packet isn't SYN drop drop 4
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 4
201.199. 221. 165|Qsta R ca 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 4
79.178.101. 204 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
207. 46. 13. 82 Lhited Sates |[147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 3
84.228.51. 145 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
54.72.73.168 Lhited Sates [147.237.77.216 |dover.idf.il Frst packet isn't SYN drop drop 3
46. 19. 85. 242 | srael 147.237.76.42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence noni t or 2
157.55.39. 153 |lhited Sates |[147.237.77.216|dover.idf.il Frst packet isn't SN dr op dr op 2
89. 216. 115. 8 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
157.55. 39. 6 Lhited Sates |[147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 2
172.12.241.118 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 2
157.55.39.41  |Wited Sates |147. 237. 7. 216 |dover.iaf i [\1vA1d segnent retransmssion. Packet (Sreaning Engine: TCP Invalid drop 2
dr opped. Ret r ansnii ssi on
54. 84. 198. 40 Lhited Sates |147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
188.138. 17. 205 |Rance 147.237.77. 178 |e. nat pash. i df . i 1|Geo- | ocati on i nbound enf or cenent Geo-| ocati on enf or cenent drop 1
2.54.42. 202 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
84.110. 108. 74 | srael 147.237.72. 166 |aka. i df . il Invalid ACK nunber Bad TCP sequence noni t or 1
70.199.142. 62 |lhited Sates |147.237.77.216|dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
197.38.191.69 |Egypt 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1
80.179.219. 102 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
70.199.142.62 |lhited Sates |147.237.77.216|dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 1
197. 38.191. 69 |Hyypt 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
192. 241. 245. 200|lhited Sates |147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
46. 19. 85. 76 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
84.228. 144. 163 |l srael 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 1
77.127.193.191 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
197. 38.191. 69 |Hyypt 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 1
98. 247. 86. 20 Lhited Sates |[147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 1
84.109. 212. 42 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
85.204.74.16  |Ronani a 147.237.77. 216 |dover. i of . :"Zfﬁzgtre’ ection pattern found in Feader Ryj ection mnitor |1
79.178.24.178 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
188.132. 190. 12 |Turkey 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address ‘S te ; ‘Count
Country Action
5.29.121. 220 | srael 147.237.72. 166 |aka.i df .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
157.55.39.171 |lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to www navy. i df . il/994-8613- he/ navy. aspx. aspx B ock 2
5.9.106. 81 Cer many 147.237.77. 216 |dover.idf.il |Dstributed Lhauthorized URL Access on ww i df.il//newsite/english/main. asp B ock 1
207.46.13.103 |lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ B ock 1
157.55.39. 153 |lLhited Sates |147.237.77.216|dover.idf.il |Uauthorized URL Access to ww idf.il/1283-16775-en/ dover. aspx-titl e=chi ef B ock 1
85. 158. 203. 5 Netherlands |147.237.77.216 |dover.idf.il |Dstributed PHP Attenpt B ock 1
50. 87. 206. 85 Lhited Sates |147.237.77.176 |natpash.idf.il|D stributed Admin B ocki ng B ock 1
198.58.95.238 |lLhited Sates |147.237.77.216|dover.idf.il |Dstributed Admn B ocking B ock 1
89.138. 242. 147 |Israel 147.237.72. 166 |aka icf.il  |NKnown Parameter VI EVETATEENCRYPTED in None |1
wan aka. i df . i |/ mai n/ gi yus/t er ns. aspx
68.180.228. 117 |lhited Sates [147.237.77.216|dover.idf.il |lUhauthorized URL Access to waw i df.il/newsitel english/tw nse.stm B ock 1
217. 69. 136. 207 RJSIS:;ni on 147.237.77. 216 |dover.idf.il [Uhauthorized URL Access to wwu i df.il/hebrew history/ nachshon. st m B ock 1
85. 204. 74. 16 Ronani a 147.237.77.216|dover.idf.il |Enail collector robots 14 B ock 1
50. 87. 206. 85 Lhited Sates |147.237.77.176 |natpash.idf.il|D stributed PH? Attenpt B ock 1
198.58.95.238 |lhited Sates |147.237.77.216|dover.idf.il |DOstributed PH? Atenpt B ock 1
109. 75. 166. 222 z";ggom 147.237.77. 176 |mat pash. i of . 1[G stri buted Adnin B ocki ng Bock |1
37.252.28.61 w ted 147.237.77.216 |dover.idf.il |[Dstributed Admn B ocki ng B ock 1
Ki ngdom
178. 33. 224. 66 |Fance 147.237.77.176 [natpash.idf.il|D stributed Admin B ocki ng B ock 1
85. 204. 74. 16 Ronani a 147.237.77.216 |dover.idf.il |eMai| Hboarding B ock 1
66.117.0. 129 Lhited Sates |147.237.77.216|dover.idf.il |Dstributed Admin B ocki ng B ock 1
207.46. 13. 82 Lhited Sates [147.237.77.216|dover.idf.il |Miltiple Unauthorized URL Access from 207.46. 13. 82 B ock 1
109. 75. 166. 222 Eiqlnt;gom 147.237.77.176 [natpash.idf.i1|0 stributed PHP Attenpt B ock 1
77.125.4.11 | srael 147.237.72. 166 |aka.idf .il Uhknown Paraneter g in ww aka.idf.il/nain/giyus/|ogin. aspx None 1
37.252.28.61  |Mted 147.237.77. 216 |dover.idf.il |Dstributed PHP Attenpt Bock |1
Ki ngdom
178. 33. 224. 66 |Fance 147.237.77.176 [nat pash.idf.i1|0 stributed PHP Att enpt B ock 1
87.106. 56. 30 Ger many 147.237.77. 216 |dover.idf.il |Dstributed Admin B ocki ng B ock 1
66.117. 0. 129 Lhited Sates |147.237.77.216|dover.idf.il |Dstributed PH? Attenpt B ock 1
Unaut hori zed URL Access to www i df.il/1133-19190- he/ dover. aspxxd &G ANEAE™
G a3 A G /e, -ASG A5 AL A, RSP AE3CR Alss A x3 (B BNAE™( A€3
! . |G AT e, -ASCR AESC Ag O A, ~ASCR AESCR Avxs O EAE™ AESC AT A
207. 46. 13. 89 Lhited Sates |147.237.77.216 |dover.idf.il X2, ~ASCP AEECE Ap P /B8 -ASCH AESCR A (B AENAE™CF AESCE AP /Bxa -AS B ock 1
& ac3> AL B8, ~ASC AE5CR AYs x3 B EMAE™E AESC A O A0a, RSP a3
G Al Cp mxa,~ASCP €3¢ Ay,
125. 209. 235. 178 gﬁa icof 147.237.77. 216 |dover.idf.il [lhauthorized URL Access to waw idf.il/newsite/english/main. asp B ock 1
85. 158. 203. 5 Net herl ands  |147.237.77.216 |dover.idf.il |Dstributed Adnmin B ocking B ock 1
46.19. 86. 11 I srael 147.237.72. 166 |aka idf .| |'known Parameter VI EVBTATECENERATOR in None |1
viwy aka. i df . i |/ mai n/ sachar/regi strati onw zar d/ regi st er. aspx
192.99. 12. 99 Canada 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to wwv aka. idf.il/mluin B ock 1
87. 106. 56. 30 CGer many 147.237.77.216|dover.idf.il |Dstributed PH? At tenpt B ock 1
68. 180.228. 117 |lhited Sates |147.237.77.216|dover.idf.il |[Miltiple Uhauthorized URL Access from 68.180.228. 117 B ock 1
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