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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 3139
46. 244. 157. 134 Ger many 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 514
79.180. 9. 222 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 280
85. 65. 48. 154 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 114
105. 108. 96. 46 Ageria 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 55
79.179.54. 79 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 16
24.114. 40. 155 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 6
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Up Al _Nets drop 6
81.218. 65. 210 | srael 147.237.77.176 natpash.idf.il |Bl ock Udp All Nets drop 6
149.50.117. 181 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 4
176. 13. 16. 122 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 3
82. 145. 219. 130 Eur ope 147.237.77.176 nat pash.idf.il |B ock | p Véb In drop 2
46. 19. 85. 64 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2
24.184. 154. 206 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
213.57.213. 154 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2
105. 108. 96. 46 Ageria 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 2
37.128. 85. 37 Pol and 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
179. 43. 141. 194 Sntzerl and 147.237.77. 216 dover.idf.il B ock Np Al _Net drop 1
79. 233. 230. 70 Ger many 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
77.126.174.120 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
180. 97. 106. 162 Chi na 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
46. 19. 85. 94 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
179. 43. 141. 194 Sntzerl and 147.237. 0. 200 mdu. i df .i | B ock Np Al _Net drop 1
37.26. 146. 163 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
162.216.114. 158 Lhited Sates 147.237.0. 200 ndu. i df . i | B ock Wp Al Nets drop 1
2.53.50.174 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
179. 43.141. 194 Sntzerl and 147.237. 8. 45 eeitanidf.il [Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
213.8.204. 2 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 10
61. 135. 189. 99 Chi na 147.237.77.176  |matpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
106. 120. 173. 85 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 5
46.121. 67. 177 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 4
106. 38. 241. 150 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 4
31.154. 31. 187 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 4
89.138.38.3 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 4
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
36.110. 147. 78 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
176. 13. 3. 120 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
61. 135, 189. 122 Chi na 147.237.76. 31 nakchal .idf.il |CL000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

|Att acker Qountry

|ste |Signature |Count |
106. 187. 37. 163 147.237.77.216 Japan dover.idf.il ET VBB SERVER LA C Javascri pt DDoS | nbound 8
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
107. 158. 255. 194 147.237.76. 34 Lhited Sates yohalan.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Acti on ‘Count
197.1.123.54 Tuni si a 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 3017
105.108.96.46 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2911
197.1.123. 54 Tuni si a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2591
105. 108. 96. 46 Ageria 147.237. 77. 216 |dover.idf.il dr op drop 171
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
105.108.96.46 |Ageria 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 27
185. 120. 125. 43 |Israel 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
197.1.123.54 Tuni si a 147.237.77. 216 |dover.idf.il drop drop 13
149.78. 242,159 |Israel 147.237.76.42 |refuahidf.il  |Bad TOP sequence mdrc)?/tvrsacnaslmet wth dfferent moni tor |12
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
5.22.131. 39 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
5.28. 152. 33 I'srael 147. 237. 72. 166 |aka. i o . i Streaning Bngine: TCP Invalid invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
46. 19. 86. 238 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop
192.243.55.132 |lhited Sates [147.237.72.166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 204 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or
46.121.198. 242 |Israel 147. 237.76. 200 [ei tan aka i .11 | | SN NG Engine: TGP Invalid — finvalid segnent retransmssi on drop 8
Ret r ansm ssi on Packet dr opped.
109. 92. 182. 124 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
157. 55. 39. 65 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 80 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 7
80.246.139.23 |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 85. 92 | srael 147.237.0.19 |nadimatal.idf.i|[SYN At t ack rej ect 6
5. 28.131. 108 | srael 147.237. 72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
84.228. 224. 161 |Israel 147, 237. 77, 243 |mbi e i i1 |2 €AM NG Engine: TCP Invalid  imvalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
37.26.147.225 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence noni t or
68.194.87.109 |lWhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop
109.64.52.51  |Israel 147.237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid  invalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
188. 120. 154. 215]l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 5
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
37.26.147.225 |lIsrael 147.237.76.86 |navy.idf.il SYN Attack rej ect 4
192.243.55.132 |lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 4
192.243.55.132 |Uhited States |147. 237.72. 166 |aka i df i Bad TCP sequence mﬁsrc‘;t;ansmt wthdifferent | oitor |4
31.210. 186. 148 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
194. 90. 66. 15 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 244. 157. 134 |Ger nany 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
192.243.55.132 |lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence noni t or 4
46.19.85.11 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
192.243.55.132 |UWhited States |147.237.77. 216 |dover.icf.il  |Bad TCP sequence mﬁsgfmm wthdifferent Joonitor |
192.243.55.132 |lhited Sates [147.237.77.74 [lawidf.il dr op First packet isn't SN drop 4
204.236.237.61 |lLited Sates [147.237.77.212[e.dover.idf.il |Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |drop 4
46. 19. 85. 94 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
102.243.55.134 |Wited Sates [147.237.77.216 [dover.icf.il  [Bad TCP sequence S re r:'nsm wehdifferent Joonitor |
31.168.76.207 |israel 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid  invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
79.181.192. 179 | srael 147. 237. 72. 166 |aka. i o . i Streaning Bngine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
2.53. 60. 122 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
46.19. 86. 167 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
79.177.140.198 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
109. 65. 69. 63 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
84.108. 1. 57 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site dgnature Action ‘Count
185. 120. 126. 50 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 236
85. 65. 230. 157 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 106
46.19. 85. 92 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 88
109. 253. 140. 123|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 29
46.19. 85. 72 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
109. 253. 129. 165]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
87.70.63. 45 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 4
65.55.210.121 |[thited Sates 147.237.77. 216 |dover.i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 4
37.8.68. 239 zlcis;ilg(ljan Termitony. 147, 237. 77. 176 pash.idf.il |Wauthorized UR Access to ww cogat.idf.il/894-ar B ock 3
199. 30.24.177 |Uited Sates 147.237.77.216|dover.i df .i | Dstributed Wauthorized URL Access on waw idf.il/error.htm B ock 3
65. 55. 210. 38 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 3
157.55. 12. 80 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 3
46. 19. 85. 189 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
199. 30. 25. 78 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 3
176.13.12. 73 | srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 3
199. 30. 24. 25 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 3
199. 30.24. 100 |Uited Sates 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 3
2.54.141.18 | srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 50 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
199. 30.24. 162 |Uited Sates 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 3
157.55. 2. 187 Lhited Sates 147.237.77.216|dover. i df .i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 3
131.253.25. 195 |Uhited Sates 147.237.77.216|dover.i df .i | Dstributed Wauthorized URL Access on waw idf.il/error.htm B ock 2
46.120.13.243 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
84.228.224. 161 |lsrael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
17.142.155. 148 |Wiited Sates 147.237.72. 156 |[aman. i df . i | Wnaut hori zed URL Access to o B ock 2
wan anan. i df . i |/ appl e- app-si t e- associ ati on
. . Paraneter Type M ol ati on ct| 00$Cont ent A acetbl der 1$t xt Last Nan@ i n
149.78.242. 159 |[Israel 147.237.76.42 [refuah.idf.il Wi ref ua. at al i df i1/ 1518 he/ ref uah. aspx B ock 2
176.13.22. 91 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
31.151.198.129 [Netherl ands 147.237.76.86 |navy.idf.il nuqas;tg;’;)'(zed WRL Access to waw navy. idf. i1/ 994-8992-en / Bl ock 2
68.194.87.109 |[United Sates 147.237.77. 216 |dover . i df . i | Paraneter Type Vol ation ct 00SCont ent A acetbl der 19txt Enai | in Bl ock 2
wan i df . i |/ 1038- en/ dover . aspx
46.19. 85. 125 I srael 147.237.77. 216 |dover.idf .i | SSL Untraceabl e Connection - Qpen Mde None
105.108.96.46 |Ageria 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock
84. 109. 49. 139 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock 1
- . Unhaut hori zed URL Access to
2.54.176.3 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
207.46.13.161 |Lhited States 147.237.77. 176 |nat pash. i df .i|l  |Unauthorized URL Access to 147.237.77.176/ B ock 1
- . Uhaut hori zed URL Access to
66.249. 65.223 |l srael 147.237.77. 216 |dover . i df . il 147. 237. 77. 216/ 1133- 15344- he/ dover . aspx Bl ock 1
78.191.252. 128 [Turkey 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
. . D stributed Lhaut hori zed URL Access on
5.22.131. 39 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
. . Unhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
190. 210. 27. 169 |Argentina 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/aman B ock 1
. . D stributed Lhaut hori zed URL Access on
149. 78. 242. 159 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
50.118. 145. 117 [Wnited Sates 147.237.77.216|dover . i df .i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
37.8.119. 245 (F;ajcis;i';'ja” Territory.f1 47 237.77. 216 |dover . i df . i | Dstributed Lnauthorized LR Access on 147. 237.77. 216/ Bl ock 1
. . Unaut hori zed URL Access to
87.71.82.153 I srael 147.237.77. 216 [dover . i df . i | wa i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
79.176.126.190 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
. . D stributed Lhaut hori zed URL Access on
46. 19. 86. 8 I sr ael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
84.228.224. 161 |lsrael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 1
Unhaut hori zed URL Access to
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huse [B ock 1
r
54, 153.33.145 |[wnited Sates 147.237.76.31 |nakchal .idf.il |Uauthorized URL Access to 147.237.76. 31/ B ock 1
95. 86. 106. 76 I srael 147.237.77.216|dover.i df . il Lhaut horized URL Access to waww idf.il/https:/wwidf.il/ Bl ock 1
207. 46. 13. 62 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Wauthorized UR. Access on waw i df . il /anan Bl ock 1
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