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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 3937
80. 179. 69. 252 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 13
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | B ock Wp Al Nets drop 6

79. 181. 209. 234 I srael 147.237.77. 216 dover. i df.il Bl ock Udp All Nets drop 5
141. 0. 14.192 Eur ope 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 4

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il B ock_ UWp Al _Nets drop 3
192.118. 132. 185 | srael 147.237. 72. 166 aka.idf.il Bl ock_Wp Al _Nets drop 3
31.168. 133. 226 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3
192.118.132. 185 | srael 147.237.77.216 dover.idf.il B ock Udp Al Nets drop 3
193. 43. 245. 250 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
79.176. 132. 250 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
179. 43. 144. 50 Sntzerl and 147.237.77.178 e. nat pash. i df.il B ock Np Al Net drop 1
176. 31. 60. 249 France 147.237.77. 61 e.cogat.idf.il B ock Np Al _Net drop 1
79.181. 209. 234 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 1
176. 31. 60. 249 France 147.237.77.179 e nazi.idf.il Bock Np Al Net drop 1
62.138. 2. 122 Cer many 147.237.77. 226 wwn chanat z. aka. i df . i | |[Block Udp All Nets drop 1
179. 43. 141. 194 Snitzerl and 147.237.8. 27 e nadimatal .idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Devi ce Action ‘Oount |
106. 38. 241. 150 [Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 5
144.76. 93. 46 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Bl ock 4
144.76. 93. 46 Ger many 147. 237.76. 147 |chi nuch. aka. i df . i | C1000074: HTTP. maj estic bot B ock 2
106. 38. 241. 106 [Chi na 147.237.77.176 |matpash.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 2
144.76. 93. 46 Ger many 147.237.77.226 |waw chanatz. aka.idf.il |CL000074: HTTP: naj estic bot Bl ock 2
85.64.109.180 |[Israel 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
144.76. 93. 46 Ger many 147.237.76.200 |eitan.aka.idf.il C1000074: HTTP. naj estic bot Bl ock 1
61.135.189.122 |[China 147.237.76.31 |nakchal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126.113.80 |[China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

208. 100. 26. 228 |147.237.76.39 [lhited Sates |nobile neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
192, 243. 55. 133 [147. 237. 77. 216 |Wited Sates |[dover.idf.il portscan: TCP O stributed Portscan 1
109. 67. 215. 232 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP DO stributed Portscan 1
84.109.1.189  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
79.176.104. 39 |(147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
13.92.245. 177 |147.237.8.28 |Whited Sates [e. nobile-ks.idf.il [ET SCAN NVAP -sS w ndow 3072 1
212.179. 21. 194 |147. 237. 77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
188, 3. 34. 20 147.237.0.33  |Turkey il ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
87.70.115.120 |(147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
81.218. 156. 47 [147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
37.26.148.238 [147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stri buted Portscan 1
212.235. 98. 139 (147. 237. 77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

176. 13. 18. 97 I srael 147. 237. 72. 167 |i shuri maka. i of . i Ret r ansm ssi on Packet dr opped. drop 48
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
82.166.53.161 |lsrael 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence Inval i d sequence nunber noni t or 28
109. 65.123.20 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
82.166.221.34 |lsrael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 24
176. 13.4.50 | srael 147.237.77. 243 |nobi | e.i df .i | drop First packet isn't SN drop 18
192.243.55.133 |Wited Sates [147.237.72. 166 |aka. i of .i Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent | onitor |12
80.246.133.91 | srael 147.237.76.31 |nakchal .idf.il |[Bad TOP sequence f;-y':drcﬁ‘v;a;j”lt wth different moni tor |12
192.243.55.133 |Wited Sates [147.237.77.74 |lawidf.il Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent | onitor |12
2.52.161. 166 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46.19. 86. 111 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 10
192. 117. 167. 66 |Israel 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 9
109.64.57.49  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransnission drop 9
Ret ransni ssi on Packet dropped.
87.71.97.177  |israel 147, 237. 77, 243|obi e icr i1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission. drop 9
Ret ransni ssi on Packet dr opped.
192.243.55.133 |Whited States |147. 237. 77. 216 |dover. i df i Bad TCP sequence mﬁsgg’msm wthdifferent | onitor o
37.142.68.36  |Israel 147.237.77.234|ndlag.idf.i1  |Bad TCP sequence Vﬂdzirsac':rit Wth different monitor |9
192. 243.55. 133 [Wnited Sates |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
82.166.53.161 |lsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence I'nval i d sequence nuniber noni t or 9
192.243.55. 133 |lhited Sates |147.237.77.74 |[lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
192.243.55.133 |Wited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 8
37.26.147.133 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
64.113.191. 31 Lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
192.243.55.133 |Wited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 7
37.26.147.133  |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence noni t or 6
46. 19. 85. 214 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
176.13.7.25 I'srael 147.237.77. 243 it et [ S NG Engine: TP Tnvalid - imvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
192.243.55. 133 |lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
212. 150. 218. 150|i srael 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46.19.85.236  |israel 147.237.77. 243 |mmbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
37.26.147.133 |lsrael 147.237.76.31 |nakchal .idf.il drop First packet isn't SN drop 6
79.181.174.21  |israel 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
37.26.147.133 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19. 85. 214 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 6
82. 80. 86. 50 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
37.26.147.133 [Israel 147.237.76.31 |nakchal .idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 6
192.243.55.133 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6
192.243.55.133 |Lhited Sates |147.237.77.74 |(lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 6
192. 115. 133. 209|i srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
37.26.147.197 |israel 147.237.72. 167 |ishwimaka i df.i|[Bad TCP sequence alert 6
37.26.147.133 |lsrael 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
37. 26. 147. 133 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.147.197 |israel 147.237.72. 167 |ishwimaka i df.i|[Bad TCP sequence noni t or 6
37.26.147.133 [ srael 147.237.76.31 |nakchal .icf.il  |Bad TCP sequence mﬁ;:;ansm wehdifferent 1 onitor |6
95. 35. 191. 160 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46.19. 85. 214 I srael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 214 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
192.243.55.133 |lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 4
192. 114. 105. 254l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
192.243.55.138 |lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
2.53.24.5 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 218
36.251. 131. 206 |China 147.237.77. 216 |dover . i df . i | Ml tipl e Uhauthorized URL Access from 36. 251. 131. 206 B ock 69
46.19. 85. 51 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code B ock 46
36.251. 131. 206 |China 147.237.77.216|dover. i df .i | PHP Att enpt B ock 14
147. 236.38. 135 |l srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 13
176.13.22.94  [Israel 147.237.77. 243 |nobi | e. i df . i | nﬂ;ﬂt:féf?f , geggrcﬁim‘;esn <t ohi 1 ddocunent </ 1162 Bock |12
46. 19. 86. 209 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
212.117. 143. 250! srael 147.237.77. 170 |maar achot . i df . i | D stributed Unaut horized HTTP Met hod B ock 9
46. 19. 85. 196 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 5
2.55. 55,185 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
147. 236. 38. 135 |l srael 147.237.76.31 |nakchal .idf.il Ml ti pl e Uhaut horized URL Access from 147. 236. 38. 135 B ock 3
109. 253.205.0 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 3
2.55.38.197 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
212.117. 143. 250]1 srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/sip_storage/files/7/ B ock 2
37.26.148.180 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 2
65. 55. 210. 205 Lhited Sates [147.237.77.216|dover.idf.il D stributed Whaut horized LR Access on ww idf.il/error.htm B ock 2
192. 243.55. 133 |Uhited Sates [147.237.72.166|aka.idf.il Ml ti pl e Uhaut horized URL Access from 192. 243, 55, 133 B ock 2
212.179.21.194 [israel 147.237.77. 176 |nat pash. i df . i | Dstributed Aonormal |y Long Request B ock 2
2.52.166. 89 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
82. 166. 53. 78 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/nain/scripts/css3pie htc [B ock 2
66.249. 65. 224  [Israel 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 2
212.179.21.194 |l srael 147.237.77. 176 |nat pash. i df . i | D stributed Unknown HTTP Request Met hod Bl ock 2
176.13.4.94 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 2
84. 106. 96. 91 Netherlands [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/894-en B ock 2
169.229. 3. 91 Lhited Sates [147.237.76.31 |nakchal .idf.il Illegal Byte Qode Character in URL ™ganDe df B ock 1
66.249. 78.254 I srael 147.237.72. 166 |aka. i df . i | m“;gr: gfe_di I%afﬁacrelsfsortr?s/ down oac or m asp B ock 1
65.55.210. 140 |lhited Sates |147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
169.229.3.91  [Wiited Sates [147.237.0.17 g;nlyl kosher -kravi. | Illegal Byte Gode Character in Method B ock 1
192. 243.55. 133 |lhited Sates [147.237.72.166|aka.idf.il Ostributed Lhaut hori zed LRL Access on v aka. i df . i1/ giyus/ general [B ock 1
97. 83. 188. 239 Lhited Sates |147.237.76.42 |refuah.idf.il NULL Character in Mthod B ock 1
79.178.108.173 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/watikshuv.idf.il B ock 1
176. 13. 4. 236 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Qharacter in URL B ock 1
66. 220. 145. 245 |Wited Sates |147.237.77.216|dover.idf.il D stributed Whaut horized LR Access on wwidf.il/error.htm B ock 1
169. 229. 3. 91 Lhited Sates [147.237.72.167|i shurimaka.idf.il NLLL Character in LR B ock 1
46.218.24.119 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . i | /894-he/ chi nuch. aspx B ock 1
87.71.179.7 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wan aka.idf.il/gius Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.31 [nakchal .idf.il Mal formed URL ™9an:e dt B ock 1
68.180.230.45 |Lnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
169.229. 3. 91 Lhited Sates [147.237.72.167|i shurimaka.idf.il Dstributed Il1egal Byte Gde Character in URL B ock 1
105. 157. 194. 123|Mor occo 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
80.246.133.91 |l srael 147.237.76.31 |nakchal .idf il ﬂ?“tzg;’r ;élegllus;lpfgf;sjgéﬁi | o5/ 8] 1668. doc Bock |1
31.168.103. 115 |Israel 147. 237.77. 216 |dover . i df . i | mult Qfolrii Izlﬁdmﬁslfﬁa‘?;/tmc;r TP B ock 1
176.13.7.25 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 1
169.229. 3. 91 Lhited Sates [147.237.76.31 |nakchal .idf.il Abnorrmal |y Long Request net hod B ock 1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
54.88.169.180 |hited Sates |147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wwwidf.il./robots. txt B ock 1
37.142.68.36 |l srael 147.237.77. 234 |hal ag. i df . i | ﬂ?fltzg?.r;;?ggﬁn:;g;f:h;oe &/bul et L. gi{ Bock |1
192.118.78.57 |Israel 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to wanidf.il/rul es. abe B ock
93.172.30.78 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None
Unknown HTTP Request Met hod
169. 229. 3. 91 Uhited Sates |147.237.76.31 |nakchal .idf.il [[#24] 1«1 e[ [#18]] uE [ #24] ] plcr 2V [ #15] ] zESG#*1j 1@ i [[#29]]' [[#2 B ock 1
6]1>Q%) in LR ™9an:De dt
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