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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b I n drop 3739
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 2
213.57.212. 74 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
84.228. 156. 93 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
185. 106. 92. 47 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
123. 59. 59. 52 Chi na 147. 237. 72. 167 ishurimaka.idf.il |bl ock-sp-trafl forward 2
5. 100. 248. 78 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
124, 232. 150. 230 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il|Bl ock Wdp All Nets drop 1
46.19. 85. 115 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
202.88. 1. 10 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
179. 43. 141. 194 Sntzerl and 147.237.77. 227 e hanaz.idf.il B ock Np Al Net drop 1
74.82.47.13 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock_ Wp Al _Nets drop 1
179. 43. 144. 50 Sntzerl and 147.237.77. 233 atal.idf.il B ock Np Al _Net drop 1
152.178.71. 13 Lhited Sates 147.237.72. 166 aka.idf.il B ock_Up Al _Nets drop 1
179. 43. 144. 50 Sn tzerl and 147.237.0. 34 tikshuv.idf.il Bock Np Al Net drop 1
62.138. 2. 122 Ger nany 147.237.72. 156 anan. i df .il B ock_Udp Al Nets drop 1
179. 43. 144. 50 Sii t zerl and 147.237.8. 24 e.lifestyle.idf.il |Bock Np All _Net drop 1
202.88.1.3 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
179. 43. 141. 194 Sntzerl and 147.237.72. 217 e.idf.il B ock Np Al _Net drop 1
74.82.47.9 Lhited Sates 147.237.8. 45 e.eitanidf.il B ock_Up Al _Nets drop 1
179. 43. 144. 50 Sn tzerl and 147.237.77.176 nat pash. i df.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site |Sgnature Devi ce Action ‘Count |
109. 65. 132. 84 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
149. 88.229. 120 |Israel 147.237.0. 34 tikshuv.idf.il |C1000138: HTTP. prefix 1.0l in the URL B ock 6
106. 38. 241. 150 |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP:. User Agent Sogou+web+spi der B ock 5
185.106.92. 47  |Russian Federation |147.237.77.216 |dover.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 3
142. 54. 184. 90 Lhited Sates 147.237.77.74 [lawidf.il C1000074: HITP. maj estic bot B ock 2
109. 65.7. 14 | srael 147.237.0. 34 ti kshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
109. 253.145. 79  |Israel 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
37.26. 146. 241 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HTTP. prefix 1.01 in the URL B ock 2
61.135.189. 122 |China 147.237.76.31 |nakchal .idf.il| |Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
66. 249. 65. 54 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
185. 106. 92. 47 Russi an Federation [147.237.77.216 |dover.idf.il 20085; HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der Bl ock 1
23.254.153.202 |Wwited Sates 147.237.76.86  [navy.idf.il C1000016: HTTP. administrator in UR B ock 1
106. 38. 241. 106 |Chi na 147.237.77.176 |matpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
195. 216. 176. 244|147. 237. 77. 234 |Lat via hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147. 237. 76. 198 |Net her | ands eyonalanidf.il |ET SCAN NVAP -sS wi ndow 1024 1
192. 243.55. 136 [147.237.72.166|Wited Sates  |aka idf.il portscan: TCP D stributed Portscan 1
77.125.129.19 |147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
192.114.23.18 |147.237.72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
46.116.19.0 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
163.172. 140. 23 |147.237.0.19 |United K ngdom |nadi matal.idf.il |ET SCAN NVAP -sS w ndow 1024 1
37.26.148. 145 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 131. 30 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 160. 182. 84 |147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
104. 232. 98. 3 147.237.0.34 |Wnited Sates  [tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
87.71.22.53 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.150. 214. 130(147. 237. 77. 216 || srael dover.idf.il portscan: TP D stributed Portscan 1
82.117.208. 243 |147.237.0. 15 kosher-kravi.idf.i [ET SCAN NVAP -sS w ndow 1024 1
79.177.141.70 |147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
192.243.55. 135 |147.237.72.166|lhited Sates  |aka.idf.il portscan: TP D stributed Portscan 1
62. 0. 118. 59 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 106. 92. 47  |147.237.77. 216 gj::;”ion dover.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
46. 19. 86. 126 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
162.203.2.233 |147.237.77.216|Wited Sates  |dover.idf.il portscan: TCP DO stributed Portscan 1
5.220.100. 111 |147.237.77. 176 |Turkey nat pash. i f i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

109. 186. 34. 201 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 217. 107 [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
89.138. 38. 51 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
217.227.68.190 |147.237.77. 216 |Ger many dover.idf.il portscan: TCP DO stributed Portscan 1
87.70. 8. 239 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘Ste ‘Slgnature Acti on ‘Count
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 23
192.243.55.132 |Uited Sates |147.237.72.166|akaicf.il [Bad TCP sequence SINFAK retransmt with different | oo |19
w ndow scal e
82.166.221.34 |lsrael 147.237.72. 166 |aka. i df . il drop SAMrul e drop 18
192.243.55. 136 |thited Sates [147.237.72.166(akaidf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 15
192.243.55. 134 |Uhited Sates |147.237.72.166|akaidf.il [Bad TCP sequence SINRAK retransmt with different | oo {10
w ndow scal e
217.194. 205. 220! srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid sequence nunber noni t or 12
192.243.55.135 [lhited Sates |[147.237.72.166|akaidf.il |Bad TCP sequence Inval i d ACK nunber noni t or 12
192.243.55. 137 |Uhited Sates |147.237.77.74 |lawidf.il [Bad TOP sequence SINeAK retransmt with different oo 12
w ndow scal e
192.243.55.132 |Wited Sates [147.237.72.166(akaidf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
192.243.55.132 |lited Sates |147.237.77.74 |lawidf.il |Bad TCP sequence SINAK retransmt with different oo 11
w ndow scal e
212.179.21.194 |[Israel 147.237.72. 166 |aka.idf.il  |drop First packet isn't SN drop 11
192.243.55.136 |lhited Sates |147.237.72.166|akaidf.il |Bad TCP sequence SINAK retransmt with different oo [12
w ndow scal e
192.243.55. 132 |Uited Sates |[147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
192.243.55.132 |thited Sates [147.237.72.166(akaidf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 10
192.243.55. 136 |lhited Sates |[147.237.77.74 |lawidf.il drop First packet isn't SYN drop
109.65.7.14 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
; . . SYNPAXK retransmit with different .
192.243.55.138 |lLhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 9
Sreaming Engine: TGP Invalid i i ssi
37.26.147.218 |israel 147.237.76. 31 |nakchal . i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
147.236. 34. 147 |l srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 8
192.243.55.136 |Uited Sates [147.237.72.166(akaidf.il [Bad TCP sequence Inval i d ACK nunber alert 8
151.80.138.19 |France 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
192.243.55. 135 |lLhited Sates |[147.237.77.74 |lawidf.il drop First packet isn't SYN drop 8
192.243.55.136 |Wnited Sates |147.237.77.216|dover.icf.il |Bad TCP sequence SAK retransmt with different —opivor s
w ndow scal e
192.243.55.135 [thited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop
192.243.55. 138 [lhited Sates |[147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
192.243.55.129 |Wited Sates |147.237.72.166|akaidf.il |Bad TCP sequence SINAXK retransmt with different oo s
w ndow scal e
192.243.55. 135 |Uhited Sates |147.237.72.166|akaicf.il [Bad TCP sequence SINRAK retransmt with different | oo g
w ndow scal e
192.243.55.136 |Wited Sates [147.237.77.74 [lawidf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192.243.55.138 |thited Sates |147.237.77.216|dover.icf.il |[Bad TCP sequence SINAK retransmt with different oo |7
w ndow scal e
192.243.55.131 |Wited Sates [147.237.77.74 [lawidf.il [Bad TCP sequence Inval i d ACK nunber noni t or
192.243.55.138 |[Uhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop
R SYNVACK retransmt wth different .
192. 114. 91. 246 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal @ noni t or 7
192.243.55. 136 |[Lhited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 7
192. 243.55.137 |thited Sates |147.237.77.216|dover.icf.il |[Bad TCP sequence SINAX retransmt with different oo |7
w ndow scal e
192.243.55.132 |Wited Sates [147.237.77.74 [lawidf.il [Bad TCP sequence Inval i d ACK nunber noni t or
192.243.55. 134 |thited Sates [147.237.77.216|dover.icf.il [Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
79.181. 2. 49 I srael 147.237.72. 166 |aka. i df . 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
192.243.55.136 |lhited Sates |147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop
212.179.21.194 |[lIsrael 147.237.72. 166 |aka.idf.il |Bad TCP sequence I'nval i d ACK nunber alert
Sreaming Engine: TGP Invalid i i ssi
2.54.179.116  |israel 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
; . . SYNPAXK retransmit with different .
192.243.55. 130 [thited Sates |[147.237.77.216|dover.idf.il |Bad TCP sequence wi ndow scal e noni t or 6
192.243.55.136 |Wited Sates [147.237.77.74 [lawidf.il [Bad TCP sequence noni t or 6
85.250.22. 245 I srael 147.237.76.42 |refuah.idf.il|Bad TOP sequence i’;j'ge“ansmt with different wndow | oivor [
192.243.55.135 |Uhited Sates [147.237.77.216|dover.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 6
102.243.55.136 |Wnited Sates |147.237.77.74 [lawicf.il |Bad TOP sequence SINAK retransmt with different | oeor |6
w ndow scal e
192.243.55.135 |thited Sates |147.237.77.74 |lawidi.il |Bad TCP sequence SINAX retransmt with different oo s
w ndow scal e
102.243.55.137 |Wnited Sates |147.237.72.166|akaicf.il |Bad TOP sequence SINAK retransmt with different | oeor |6
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
82.81.34.133  |Israel 147.237.72. 166 |aka. i of . i 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
192.243.55.132 |Wited Sates [147.237.72.166(akaidf.il [Bad TCP sequence Inval i d ACK nunber alert 6
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A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46. 19. 85. 196 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 95
2.53.11.74 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 55
176.13.12. 139 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 43
2.52.166. 89 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 41
192, 243.55. 131 |lhited Sates [147.237.72.166|aka.idf.il Ml tiple Unhauthorized URL Access from 192. 243,55, 131 B ock 7
46.19. 85. 115 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
192.243.55.138 |Uhited Sates [147.237.72.166|aka.idf.il Mil ti pl e Uhaut hori zed URL Access from 192.243.55. 138 Bl ock 5
192, 243.55. 134 |lnited Sates [147.237.72.166|aka.idf.il Ml tiple Unhauthorized URL Access from 192. 243. 55, 134 B ock 5
192.243.55.129 |lhited Sates |147.237.72.166 |aka.idf.i | Distributed Unhaut hori zed URL Access on ww aka. i df . il/giyus/ kadat z B ock 4
199. 203. 8.2 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df.il/404. ht m Bl ock 4
192, 243.55.136 |lhited Sates [147.237.72.166|aka.idf.il Ml tiple Unhauthorized URL Access from 192. 243. 55, 136 B ock 4
192.243.55.132 |lhited Sates |147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed LRL Access from 192. 243. 55, 132 B ock 4
66.249.78. 254 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 254 Bl ock 4
192, 243.55. 137 |lhited Sates [147.237.72.166|aka.idf.il Ml tiple Unhauthorized URL Access from 192. 243. 55, 137 B ock 4
192.243.55.130 |lhited Sates |147.237.72.166|aka.idf.il Mil ti pl e Unhaut hori zed LRL Access from 192. 243. 55, 130 B ock 4
192.243.55.135 |Uhited Sates [147.237.72.166|aka.idf.il Mil ti pl e Uhaut hori zed URL Access from 192.243.55. 135 Bl ock 3
37.26.148.228 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54. 146. 238 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 205 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code Bl ock 3
109. 253. 221. 64 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
192.243.55.135 |lhited Sates |147.237.72.166|aka.idf.il Distributed Unhaut hori zed URL Access on waw aka. i df . il/giyus/ kadat z B ock 3
46.116.160.20 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to www aka. i df.il/nai n/sachar/undefi ned Bl ock 2
2.53.11. 74 I'srael 147.237.0.19 |nadimatal .idf.il gﬁ;}eﬁ; T‘i"sz.\iAI?';;;ﬁlf;éggﬁ?;g?;?f;g der1stxtdty in Bl ock 2
176.13.14.180 |[lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
192. 243.55. 130 |Uhited Sates |147.237.72.166|aka.idf.il D stributed Uhaut hori zed URL Access on waw aka. i df . il/giyus/ general B ock 2
2.53. 44,188 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 247 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 206. 80 |l srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 2
192.243.55.135 |lhited Sates |147.237.72.166|aka.idf.i | Distributed Wnaut horized LRL Access on ww aka. i df . i |/ gi yus/ general B ock 2
109. 186. 190. 138]I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 109. 186. 190. 138 B ock 2
77.124.31.90 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
192.243.55. 137 |Uited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df . i |/ navy/ B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.176|nat pash. i df.il Abnornal |y Long Request met hod B ock 1
109. 186. 190. 138|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka. i df . i/ nai n/ gi yus/ Bl ock 1
31.168.3.230  |Israel 147.237.72. 166 |aka. i df . i | m;(:ﬂt g’ﬁ Iﬁ’}i‘;*ﬁm? mu:h‘l ﬁicrcrﬁislfp;”l J general . aspx Bl ock 1
192.243.55.133 |Uited Sates [147.237.72.166|aka.idf.il Mil ti pl e Uhaut hori zed URL Access from 192.243.55. 133 Bl ock 1
80.179.114.11 [israel 147.237.72. 166 |aka. i df . i | LLLigeZ]/ i?'tageg?inz:a;:g;fgogcﬁi/ fm“ W kapat 2/ res012 Bl ock 1
188. 120. 148. 128]I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/7/ B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.216|dover.idf.il Mitiple Illegal Byte Qode Character in Method from169.229. 3. 91 B ock 1
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147.237.76. 42/ styl e/ 1. he/ | angstyl e. css B ock 1
199. 30. 25. 46 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
134.191.232. 71 |Israel 147.237.77.216|dover. i df .i | Distributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
46.19. 85. 117 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
23.254.153.202 |thited Sates [147.237.76.86 |navy.idf.il PHP At t enpt Bl ock 1
192.243.55.131 |Uited Sates [147.237.72.166|aka.idf.il D stributed Lhaut hori zed URL Access on ww aka. i df.il/giyus/ general B ock 1
89. 138.106. 171 |l srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wa i df.il/watch B ock 1
66.249.73.245 |lIsrael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to wa anan. i df.il/nodiin/defaul t. B ock 1
2.25.118.198 E?ir:;gom 147.237.77. 216 |dover . i df . i | Paraneter Type Molation lang i n v i df.il/1393-en/ dover. aspx B ock 1
46.120.47.151 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/1133-22449- he/ B ock

169. 229. 3. 91 Lited Sates |147.237.77.176|nat pash.idf.il Ostributed Ml formed UR B ock 1

04-11-2016-14:04:02 to 04-11-2016-15:04:02



