04-11-2016-10:04:04 to 04-11-2016-11:04:04

1"PT SwNn Q.
Ov IDF Under Attack
www.gov.il Da.||y Report

|Top Targets |
4, 0004
3, 000+" M dover.idf.il
i B adimatal .idf.il
2 0004 B aka. idf.il
’ Watal.idf.il
N”gber l B refuah.idf.il
1, 000+" : . .
At t acks .tIkSh-UV.IFif.H
[Maman.idf.il
: . M navy.idf.il
\1\8\ ’ ®.>&\‘ {b;\& &.\ &'\6\ ‘ S\;\& & 4’..\&\‘ ’&\8" @.'\6\' i shuri maka.idf.i
@ ¥ 5 K N ' N F R M nobile.idf.il
60\\ @\ v &Q‘} \\lg '§{§ N & <@®
> A RN
& .\é\
Top Tar get

[Top Attackers |

4, 000

M 167. 114. 156. 16

62. 219. 228. 81
I 80. 246. 139. 17

46. 19. 85. 240
Il 185. 3. 146. 223
M 30. 246. 140. 189
[ 81. 218. 146. 167
M 109. 253. 210. 71

80. 246. 139. 182
M 46.19.85.55

Number i
(6]
At acks 1, 000

3 . . S &
N AR S S, N,
W B AR NGNS R S
A S N N v
N R S N -

Top Attackers



04-11-2016-10:04:04 to 04-11-2016-11:04:04

|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target

Address

Signature

Attacker Country ‘

syn

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b In drop 4158
46.19. 85. 203 I'srael 147.237.77.216  |dover.idf.il 13; handshake violation, first packet ot ., 513
207. 232. 36. 85 I srael 147.237.77.216  |dover.idf.il Z}?r? handshake violation, first packet mot |, 411
80. 246. 136. 69 I'srael 147.237.77.216  |dover.idf.il 13; handshake violation, first packet ot ., 328
79.181. 16. 95 I'srael 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet mot |, 310
2.53.52.79 I'srael 147.237.77.216  |dover.idf.il 13; handshake violation, first packet ot ., 217
41. 230. 235. 60 Tuni si a 147.237.77.216  |dover.idf.il Z}?r? handshake violation, first packet mot |, 111
41. 209. 115. 123 Sudan 147.237.77.216  |dover.idf.il 13; handshake violation, first packet ot ., 37
213. 8. 100. 81 I srael 147.237.77.216  |dover.idf.il Z}?r? handshake violation, first packet mot |, 19
185. 3. 147. 171 I srael 147.237.77.216  |dover.idf.il :;? handshake violation, first packet ot |, ., 11
109. 67. 219. 190 I srael 147.237.77.216  |dover.idf.il Z}?r? handshake violation, first packet mot |, 10
80. 246. 140. 151 I'srael 147.237.77.216  |dover.idf.il 13; handshake violation, first packet ot |, ., 7
212.143. 142. 56 I srael 147.237.77.216  |dover.idf.il Z}?r? handshake violation, first packet mot |, 5
109. 253. 140. 40 I'srael 147.237.77.216  |dover.idf.il 13; handshake violation, first packet ot |, , 4
213. 151. 58. 192 I srael 147.237.77. 216 dover.idf il Z}?r? handshake violation, first packet mot |, 4
81. 218. 65. 210 | srael 147.237.77. 176 nat pash. i df . i | Bl ock_UWp Al _Nets drop 3
46.121. 92. 187 I'srael 147.237.77.216  |dover.idf.il I;J; handshake violation, first packet mot | 3
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 2
213. 8. 204, 22 I srael 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet mot ., 2
184. 105. 139. 102 Wited Sates 147.237.0. 17 Im”y' kosher-kravi. i df.i |g (o Np AL Net drop 1
46.19. 85.33 I srael 147.237.77.216  |dover.idf.il ;?; handshake viol ation, first packet mot |, 1
184. 105. 139. 82 Lhited Sates 147.237.77. 216 dover.idf.il Bock Np Al Net drop 1
5.102.233. 7 I srael 147.237.77. 216 dover.idf il Z}?r? handshake violation, first packet mot |, 1
184. 105. 139. 94 Uhited Sates 147.237.77.179 _ |e.nazi.idck. i Bock Np Al Net drop 1
184. 105. 139. 70 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock Np Al Net drop 1
216. 72. 40. 186 I srael 147.237.77. 216 dover.idf.il ;c/]; handshake violation, first packet mot | 1
80. 179. 223. 150 I srael 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet mot ., 1
212. 143, 110. 33 I srael 147.237.77. 216 dover.idf.il ;c/]; handshake violation, first packet mot |, 1
184.105. 139. 106 Lhited Sates 147.237. 8. 28 e.nobile-ks.idf.il B ock Np Al _Net drop 1
46. 19. 85. 80 I srael 147.237.77.216  |dover.idf.il 13; handshake violation, first packet mot |, 1
184. 105. 139. 86 hited Sates 147.237.72. 166 |akaidf. il Block Np Al Net drop 1
179. 43. 144. 50 Sii t zer| and 147.237.0. 15 kosher-kravi .i df.il B ock Np Al _Net drop 1
84. 94. 32, 197 I srael 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet mot ., 1
185. 32. 176. 6 I srael 147. 237.77. 216 dover.idf.il ;c/]; handshake violation, first packet mot | 1
72.37.140. 37 Italy 147.237.77.216  |dover.idf.il ;?; handshake viol ation, first packet mot |, 1
184. 105. 139. 94 Lhited Sates 147.237.77. 227 e. hanaz.idf.il Bock Np Al Net drop 1
184. 105. 139. 78 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il Bock Np Al Net drop 1
216.218. 206. 109 Lhited Sates 147.237.77.170 naar achot . i df . il B ock Wp Al Nets drop 1
184.105. 139. 106 Lhited Sates 147.237.72. 167 ishurimaka.idf.il B ock Np Al _Net drop 1

2 185 161. 155 IO][an, I'slamc Republic 147. 237. 77. 216 dover idf.il ;I')?r? handshake vi ol ation, first packet not drop 1
184. 105. 139. 86 Lhited Sates 147.237.77. 226 wawn chamat z. aka.idf.il |Block Np Al Net drop 1
179. 43. 144. 50 Sii t zer| and 147.237.77.121 e.navy.idf.il B ock Np Al _Net drop 1
213.151. 35. 213 I srael 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet mot ., 1
91.195. 162. 2 I srael 147.237.77. 216 dover.idf.il ;c/]; handshake violation, first packet mot |, 1
199. 203. 131. 177 I srael 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet mot |, 1
74.82.47. 29 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock Wp Al Nets drop 1
184. 105. 139. 102 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bock Np Al Net drop 1
184. 105. 139. 82 thited Sates 147. 237. 0. 34 ti kshuv. i of . i | Bock Np Al Net drop 1
156. 207. 7. 229 Egypt 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet mot |, 1
212.179. 54. 237 I srael 147.237.77. 216 dover.idf.il TQ handshake violation, first packet mot |, ) 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Sgnat ure Devi ce Action |Count |
84. 94. 180. 40 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 15
79.178. 26. 28 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 11
82.102. 168. 106 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 8

106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
61.135.189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1

106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
176.233.237.19  |Turkey 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

|Signature

95.235. 11. 21 147.237.77. 216 Italy dover.idf.il GPL SCAN nmap TCP 2
31.168. 103. 130 147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
2.53.10.5 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179. 54. 237 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
199. 203. 109. 83 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
149. 88. 41. 80 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 248. 172. 140 147. 237. 76. 148 Net her | ands ggcenter. aka. i df. il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.0.35 Net her | ands akaws. i df .i | ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 57 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.35. 100 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
216.72. 40. 185 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
208. 100. 26. 228 147.237.77. 226 Lhited Sates win chanat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
82. 80. 198. 164 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
46.117. 13. 146 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1




04-11-2016-10:04:04 to 04-11-2016-11:04:04

|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address |Ste Signature
185. 3.146. 223 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |90
sl SN retransmit wth different .
81.218. 146. 167 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e monitor |51
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
185.3.146. 223 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |19
107. 167. 106. 191 [thited Sates 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
reanming BEngine: TCP Invali i i ssi
46.19. 85. 55 I sr ael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id finvalid segnent retransmissi on, drop 12
Ret ransm ssi on Packet dropped.
45.59.183. 9 5' byai”rip;;b 147. 237. 77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 10
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
46. 19. 85. 140 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
2.53.11.137 I srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |y, 9
Ret r ansni ssi on Packet dr opped.
46.19.85.55 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence SINCAGC retransmt with different |oositor s
w ndow scal e
46. 19. 85. 55 | srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 8
80.178.212. 183 |lsrael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 7
46. 19. 85. 55 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 203 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 6
reanming BEngine: TCP Invali i i ssi
79.179.196.65 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id finvalid segnent retransmissi on, drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 203 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 85. 80 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert
reamn ine: TCP Invali i i ssi
79.181.16.95  |Israel 147.237.72. 166 |aka i df . i Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransn ssi on Packet dropped.
46. 19. 85. 203 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert
93.172.244.14 |lsrael 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SN drop
46. 19. 85. 80 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
176.13.13. 144 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 203 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
176.13.13.203  |Israel 147.237.77. 243 |mubile.i o i1 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansn ssi on Packet dropped.
2.55.29. 11 I sr el 147.237. 72. 166 |aka.i df .| Bad TCP sequence SINAQC retransmt with different |oonitor |6
w ndow scal e
46. 19. 85. 80 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5
2.54. 160. 154 I sr ael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
87.70.91. 176 | srael 147.237.72. 166 |aka.idf .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46.121.137.23 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
46. 19. 85. 80 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber alert 5
37.26.149.136 |lIsrael 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
sl SN retransmt wth different .
80. 246. 133. 179 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e nonitor |4
85.214.28.229  |Ger many 147.237.76. 198 |e.yohal an.idf.i1 |Geo- 1 ocation enf or cenent Geo-1 ocati on i nbound drop 4
enf or cenent
37.26.149.136 |lsrael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 4
185.3.146. 223 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 3
reamn ine: TCP Invali i i ssi
2.54.160.137  |Israel 147.237.72. 166 |aka i df . i Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.147.194 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
46.19.85.240  |israel 147.237.0.19 |nacimatal.ior. 1| SAM NG Engine: TP Invalid Jimvalid segnent retransmission. |, ) 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.65.67.23  |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
176.13.14. 249 |Israel 147. 237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
82.81.128.173 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
46.117. 225. 224 |israel 147.237.72. 167 |ishurimaka. i of .i [Bad TCP sequence I'nval i d ACK nunber nonitor |3
94.230. 86. 136 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
84.95. 252. 1 I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.26.148.234 |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46. 19. 86. 65 I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180.49.105 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185. 120. 126. 37 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
176.13.17.11  [Israel 147.237. 72. 166 |aka.i df .| 9 =g Invalid segnent retransmssion. |, 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
62.219.228.81 |lsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 148
80.246.139.17 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 129
46.19. 85. 240 I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 115
80. 246. 140. 189 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 53
109. 253. 210. 71 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 49
80. 246. 139. 182 |[Israel 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 41
109. 253. 134. 74 |l srael 147.237.0.19 |nadimatal .idf. i[O stributed Suspicious Response Code Bl ock 32
37.26.148.208 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 32
185. 32.179. 2 I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 20
80. 246.139. 8 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 7
185. 120. 125. 40 |l srael 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 5
2.53.39. 59 I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 3
176.13.18.155 |Israel 147.237.0.19 |nadimatal .idf. i[O stributed Suspicious Response Code Bl ock 3
37.26.148.236 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80.246.139.57 |[Israel 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 3
2.54.167. 246 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 3
185.32.179.31 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
185. 120. 125. 40 |l srael 147.237.72. 156 |aman. i df . i | Ml tipl e Unauthorized URL Access from 185. 120. 125. 40 B ock 3
80.246.130.81 |[Israel 147.237.77. 216 |dover.i df . i | Ostributed thauthorized UR. Access on waw idf.il/error. htm Bl ock 2
80. 246. 139. 247 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80. 246. 130. 242 [Israel 147.237.77.216|dover.idf .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
149. 88.22. 122  |Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to ww aka. i df . i|/nai n/ sachar/undefi ned Bl ock 2
109. 253. 193. 255|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.179.117.49 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storage/files/ U B ock 2
80. 246. 139. 142 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
176.13. 7. 205 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.13.12.219  [Israel 147.237.76.42 |refuah.idf.il |23 0 0ed hahori zed o o e Bl ock 1
66.249. 65. 224 I srael 147.237.77. 216 |dover. i df . i | chaut gfo B Izle:emﬁ;cnfsiszs; gO_lO_OS_stri e eng. asf Bl ock 1
111.119. 221. 218|India 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . idf.il/xmrpc. php B ock 1
5.102.195.83  |Israel 147.237.72. 166 |aka. i df . i | mn;’k“; I'Za;r?'ﬁtrg nf;;gﬁiclt;a?/?fgZﬂngphsaChar$Ct' rin None 1
199. 203. 131, 177 I srael 147.237.77.233atal .i df .il e Shaut horized R _ngs)fs on Bl ock 1
87. 69. 109. 24 I srael 147.237.77. 216 |dover. i df .i | Unaut hori zed LRL Access to wawidf.il/ https:/twtter.cont Bl ock 1
185.3.147. 147 |Israel 147.237.72. 166 |aka. i df . i | mn;’kmg szflr?'r‘;tn;r nf;;g?:;"/tgangfEzﬁ;fcmsa"har$Ct' 83 1in None 1
68.180.230.45 |lLhited Sates [147.237.76.42 |refuah.idf.il Dstributed Unhauthorized URL Access on 147.237. 76. 42/ robot s. t xt B ock 1
169.229. 3. 91 Lhited Sates |147.237.77.233|atal .idf.il Illegal Byte Gode Character in Mthod %E (776 B ock 1
46.116.67.234 |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock
2.52.168.179  [Israel 147.237.76.42 [refuah. idf i1 [ e e e e s B ock 1
176.13.13.203 |[lIsrael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1234-he/ at al . aspx B ock 1
212. 143. 212. 222|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip_storage/files/ 0/ B ock 1
87. 69. 190. 81 I srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to wwv anan. idf.il/https:/ww anan.idf.il/ B ock 1
185.32.176. 6 I srael 147.237.77. 216 |dover.idf .i | SSL Untraceabl e Connection - Qpen Mde None 1
169. 229. 3. 91 Lhited Sates |147.237.77.233|atal .idf.il Illegal Byte Gode Character in LRL B ock 1
79.179.117.49 |Israel 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 79.179. 117. 49 B ock 1
46.116.67.234 |Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to ww | awidf.il/sip_storage/files/ 4/ B ock 1
185. 120. 125. 40 |l srael 147.237.72. 156 |anan. i df . i | Unhaut hori zed URL Access to www anan. idf.il/sip_storagel/files/3/ B ock 1
80. 246. 140. 182 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
80. 246.133.179 [Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx B ock 1
66. 249. 78. 11 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1233- he/ at al . aspx Bl ock 1
149. 88. 110. 150 |l srael 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: Qpen Mde None 1
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