04-11-2016-07:04:07 to 04-11-2016-08:04:07

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
4, 000-
M dover.idf.il
3, 000 M nadi matal .idf.i
7 W aka.idf.il
2, 000" Miawidf.il
Number J M refuah.idf.il
Attacks b 0004 B tikshuv.idf.il
I navy.idf.il
M atal.idf.il
aman.idf.il
M nobile.idf.il

Top Tar get
[Top Attackers |
4, 000
3, 000+
2, 000+
Nunber .
a
At t acks 1, 000
0- ® 4 & 0 F ®
© O "], ke N b\, "]/
b‘\{’o 7S % SN G %-éo
SN g N ®

Top Attackers

M 167. 114. 156. 16
192. 168. 173. 102

I 176.13.22. 89
2.52.129. 86

M 2. 52. 166. 227

M 192. 243. 55. 133

I 41.33.231. 90

M 192.118.12.102
2.55. 16. 140

M 81. 218. 65. 210




04-11-2016-07:04:07 to 04-11-2016-08:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4128
212. 143. 142. 56 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 419
94. 230. 86. 80 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 250
81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Wdp All Nets drop 15
81. 218. 65. 210 I srael 147.237.77. 176 nat pash. i of .i | Block Udp All Nets drop 3
139. 190.41.7 Paki st an 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 2
216. 218. 206. 71 Lhited Sates 147.237.8. 28 e.nobil e-ks.idf.il Bl ock_Udp All _Nets drop 1
184. 105. 139. 76 Lhited Sates 147.237.8. 46 e.chinuch.idf.il Block Np All Net drop 1
81.218. 251. 252 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
184. 105. 247. 224 Lhited Sates 147.237. 8. 45 eeitanidf.il B ock Udp All _Nets drop 1
79. 180. 209. 180 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
216. 218. 206. 83 Lhited Sates 147.237.8. 46 e.chinuch.idf.il Bl ock_Ulp Al _Nets drop 1
184. 105. 139. 100 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) B ock Np Al _Net drop 1
83. 130. 106. 244 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
193. 43. 245. 250 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
179. 43. 144. 50 Sn tzerl and 147.237. 8. 45 eeitanidf.il Block Np Al _Net drop 1
184. 105. 139. 112 Lhited Sates 147.237.77. 74 lawidf.il Block Np Al Net drop 1
46.19. 86. 112 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
184. 105. 139. 67 Lhited Sates 147.237.77. 205 prisha.idf.il Bl ock_Udp All _Nets drop 1
184. 105. 247. 208 Lhited Sates 147.237.0. 16 ny-kosher-kravi.idf.il |B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
109. 253. 145. 79 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 6
109. 253. 145. 210  |Israel 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
69. 30. 198. 178 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. majestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
61. 135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1




04-11-2016-07:04:07 to 04-11-2016-08:04:07

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
189. 29. 199. 248 147.237. 76. 148 Brazil gacenter. aka. i df . il ET SCAN NMAP -sS wi ndow 3072 1
185.125.217.5 147.237.8. 28 Russi an Feder ati on €. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 28. 218. 77 147.237.77. 216 Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
107. 158. 255. 194 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -f -sS 1
107. 158. 255. 194 147. 237. 8. 45 Lhited Sates eeitanidf.il ET SCAN NMAP -sS wi ndow 2048 1
80. 82.78. 38 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
189. 29. 199. 248 147.237. 76. 148 Brazil gacenter. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1
176. 13. 8. 4 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
107. 158. 255. 194 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
107. 158. 255. 194 147.237.76. 31 Lhited Sates nakchal .i df.il ET SCAN NVAP -sS wi ndow 3072 1
107. 158. 255. 194 147. 237. 8. 45 Lhited Sates eeitanidf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
192. 168. 173. 102 147.237. 77. 216 |dover.i df .i Geo-1 ocati on enf or cenment Geo-| ocat i on i nbound enf orcenent  |noni t or 354
192. 168. 173. 102 147.237.72. 166 |aka. i df il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent  |roni t or 166
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
82.166.190.10 |[lIsrael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 17
S SYNretransnmit wth different .
192.118.12. 102 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence v ndow scal @ noni t or 13
192.118.12.102 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wih different aert 13
W ndow scal e
Sreanmng Engine: TCP Invalid i i ssi
46.19.85.227  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
150. 108. 240. 137|lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
212.199.57.197 |israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
62.219. 140. 244 |l srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
138.134.192. 10 |lIsrael 147.237.72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
192.243.55.133 |Whited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
102.243.55.133 |Wnited Sates |147.237. 72. 166 |aka. i df il Bad TCP sequence SNACretransmt wih different 5o g
w ndow scal e
105. 200. 123. 79 |Egypt 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect
192. 243.55. 133 [Wnited Sates |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
176.13. 6. 185 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or
Sreanmng Engine: TCP Invalid i i ssi
176.13.23.120 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
46.19.86.200  |israel 147.237.77. 243 |moti 1 e i or. iy || &M NG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
2.52.135.83 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 5
2.52.166. 227 | srael 147.237.0.19 |nadi matal.idf.il[SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
192.243.55. 133 [Wnited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid AGK nunber aert 4
192.243.55.132 [nited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 4
192. 243.55. 133 |Uhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
176.13. 6. 185 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 4
192.243.55.132 |[Lhited Sates |147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 4
102.243.55.133 |Wnited Sates [147.237.77.74 |lawidf.il Bad TCP sequence SINAK retransmt with different | oo s
w ndow scal e
2.52.135.83 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACGK nunber aert 4
Sreaning Engine: TCP Invalid i i ssi
176.13.17.57  |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
192.243.55.136 |lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi
79.179.118. 101 | srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
109. 67. 194. 198 |I srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
84.94.105.215 | srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
192.243.55.136 |Wited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
192.118.12. 102 |Israel 147.237.76.42 |refuah.idf.il drop First packet isn't SWN drop
Sreanming Engine: TCP Invalid i i ssi
37.26.146.128 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
199.203.223.3 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.52.134.31 I srael 147.237.72. 166 |aka. i df .| 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.178.54.87  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
192. 243.55. 133 |Wnited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence SINWAK retransmt wth different o o 3
W ndow scal e
Sreaning Engine: TCP Invalid i i SSi
37.26.148.235 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
82. 80. 196. 44 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i SSi
79.178.103.81 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
82.80.168.133 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d sequence nunber noni t or
192. 243.55. 133 |Uited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber alert
192.243.55.134 |Wited Sates |147.237.77.74 [lawid.il Bad TCP sequence SINAXK retransmt with different 1 pivor 2
w ndow scal e
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
192.243.55.134 |lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 2
209.203.107.2 |Wited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
192. 243.55.132 |Uhited Sates [147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
176.13. 22. 89 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 110
2.52.129. 86 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 99
2.52.166. 227 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 77
2.55.16. 140 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 27
176.13.20.130 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
66. 102. 8. 233 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 3
109. 253. 132. 77 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 2
176.13.21.228 |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 2
waw. chanat z. aka. i d ) )
5.102. 242. 78 I srael 147.237.77. 226 £l Mil tiple Wauthorized URL Access fromb5. 102. 242. 78 Bl ock 2
192. 243.55.133 |lhited Sates |147.237.72.166|aka.idf .il Mil tipl e Uhaut hori zed URL Access from 192. 243. 55. 133 B ock 2
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 2
2.53. 30. 230 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx |B ock 1
. . Unaut hori zed URL Access to
192. 118. 12. 102 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed/ reset . css B ock 1
. . Uhaut hori zed URL Access to
66. 249.75. 226 I srael 147.237.76.86 navy. | df.il navy. i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
192.243.55.136 [lLhited Sates [147.237.72.166|aka.idf.il Mil tiple Uhauthorized URL Access from 192. 243. 55, 136 B ock 1
: . . Unaut hori zed URL Access to
17.142.156. 109 |[Wited Sates  [147.237.77.216|dover.idf.il wiw i df i 1/ appl e- app- Si t e- associ at i on B ock 1
173.252.90. 120 |Uited Sates  |147.237.77.216|dover.idf .il D stributed Unaut hori zed URL Access on v i df . i/ navy/ Bl ock 1
76. 18. 3. 105 Uited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to www i df.il/navy/ B ock 1
199.30. 24.246 |thited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
54. 153. 33. 233 Lhited Sates 147.237.76.200|eitan. aka. i df . i | Unhaut hori zed URL Access to 147.237.76. 200/ B ock 1
192.243.55.132 |Uited Sates  |147.237.72.166|aka. i df . il Mil tipl e Unhaut hori zed LRL Access from 192. 243, 55, 132 B ock 1
157.55. 2. 134 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
. . D stributed Uhauthorized URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
192.243.55.136 |lhited Sates |147.237.72.166|aka.idf .il Uhaut hori zed LRL Access to waw aka. i df.il/ishuriniexanpcert B ock 1
. . Unhaut hori zed Met hod GPTI ONS for
24.202.77. €9 CGanada 147.237.72.166 [aka. i df . i | virwv aka. i df . i | / mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
85. 64. 68. 4 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx B ock
65. 55. 210. 52 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on wawidf.il/error. htm B ock
199. 30. 25. 76 Lhited Sates 147.237.77.216|dover.i df .i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm Bl ock 1
. . D stributed Uhauthori zed URL Access on
5. 29. 136. 241 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ styl ef shar edl reset . css Bl ock 1
Uhaut hori zed URL Access to
192.243.55.132 |lnited Sates  [147.237.72.166|aka.idf.il wawe aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=593408&doci d=3407 |B ock 1
0
157.55. 2. 142 Uited Sates |147.237.77.216|dover.idf.il Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.104 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
194. 114. 146. 227|I srael 147.237.77.216|dover.idf .i | Mil tipl e Unaut hori zed URL Access from 194. 114. 146. 227 B ock 1
46. 19. 85. 107 | sr ael 147.237.76.86 |[navy.idf.il Mal formed LR B ock 1
101. 226. 167. 234|Chi na 147.237.77. 176 |mat pash. i df . i | PHP At t enpt Bl ock 1
217. 69. 133. 190 RJSIS:;”i o 147.237.72. 166 |aka. i df . i | Lhaut hori zed LR Access to aka. i df.il/sahal B ock 1
157. 55. 2. 147 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
. . Uhaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ si p st orage/ | es/ 8/ 71538. pf B ock 1
: . . Unaut hori zed URL Access to
199. 16. 156. 126 |Uhited Sates  [147.237.77.216|dover.idf . il Wi df i1/ p storagel il es/ 7/ si ze220x0/ 16827, | pg B ock 1
46. 19. 85. 107 I srael 147.237.76.86 [navy.idf.il Unknown HTTP Request Method he& =1183 in URL Bl ock 1
101. 226. 167. 234|Chi na 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat . i df .il/1524-en/ pi wi k. php |B ock 1
. . D stributed Uhauthori zed URL Access on
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
W, chamat z. aka. i d [unaut hori zed URL Access to
5.102.242.78 I srael 147.237.77. 226 £l wiw chanat 7. aka. i df .i 1 /i p_storage/ il es/ 8/ B ock 1
Unaut hori zed URL Access to
192.243.55.133 |[Uhited Sates |147.237.72.166|aka.idf.il wan aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58567&doci d=6508 |B ock 1
9
157.55. 2. 170 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock
199. 30. 24. 10 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock
46. 19. 85. 255 I srael 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed URL Access on wanidf.il/error. htm Bl ock 1
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