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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 4133
179. 43. 144. 50 Sntzerl and 147.237.0. 33 idf.il B ock Np All _Net dr op 1

219. 232. 243. 28 Chi na 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 1

115. 159. 35. 109 Chi na 147.237.76. 30 hi nush.idf.il L4 Source or Dest Port Zero drop 1

179. 43. 144. 50 Sntzerl and 147.237.77. 61 e.cogat.idf.il B ock Np Al _Net drop 1

115. 159. 150. 148 Chi na 147.237. 76. 39 nobi l e.neitav.idf.il |Invalid TGP H ags drop 1

219. 232. 243. 28 Chi na 147.237.72. 14 dover.idf.il (ol d) Invalid TGP H ags drop 1

219. 232. 243. 28 Chi na 147.237.76. 30 hi nush.idf.il Invalid L4 Header Length dr op 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
51. 255. 36. 86 France 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot B ock 2
69.30.198. 178 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
5.9.62. 130 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP: User Agent Sogou+web+spi der B ock 1
69. 30. 198. 178 Lhited Sates 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
119 93.73. 250|147 237 0.33 |rriliooines  lidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
T T PP ' Potential Scan or Brute Force
40. 76. 16. 210 147.237.77. 226 |Wnited Sates |wwu chamatz. aka.idf.il |[ET SCAN Potential SSH Scan 1
. . L ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,
204.111.81.148 |147.237.76.30 |lhited Sates |hinush.idf.il . 1
Potential Scan or Brute Force
195. 216. 176. 244|147. 237. 72. 167 |Latvi a i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
179.184.176.50 [147.237.76.31 |Bazil nakchal .idf.il ET SCAN Potential SSH Scan 1
. . L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
118.173. 133. 47 [147.237.76.30 |Thailand hi nush. i df .i | . 1
Potential Scan or Brute Force
40. 76. 16. 210 147.237.77. 226 |Wnited Sates |wwuchamatz.aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.76.38 |lLhited Sates |e.eneitav.idf.il ET DRCP Bshi el d B ock Listed Source 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
192. 168. 173. 102 147.237.77. 216 |dover.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent  |roni t or 346
Sreanming Engine: TCP Invalid i i ssi
84.95.208.20  |Israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 nval i d segnent retransmssi on. drop 222
Ret ransmi ssi on Packet dr opped.
192. 168. 173. 102 147.237.72. 166 |aka.idf .il Geo-1 ocati on enf or cenment Geo- | ocation i nbound enf orcement |noni t or 187
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
107.167.113. 99 [ULnited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
192.243.55. 135 |Uited Sates |147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
192.243.55. 135 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 10
102.243.55.135 |United Sates |147.237. 72. 166 |aka. i df il Bad TCP sequence SNeACretransmt wih different 5o o
wi ndow scal e
] s SYNHAK retransmit with different .
192.243.55. 134 |[nited Sates |147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 9
192. 243.55. 129 |Uhited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence noni t or 9
’ s SYNHAK retransnit with different .
192.243.55. 135 |[Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 8
102.243.55.133 |Wnited Sates [147.237.77.74 |lawidf.il Bad TCP sequence SINAK retransmt with different oo g
wi ndow scal e
’ . . SYNHAK retransnit with different .
192.243.55. 130 |lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence vi ndow scal e noni t or 8
192.243.55.138 |Wited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence SINHAK retransmt with different oo g
wi ndow scal e
192.243.55.138 |lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SWN drop 8
192.243.55. 132 |Uited Sates |147.237.72. 166 |aka.idf il Bad TCP sequence SNAK retransmt with different 5, g
w ndow scal e
192.243.55.137 UWited Sates |147.237.77.74 [lawid. il Bad TCP sequence SINAXK retransmt wih different | pivor |7
wi ndow scal e
192.243.55.138 |Whited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
102.243.55.129 |Wnited Sates |147.237. 72. 166 |aka. i df il Bad TCP sequence SNAC retransmt with different 5o |7
wi ndow scal e
192.243.55.133 |Uhited Sates |147.237.72. 166 |aka. i df.il Bad TCP sequence SNeAretransmt wih different 5o
W ndow scal e
192.243.55.131 |lhited States |147.237.77.74 [lawidf.il Bad TCP sequence SNAC retransmt with different 5o |7
wi ndow scal e
] s SYNHAK retransmit with different .
192. 243.55. 136 |hited Sates |147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 7
192. 243.55.135 |Lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
79.177.113.66 |Israel 147.237.72. 166 |aka. i df .il drop First packet isn't SWN drop
85. 64. 76. 66 | srael 147.237.72. 167 |ishurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
192.243.55.137 |Wited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence SINWAK retransmt with different | oo o
wi ndow scal e
192. 243.55.129 |Uhited Sates |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 6
192.243.55. 135 [lhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
192.243.55. 131 |[hited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 6
192.243.55.136 |[hited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 6
85. 64. 76. 66 I srael 147.237.72.167 |i shurimaka. i df .i|Bad TCP sequence SINHAX retransmt with different oo
wi ndow scal e
192.243.55.136 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
79.181.117.82 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
192.243.55.130 |Wited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
192.243.55.135 |Lhited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
192.243.55.135 |Whited Sates |147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
102.243.55.138 |Wnited Sates [147.237.77.74 [lawidf.il Bad TCP sequence SNA retransmt with different 5o o
wi ndow scal e
192.243.55.135 [thited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber aert
192. 243.55. 130 |Uhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
2.52.133.192 | srael 147.237.72. 156 |anan.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect
192.243.55. 137 |UWited Sates |147.237.72. 166 |aka i df .l Bad TCP sequence SINAXK retransmt with different | oo o
W ndow scal e
192.243.55.138 |Wited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
’ s SYNHAK retransnit with different .
192.243.55. 130 |[Lhited Sates |147.237.72.166|aka.idf.il Bad TCP sequence vi ndow scal e noni t or 5
192.243.55. 138 |Uited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
192.243.55.135 |Wited Sates |147.237.77.216|dover.icf.il  |Bad TCP sequence SINAK retransmit with different oo vor s
wi ndow scal e
192.243.55.132 |Whited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
192. 243.55.136 |Lhited Sates [147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192.243.55.138 |[hited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
192. 243.55.132 |Uhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df .i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 99
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df .i | Mul ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 84
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 8
84. 95. 208. 20 I srael 147.237.77. 226 \fMA:AII chamat z. aka. i d Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 7
192. 243.55. 137 |Uited Sates [147.237.72.166|aka.idf.il Mil ti pl e Unhaut hori zed URL Access from 192. 243, 55, 137 B ock 7
23.254.250. 121 |[Wited Sates |147.237.77.176|nat pash.idf.il Suspi ci ous Response Code B ock 6
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP Attenpt B ock 6
192.243.55.135 |Uhited Sates [147.237.72.166|aka.idf.il Mil ti pl e Uhaut horized URL Access from 192. 243. 55, 135 B ock 3
192.243.55.134 |thited Sates [147.237.72.166|aka.idf.il Mil tipl e Unhaut horized URL Access from 192. 243. 55. 134 B ock 3
192.243.55. 135 |lhited Sates |147.237.72. 166 |aka.idf. il m ;Lg”it;d. i?}%ﬁ“y?jgfég‘;gl Access on B ock 2
192.243.55.130 |lhited Sates [147.237.72.166|aka.idf.il Mil ti pl e Unhaut horized LRL Access from 192. 243. 55. 130 B ock
192.243.55.138 |Uhited Sates |147.237.72.166|aka.idf.il Mil tipl e Uhaut horized URL Access from 192. 243.55. 138 B ock

84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock

102. 243,55, 134 |Wited Sates [147.237.72. 166 |aka. i df .i | Distributed nauthorized URL Access on Bl ock 2

vwwy aka. i df . i |/ gi yus/ kadat z
D stributed Uhauthori zed URL Access on

192. 243.55.129 |thited Sates [147.237.72.166|aka.idf.il wiw aka, i i 1/ gi yus/ kadat 7 B ock 2
192.243.55.136 |Uhited Sates [147.237.72.166|aka.idf.il Mil ti pl e Unhaut horized LRL Access from 192. 243. 55. 136 B ock 2
192.243.55.129 |[Uhited Sates |147.237.72.166|aka.idf.il Mil tipl e Uhaut horized URL Access from 192. 243.55. 129 B ock 2
192.243.55.132 [lnited Sates [147.237.72.166|aka.idf.il Ml tipl e Unhauthorized URL Access from 192. 243, 55, 132 B ock 2
84. 95. 208. 20 I srael 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on wan i df.il/error. htm B ock 2
. . D stributed Unaut hori zed URL Access on
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147 237 72. 166/ r obot s. £ xt B ock 1
5.153.234.154 |Sweden 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php B ock 1
85.65.231.234 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
! . . Uhaut hori zed URL Access to
192.243.55.133 |Lhited Sates [147.237.72. 166 [aka. i df . i waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58628&doci d=65594 B ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 137  |Israel 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ rmi n/ smal i nd showbi g. aspx B ock 1
174.129.228.67 |lhited Sates [147.237.76.42 |refuah.idf.il D stributed Uhaut hori zed URL Access on 147. 237.76. 42/ robot s. t xt |B ock 1
207.46.13.144 |Wited Sates |147.237.76.31 |nakchal .idf.il Wnaut hori zed LRL Access to B ock 1

147. 237. 76. 31/ 994- 7826- he/ nakhal . aspx

. . D stributed Unaut hori zed URL Access on
66.249.78.240 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1

. . . Uhaut hori zed URL Access to
192.243.55.130 |United States |147.237.72.166 aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat | d=59390&doci d=76115 |2 °° !

Uhaut hori zed URL Access to

114.98.246. 172 |Chi na 147.237.77. 176 [nat pash. i df . 1| wWav cogat . i df . i |/ 894- he/ shar ed/ user cont r ol s/ header upper / Bl ock !
198.58.102.95 [lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/1294- he/ wan i df . il B ock 1
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df .i | Uhknown Paraneter tab in wan eitan. aka.idf.il/938 he/eitan aspx |None 1
66. 249. 65.224 |l srael 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm Bl ock 1
192.243.55.133 |whited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/aman B ock 1
184. 105. 247. 196|nited Sates [147.237.72.166(aka. i df.i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
Uhaut hori zed URL Access to
66.249.78.246 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huse |Bl ock 1

r
: . . Unaut hori zed URL Access to
192.243.55.135 |Lhited Sates (147.237.72. 166 [aka. i df . i | waw aka. i df . i1/ mai n/ gi yus/ gener al . aspx?cat i d=59333&doci d=68024 B ock !

Uhaut hori zed URL Access to

192.243.55.131 |Wited Sates [147.237.77.74 |lawidf.il vaw | aw i df i1/ consol ef cor e/ doc._ngr/ doc. ngr . asp B ock 1
45.55.133.129 |lhited Sates [147.237.76.39 [nobile.neitav.idf.il |Untraceable SSL Sessions: Uhsupported O pher None 1
119.73.253.5 S ngapor e 147.237.77.216|dover.i df .i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
199. 30. 24. 185 |Uited Sates [147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wawidf.il/error. htm Bl ock 1
66. 249. 75. 8 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237. 76. 42/ styl el shared/ text. css  |B ock 1
68.180.231.43 [Wnited Sates [147.237.77. 216 |dover. i df . et neent o el S L1132, st target=" bl ank Bock |1
192.243.55. 131 [lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/894-he B ock

65. 55. 210. 66 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock

157.55.39.206 |Whited Sates |147.237.77.176 |mat pash. i df . i m”égg;ti'zi?fj'ﬁuﬁgfjsismt; et o i doni Bl ock 1
199. 30. 25. 26 Lhited Sates |[147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df . il Distributed Waut hori zed URL Access on ww i df . il /894- he B ock 1
66. 249. 75. 16 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
5.153. 234.154 [Sweden 147.237.77. 216 |dover.i df . i | Dstributed PHP Attenpt B ock 1
77.75.76. 164 (FZpeuT:)Ihl c 147.237.77. 176 |nat paSh' idf.il \?mx?\zt ng;tt .eidde.hia}u/tth;r:p;IZegisﬁafi(c:ﬂeizefgont rol s/ header upper/ Bl ock !
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