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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4157
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 4
176. 31. 60. 249 France 147.237. 76. 200 eitan. aka.idf.il Bock Np Al Net drop 1

84. 95. 208. 20 | srael 147.237.77. 226 ww chanat z. aka. i df . i | network flood | Pv4 TCP-FI N ACK |drop 1
219. 232. 243. 28 Chi na 147.237.8.50 e.tikshuv.idf.il Invalid TGP H ags drop 1
115. 159. 150. 148 Chi na 147.237.72. 14 dover.idf.il (ol d) L4 Source or Dest Port Zero drop 1
179. 43. 144. 50 Sntzerl and 147.237.0. 17 mny-kosher-kravi.idf.il |Bock Np Al _Net drop 1
110. 76. 40. 33 Chi na 147.237. 8. 45 e.eitanidf.il L4 Source or Dest Port Zero drop 1
219. 232. 243. 28 Chi na 147.237.77. 74 lawidf.il Invalid L4 Header Length drop 1
219. 232. 243. 28 Chi na 147.237.0.19 nadi matal .idf.il Invalid TGP H ags drop 1
110. 76. 40. 33 Chi na 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 1
174.37.194. 144 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock_Ulp Al _Nets drop 1

81. 169. 254. 70 Ger many 147.237.77. 235 sviva.idf.il ock Wp Al _Nets drop 1
219. 232. 243. 28 Chi na 147.237.0. 35 akaws. i df .il Invalid L4 Header Length drop 1
110. 76. 40. 33 Chi na 147.237.76. 44 e.refuah.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

| Attacker Qountry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action |Count |

61.135.189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste |Signature

66. 249. 78. 254 147.237. 72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
174. 37. 194. 144 147. 237.76. 39 Lhited Sates nobi | e. nei tav.idf. il ET SCAN NVAP -sA (2) 2
174.37. 194. 144 147.237.76. 38 Lhited Sates e.e.neitav.idf.il ET SCAN NVAP -sA (2) 2
174.37. 194. 144 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
174. 37. 194. 144 147.237.76. 31 Lhited Sates nakchal .idf.il ET SCAN NVAP -sA (2) 2
98. 119. 105. 221 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
89. 16. 84. 104 147.237.8.14 Ireland e.orchot.idf.il ET SCAN NVAP -sS wi ndow 4096 1
76. 181. 249. 213 147. 237.76. 196 Lhited Sates esvivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
211. 149. 156. 87 147. 237. 77. 205 Chi na prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
13. 82. 25. 94 147.237.77. 235 Lhited Sates svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 140. 23 147.237.8. 45 Uni ted Ki ngdom eeitanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
98. 119. 105. 221 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
98.119. 105. 221 147.237.77.121 Lhited Sates e navy.idf.il ET SCAN NVAP -f -sS 1
89. 16. 84. 104 147.237.8. 14 Irel and e.orchot.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
76. 181. 249. 213 147. 237.76. 196 Lhited Sates e.svivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
195. 216. 176. 244 147.237.77. 170 Latvi a maar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
54, 218. 50. 136 147.237.8.27 Lhited Sates e.nadimatal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
174.37.194. 144 147. 237.76. 38 Lhited Sates eeneitav.idf.il ET SCAN Potential SSH Scan 1
163. 172. 140. 23 147.237.8.24 Uhi ted Ki ngdom elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
192. 168. 173. 102 147.237. 77. 216 [dover.i df .i | Geo- | ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |noni t or 350
192. 168. 173. 102 147.237.72. 166 |aka.i df . i Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |noni t or 188
Sreaning Engine: TGP Invalid i i ssi
79.183.70.79  |israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segment retransmssion. drop 105
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84.95.208.20  |israel 147. 237. 76. 200 |ei tan. aka.i of . i | 9 =9 Invalid segnent retransmssion. drop 63
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning BEngine: TCP Invalid i i ssi
84.95.208.20  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 33
Ret r ansni ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
192. 243.55.132 |Lhited Sates [147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect 7
192.243.55.132 |Wnited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
: o SYNHAXK retransmit with different .
192.243.55. 133 |Whited Sates [147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal noni t or 6
36.251.131.46 |China 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreamng Engine: TCP Invalid i i ssi
207.46.13.106 |Lnited Sates |147. 237.72. 166 |aka i df .i | 9 =g Invalid segnent retransmssion. -y 6
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
84.95,208.20 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransnssion. drop 6
Ret ransm ssi on Packet dr opped.
192.243.55. 133 [thited Sates [147.237.72.166 |aka idf.il Bad TCP sequence Inval i d AGK nunber noni t or
192. 243.55. 133 |Wnited Sates [147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
192.243.55.133 |Wited Sates [147.237.72. 166 [aka idf.il Bad TCP sequence SINAXK retransmt with different | ior s
w ndow scal e
: o SYNHAXK retransmit with different .
192.243.55.132 |Wnited Sates [147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal noni t or 5
192.243.55.136 |Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence SINAXK retransmt with different | oo |4
w ndow scal e
192.243.55. 135 |Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence SNV retransmt wth different oo, o 4
W ndow scal e
192. 243.55. 133 |Wnited Sates [147.237.72.166 |aka. idf.il Bad TCP sequence Inval i d ACK nunber alert
192.243.55.132 [hited Sates [147.237.77.74 |lawidf.il Bad TCP sequence noni t or
192.243.55.136 |Whited Sates [147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
192.243.55.130 |Wited Sates |147.237. 7. 216 |dover. i df i Bad TCP sequence SINAK retransmt with different foonior |
w ndow scal e
: o SYNHAXK retransmit with different .
192.243.55. 135 |Whited Sates [147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal noni t or 4
192. 243.55. 137 |lhited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
192.243.55.132 [hited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACGK nunber aert 4
192.243.55.131 |Whited Sates [147.237.72. 166 [aka.idf.il Bad TCP sequence noni t or 4
192. 243.55. 133 |Whited Sates [147.237.72.166 |aka. idf.il Bad TCP sequence noni t or 4
156. 207.7.229 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber moni t or 3
192. 243.55. 137 |Uited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
192.243.55.132 |Wited Sates [147.237.72. 166 [aka idf.il Bad TCP sequence SINAXK retransmt with different | o |3
w ndow scal e
192. 243.55. 133 |Lnited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence SINWA retransmt wth different o5, o 3
W ndow scal e
Sreaning Bngine: TCP Invalid i i ssi
77.126.93.146 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
46.121.233.58 |[lIsrael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 3
102.243.55. 134 |Wnited Sates |147. 237.72. 166 |aka.i .| Bad TCP sequence SINA retransmt wih different | opor |3
W ndow scal e
192. 243.55. 137 |Uited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
79.182. 189. 146 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
87.70.58. 64 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
176.13. 11. 244 |israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Inval i d segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
192.243.55.131 |Uited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
192. 243.55.137 |Uhited Sates [147.237.77. 216 [dover.idf il Bad TCP sequence SINAK retransmt with different |, 4o |3
w ndow scal e
Sreaning BEngine: TQP Invalid i i ssi
66.249. 66. 44  |Uited Sates [147.237.0.34 |tikshuv.icf.il 9 =g Inval i d segnent retransnssion. drop 3
Ret ransm ssi on Packet dr opped.
156.207.7.229 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
192.243.55.129 |Wnited Sates [147.237.77. 216 [dover.idf il Bad TCP sequence SINHAK retransmt with different | oo 3
w ndow scal e
; . . SYNPAXK retransmit with different .
192.243.55.134 |[Lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 3
87.71.1.176 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
192.243.55. 132 |Wnited Sates [147.237.72.166 |aka. idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
192. 243.55.133 |Wited Sates [147. 237. 72. 166 |aka i of il 9 =9 Invalid segnent retransmssion. -y 3
Ret r ansmi ssi on Packet dr opped.
192. 243.55.135 |Uhited Sates |147.237.77.216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 3
192.243.55.132 |Wnited Sates [147.237.72.166 |aka. idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 119
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 72
36.251.131.46 [China 147.237.77. 216 |dover.idf.il Mil tipl e Unhaut hori zed URL Access from 36. 251. 131. 46 B ock 22
84. 95. 208. 20 I srael 147.237.77. 226 V\:A:W chamat z. aka. i df Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 18
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf .l Distributed PHP Attenpt B ock 11
84. 95. 208. 20 I srael 147.237.77. 226 V\:ArN chamat z. aka. i df PHP At t enpt Bl ock 10
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 8
149. 202. 239. 135|France 147. 237.77. 216 |dover . i df . i | mrii dt;”_tﬁj/ ':‘;;argm;r?; d?\'f; \';;’:)it ip‘;’:::et er PageNum B ock 6
149. 202. 239. 134|France 147.237.77. 216 |dover . i df . i | ma?zﬁ(erl J)’lp;x:r:/aé;\?; lng;':“mi n B ock 6
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 5
84. 95. 208. 20 | srael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 5
36.251.131.46 |China 147.237.77.216|dover.i df . il Dstributed PHP Attenpt B ock 4
192.243.55.137 |lhited Sates  |147.237.72. 166 |aka. i df .i | Mil ti pl e Unaut horized LRL Access from 192. 243. 55, 137 B ock 4
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized URL Access from 84.95. 208. 20 Bl ock 4
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 3
84. 95. 208. 20 | srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 3
192.243.55.131 |lhited Sates  [147.237.72.166|aka. i df.i | Ml tiple Unhauthorized URL Access from 192. 243,55, 131 B ock 2
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
185.32.179.70 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspi ci ous Response Code B ock 2
54.210.18.124 |Whited Sates |147.237.72.166|aka. i df.il Lhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | PHP At t enpt B ock 1
192.243.55.136 |Uited Sates 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192. 243.55. 136 B ock 1
192.243.55.130 |lhited Sates [147.237.72.166|aka. i df.i | Uhaut hori zed URL Access to ww aka. i df . il/giyus/ kadat z B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1497-he/ at al . aspx |Bl ock 1
84.95. 208. 20 | srael 147.237.777. 226 V\:V\:W chamatz.aka. 1l V\Lhm:zuf::;)r;;tzsdakf_i cffcclelslst etr:JpI at es/ honepage/ di v.item Bl ock !
47.88.34.12 Canada 147.237.77. 216 |dover.idf .l Distributed PHP Attenpt B ock 1
Uhaut hori zed URL Access to
192.243.55.138 |lhited Sates |147.237.72.166|aka. i df .i | waw aka. i df . i |/ mai n/ gi yus/ general . aspx?cat i d=58625&doci d=684 |Bl ock 1
81
Uhaut hori zed URL Access to
192.243.55.132 |lhited Sates  [147.237.72.166|aka. i df.i | wawe aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59390&doci d=572 |B ock 1
73
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Dstributed PHP Attenpt B ock 1
177.98.5. 225 Brazil 147.237.77. 216 |dover.idf .l Distributed PHP Attenpt B ock 1
54.210.18.124 |wnited Sates |147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
94.199.151.22  |United Kingdom|147.237.76.31 [nakchal .idf.il nujal?rl:;lh?rc;fz.??/t’l:r;pf:f:sslssh?ed/ user cont r ol s/ header upper/ Bl ock !
Uhaut hori zed URL Access to
192.243.55.136 |Uited Sates 147.237.72. 166 |aka. i df . i | wa aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=62669&doci d=779 |Bl ock 1
53
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . il PHP Attenpt B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | mlr ('jfb_”itle/dt xu;thgllszhﬁeﬁsﬁzgifrglns/ header upper B ock 1
66.249.78. 18 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
47.88.34.12 Canada 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df.il/incl ude/ vdi ngck. php B ock 1
199. 30. 24. 31 Lhited Sates |147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
31.184.238.200 [0 & 147. 237.77. 176 |nat pash. i df . i | xrwa?;gjt e i\':fggtli_(;:/fcrognﬁt:s;; Bl ock 1
192.243.55.133 |[lhited Sates  |147.237.72.166|aka. i df .i | m;gﬂt;é iﬁ’}%‘:tyzzr/ikzazzliﬂ' Access on B ock 1
177.98. 5. 225 Brazil 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/images/ xxu. php B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi .idf.il PHP Att enpt B ock 1
65.55.210. 168 |lhited Sates  |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
141.212.122. 129|United Sates  |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to /x Bl ock 1
84.95.208.20 |Israel 147.237.77. 216 |dover . i df . i | mult Qforl' IZ/etdenLS_atA::/er?;r;;age/ bivi k. ph Bl ock 1
36.251.131.46 |China 147.237.77.216|dover . i df . il Unaut hori zed URL Access to wwyidf.il/1515-en/ cont act. php B ock 1
Unaut hori zed URL Access to
192.243.55.131 |lhited Sates  |147.237.72. 166 |aka. i df .i | waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59269&doci d=594 |Bl ock 1
86
159. 203. 162. 199|lLhited Sates 147.237.0. 17 ;ninly_ kosher -kravi . id SSL Untraceabl e Gonnection - Uhsupported d pher None 1
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