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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4155
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 6
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df . i | B ock Wp Al Nets drop 3
219. 232. 243. 28 Chi na 147.237.8. 14 e.orchot.idf.il Invalid L4 Header Length drop 1

66. 249. 78. 146 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r- Trave-2  |dest-reset 1
179. 43. 144. 50 Sni tzerl and 147.237.77.212 e. dover.idf.il B ock Np Al _Net drop 1
104. 196. 59. 203 Lhited Sates 147.237.0. 17 mny-kosher-kravi.idf.il |Invalid TGP H ags drop 1
219. 232. 243. 28 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il Invalid L4 Header Length dr op 1
176. 31. 60. 249 France 147.237.72. 156 anan.idf.il Bock Np Al Net drop 1

81. 169. 254. 70 Ger many 147. 237.8. 45 e.citanidf.il Bl ock Udp All Nets drop 1
219. 232. 243. 28 Chi na 147.237.0. 16 ny- kosher-kravi .idf.il Invalid L4 Header Length drop 1
115. 28. 169. 142 Chi na 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 1
176. 31. 60. 249 France 147.237.76. 202 e halag.idf.il B ock Np Al _Net drop 1
219. 232. 243. 28 Chi na 147.237.0. 17 mny-kosher-kravi.idf.il |L4 Source or Dest Port Zero dr op 1
115. 159. 150. 148 Chi na 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 1
179. 43. 144. 50 St zerl and 147. 237.0. 19 madi matal .idf.il Block Np Al Net drop 1




04-11-2016-01:08:24 to 04-11-2016-02:08:24

|Top Attackers In IPS|

Attacker Address |Attacker Qountry et Address |Sgnature Devi ce Action |Count |
46.121. 232. 50 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 8
46.19. 85. 185 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
51. 255. 207. 26 France 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Bl ock 2
162.210.196. 129 |lnited Sates 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmat pash.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
151. 80. 31. 102 France 147.237.77.170 |maarachot.idf.il [Cl000146: HTTP. AhrefBot craw er B ock 1
151. 80. 31. 165 France 147.237.77.233 |atal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

66.249. 78.254  |147.237.72.166 |Uhited Sates  |aka idf.il ET SCAN NVAP -sA (2) 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
132 74.95. 19 147 237 77. 170 |1 st el vaerachot i df il ET DO Large anount of TGP Zer oWndow - Possible Nkiller2 3
DDos attack
163. 172. 140. 23 |147.237.77.61 [United Ki ngdom|e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 72.107. 201 |147.237.0. 17 mny-kosher-kravi .idf.il BT 330N Behavi oral _Lhusual ! y Fast i nbound Tel et 1
Gonnections, Potential Scan or Brute Force
80. 82.78. 38 147. 237. 76. 200 |Net her | ands eitan aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
13. 82. 48. 96 147.237.76.199|lhited Sates  |e.nakchal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
196. 38.217. 232 |147.237.0.17 |[South Africa mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 2048 1
196. 38.217.232 |147.237.0.17 |South Africa mny-kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1
185. 125. 217. 87 |147. 237. 76. 196 ?ég:;;”im esvivaid.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 140. 23 |147.237.0.15 |United Ki ngdom|kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
112. 124. 10. 141 |147. 237. 77. 205 |Chi na prishaidf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 72. 166 |Canada aka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
80. 82.78. 38 147.237.0.15 [Netherl ands kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249.78.158 |147.237.72.166 |Whited Sates  |aka idf.il SERVER APAO—E Apac_he mod_ss|non- S connection to SS 1
port denial of service attenpt
208. 100. 26. 228 [147.237.77.212|Wnited Sates  |e dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13. 82. 48. 96 147.237.76.199|Whited Sates  |e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
196. 38. 217. 232 |147.237.0.17 |South Arica mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address |Ste Signature
192. 168. 173. 102 147.237.77. 216 |dover i df . Geo- | ocati on enf or cenent Geo-I ocati on i nbound nonitor  |381
enf or cenent
. . . Geo- | ocati on i nbound .
192. 168. 173. 102 147.237.72. 166 |aka.i df .i 1 Geo- | ocati on enf or cenent enf or coment nonitor  [171
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
141.0. 14. 178 Eur ope 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
46.19. 86. 124 I sr ael 147. 237. 77. 216 |dover . i dof . i | drop SAMrul e drop 10
Sreaning Engine: TP Invalid - i ssi
5.22.131.5 I'srael 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |y, 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
207.46.13.106 |Wnited Sates 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g ., 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid - i ssi
84.95.208.20  |Israel 147.237.0.34  |tikshwv.idf.il 9 =g Invalid segnent retransmssion. |y, 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
84.95.208.20 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g ., 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid - i ssi
71.184.206. 181 |United Sates 147. 237. 76. 200 |6 tan. aka i of . i1 9 =g Invalid segnent retransmssion. |y, 4
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
84.95.208.20 | srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g ., 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TP Invalid - i ssi
2.54.161.177  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
reanming BEngine: TCP Invali i i ssi
87.70.117.197 |israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval id invalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid - i ssi
79.182.49.119 |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |y, 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
84.95.208.20 | srael 147.237.76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. g ., 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid - i ssi
87.71.78.15 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.182.171. 14 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g ., 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TP Invalid - i ssi
89.139. 174. 145 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.144  |Israel 147. 237.77. 243 |robi | e. i of . i1 9 =g Invalid segnent retransmssion. g ., 3
Ret ransmi ssi on Packet dr opped.
141.0. 12. 235 Nor way 147.237.77. 216 |dover.idf.i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
217.255.37.229 |Ger many 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
45.218.102. 241 |Morocco 147. 237. 77. 216 |dover . i dof .i | Bad TCP sequence Invalid ACK nunber alert
141, 212. 122. 130|Wited Sates 147.237.72. 217 |e.i of .1 Geo- | ocati on enf or cenent Geo- ocati on i nbound drop 1
enf or cenent
93.115.83.244 |Anonynous Proxy|147.237.77.19 |lawforumidf.il |[SYN At tack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 1
141.212. 122. 202|thited Sates 147.237.0.19 |nedimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
62.219. 154. 124 |l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Invalid ACK nunber aert 1
141. 212, 122. 192|wited Sates 147.237.8.24 |e.lifestyle.idf.il |Geo- | ocation enf or cenent Geo- I ocati on i nbound drop 1
enf or cenent
106. 186. 113. 132|Japan 147.237.77. 233 |atal i df.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
142.177. 218. 169|Canada 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
141.212. 122. 196|Wnited Sates 147.237.76.44 |erefush.icf.il  [Geo-1 ocation enfor cenent gﬁ?;'rggi'nfn I nbound drop 1
45, 218. 102. 241 |Mor occo 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
141.212.122. 135|thited Sates 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
e SYN+ACXK retransmt wth .
213.204. 90. 234 |Lebanon 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence different vi ndow scal e nonitor |1
169. 229. 3. 90 Lhited Sates 147.237.76.200 |eitan. aka.idf.il [drop SAMrul e drop 1
95. 38. 61. 199 IF;.$B| i'i'g;"'c 147. 237. 77. 216 |dover. i f . i Bad TCP sequence Invalid ACK nunber aert 1
141.212. 122. 203|thited Sates 147.237.0.19 |nedimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
62.219. 154. 124 |Israel 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |1
141.212.122. 195|thited Sates 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
200. 74. 240. 180 |Pananma 147. 237. 76. 148 |gqcent er. aka. i of . i [dr op drop 1
156.207.7.229  |Egypt 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 197 |thited Sates 147.237.8.45 |e.eitanidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 225 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 136|Uhited Sates 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
95. 38. 61. 199 IF;_SEH i'i'?’f"'c 147. 237. 77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber moni tor |1
169. 229. 3. 90 Lhited Sates 147.237.77.61 |e.cogat.idf.il dr op SAMrul e drop 1
141.212. 122. 206|thited Sates 147.237.72. 167 |i shurimaka.i df.i1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85. 64. 27. 143 I srael 147.237.77. 170 |naarachot .idf.il |Bad TCP sequence I'nval i d ACK nunber aert 1
141.212.122. 195|Wnited Sates 147.237.76.44 |erefush.icf.il  [Geo-1 ocation enf or cenent Geo-I ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 144 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
37.26.147.195 |[Israel 147.237.77.216|dover . i df . i Unhaut hori zed URL Access to widf.il/tenpl ates/articl e/ watch B ock 1
172.56.31. 161 |lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock 1
84. 95. 208. 20 | srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 50 I srael 147.237.72. 166 |aka. i df . i | e aka i df . i |/ mai v/ gi yus/ | ogi n. aspx?nodul et ogot 0=0 Bl ock 1
199. 30. 25. 92 Lhited Sates 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock
156. 205.57.50 |Egypt 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 1
. . Unaut hori zed URL Access to
66.249.78.240 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ smal i nd showbi g. aspx Bl ock 1
178. 255. 87.242 |United Kingdom [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt Bl ock 1
130. 193. 37. 2 RJSf;;”i o 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1497-he/ at al . aspx B ock 1
; . ] Unaut hori zed URL Access to
207.46.13.106 |[wnited Sates 147.237.72. 166 |aka. i df . i | vaww aka, i of . i 1/ rai n/ snal i n ht nh /10, asp Bl ock 1
156. 205. 126. 151 |Egypt 147.237.77.216|dover.idf .il Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
66.249.78.254 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docl.. in v aka.idf.il/nain/giyus/general.aspx [None 1
54.153.33.152 [lhited Sates 147.237.72.167|i shuri maka. i df . i ||Unaut hori zed URL Access to 147.237.72. 167/ B ock
. . . Unaut hori zed URL Access to
180.76.15. 15 China 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ shared/ cl i entscripts/jquery/jquery-1.4.2.nin.js Bl ock !
141.212. 122. 129|Uhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to /x Bl ock 1
66. 249. 78. 18 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
213.57.157.108 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
157.55. 2. 185 Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.i|Mitiple Unauthorized URL Access from 84.95. 208. 20 B ock 1
54.153.33.152 |thited Sates  |147.237.77.176|mat pash.idf . il Unhaut hori zed URL Access to 147.237.77.176/ B ock 1
199. 30. 24. 35 Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 1
149. 125. 25. 4 Lhited Sates 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed LRL Access to ww cogat . i df.il/sip_storage/ B ock 1
. . SS. Whtraceabl e Gonnection - Protocol violation
66.249. 78. 158 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO None 1
157. 55. 39. 13 Lited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df . i|Uhaut hori zed URL Access to wan kosher -kravi . idf.il/defaul t.aspx B ock 1
65.55.210.198 |Liited Sates 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on ww i df.il/error.htm B ock 1
199. 30. 24. 214 |Uiited Sates 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
156. 205. 50. 203 |Egypt 147.237.77.216|dover.idf .il Ostributed Wnhaut hori zed URL Access on waw i df.il/error.htm B ock 1
66.249.78.234 | srael 147. 237.72. 166 |aka. i df . i | Distributed hauthori zed LR Access on B ock 1

147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx
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