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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste | gnature | Devi ce Action |count |
66. 249. 69. 69 Lhited Sates 147.237.77.176 nat pash. i df i | Bl ock | p Wb In drop 134
66. 249. 69. 85 Lhited Sates 147.237.77.176 nat pash. i df .i | Bl ock | p Vb In drop 127
66. 249. 69. 77 Lhited Sates 147.237.77. 176 nat pash. i df . i | ock I'p Véb In drop 98
66. 249. 93. 164 Lhited Sates 147.237.77. 216 dover.idf.il ock I'p Véb In drop 78
66. 249. 93. 160 Lhited Sates 147.237.77. 216 dover.idf.il ock | p_ VWb In drop 77
66. 249. 67. 22 Lhited Sates 147.237.76. 86 navy.idf.il Block Ip Véb In drop 75
66. 249. 93. 168 Lhited Sates 147.237.77.216 dover.idf.il Bl ock | p Wb In drop 67
66. 249. 67. 30 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock | p Vb In drop 52
66. 249. 67. 116 Lhited Sates 147.237.77. 74 lawidf.il ock I'p Véb In drop 49
66. 249. 67. 14 Lhited Sates 147.237.76. 86 navy.idf.il ock | p Wb _In drop 49
66. 249. 78. 104 Lhited Sates 147.237.77.170 naar achot . i df . il ock | p_ VWb In dr op 30
66. 249. 67. 100 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In drop 30
66. 249. 67. 155 Lhited Sates 147. 237.76. 86 navy. idf.il Bl ock |p Vb In drop 28
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock |p Véb In drop 26
66. 249. 69. 79 Lhited Sates 147.237.0. 34 tikshuv.idf.il ock Ip Wb _In drop 23
66. 249. 78. 111 Lhited Sates 147.237.77. 170 naar achot . i df . i | ock I'p Véb In drop 21
66. 249. 69. 87 Lhited Sates 147.237.0. 34 tikshuv.idf.il ock | p_ VWb In dr op 21
66. 249. 67. 108 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In drop 20
62.219. 155. 238 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 18
66. 249. 69. 95 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock | p Vb In drop 17
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il ock I p Véb In drop 16
66. 249. 67. 34 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | ock | p Wb _In drop 16
66. 249. 78. 97 Lhited Sates 147.237.77.170 naar achot . i df . il ock | p_ Wb In dr op 16
66. 249. 67. 50 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | Block Ip Véb In drop 15
66. 249. 69. 112 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock | p Wb In drop 14
66. 249. 93. 242 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Ip V¢b In dr op 13
66. 249. 67. 147 Lhited Sates 147.237.76. 86 navy.idf.il ock I p Wb _In drop 13
66. 249. 69. 50 Lhited Sates 147. 237. 72. 166 aka.idf.il ock I'p Véb In drop 13
66. 249. 67. 92 Lhited Sates 147.237.77. 74 lawidf.il ock | p_ Wb In dr op 12
66. 249. 78. 21 Lhited Sates 147.237.76. 42 refuah.idf.il Block Ip Véb In drop 12
66. 249. 67. 42 Lhited Sates 147.237.77. 226 won chanat z. aka. i df . i | Block Ip V¢b In dr op 11
66. 249. 69. 93 Lhited Sates 147.237.72. 166 aka.idf.il B ock |p Vb In drop 10
66. 249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il ock I p Wb _In drop 9
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il ock I'p Véb In drop 9
66. 249. 67. 3 Lhited Sates 147.237.76. 86 navy.idf.il ock | p_ Wb In drop 8
66. 249. 69. 117 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il Block Ip Véb In drop 7
66. 249. 69. 42 Lhited Sates 147.237.72. 166 aka idf.il Bl ock | p Wb In drop 7
66. 249. 69. 120 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock | p Vb In drop 7
66. 249. 69. 101 Lhited Sates 147. 237. 72. 166 aka.idf.il ock I'p Véb In drop 6
66. 249. 69. 34 Lhited Sates 147. 237. 72. 166 aka.idf.il ock I'p Véb In drop 6
66. 249. 67. 66 Lhited Sates 147.237.76. 86 navy.idf.il ock | p_ VWb In drop 6
66. 249. 69. 105 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Block Ip Véb In drop 6
66. 249. 67. 76 Lhited Sates 147.237.77. 74 lawidf.il Bl ock |p Ve¢b In drop 6
66. 249. 69. 125 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il Bl ock Ip Véb In drop 5
66. 249. 69. 54 Lhited Sates 147.237.0. 34 tikshuv.idf.il ock I p Wb _In drop 5
66. 249. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il ock I'p Véb In drop 5
66. 249. 78. 236 Lhited Sates 147.237.76. 42 refuah.idf.il ock | p_ Wb In drop 5
66. 249. 69. 97 Lhited Sates 147.237.0. 15 kaosher-kravi .idf.il Block Ip Véb In drop 4
66. 249. 67. 84 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In dr op 4
66. 249. 69. 89 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock Ip Véb In drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Addr ess

|Ste |Name |Davi ce Action |Oount |
184. 33. 59. 160 Lhited Sates 147.237.77.216 |dover.idf.il|7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
96. 255. 43. 151 Lhited Sates 147.237.72.166 |aka.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste

| Narme

|Count\

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
103.107.17. 72 |RSSian 147.237.76.30 |hi mush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
Federation
43. 255. 191. 165 |Japan 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 1
119. 97.231. 102 |Chi na 147.237.77. 227 |e. hanaz. i df . i | ET SCAN NVAP -f -sS 1
43.255. 191. 165 [Japan 147.237.76. 197 |e. hinush. i df . i1 ET SCAN Potential SSH Scan 1
94.102. 56. 231 Net her | ands 147.237. 0. 35 akaws. i df.il ET SCAN NMAP -sS wi ndow 1024 1
43.255. 191. 165 [Japan 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 210|Chi na 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 210|Chi na 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237. 8. 28 e. nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 210|Chi na 147. 237. 76. 147 |chi nuch. aka.i df .i | ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.77. 176 [nat pash. i df . i | ET SCAN Potential SSH Scan 1
221.235.188. 210|Chi na 147.237. 8. 50 e tikshuv.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.8.14 |e.orchot.idf.il ET SCAN Potential SSH Scan 1
221, 235.188. 210|Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
43.255. 191. 165 [Japan 147.237.77.233|atal .idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 165 [Japan 147.237.77. 121 |e.navy.idf.il ET SCAN Potential SSH Scan 1
119. 97.231. 102 |Chi na 147.237.77. 227 |e. hanaz. i df . i | ET SCAN NMAP -sS wi ndow 2048 1
43.255. 191. 165 [Japan 147.237.76. 199 |e. nakchal .i df.i | ET SCAN Potential SSH Scan 1
114.112.90.54 |China 147.237.0.16 |ny-kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 165 [Japan 147.237.76. 42 |refuah.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 210|Chi na 147.237.77.233|atal .idf.il ET SCAN Potential SSH Scan 1
85.125.127.77 |Austria 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 4096 1
43.255. 191. 165 [Japan 147.237. 0. 33 idf.il ET SCAN Potential SSH Scan 1
221.235.188. 210|Chi na 147.237.77. 176 [nat pash.i df . i | ET SCAN Potential SSH Scan 1
76.164. 222 5 Uited Sates 147 237.0.19 |medimatal idf il Fgfﬂogkhaw oral Uhusual ly fast Termnal Server Traffic, Potential Scan or 1
221.235.188. 210|Chi na 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.77. 178 |e. nat pash.i df .i | ET SCAN Potential SSH Scan 1
221.235.188. 210|Chi na 147.237.72. 217 |e.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.8.27 |e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
221.235.188. 210|Chi na 147.237.8.14 |e.orchot.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 165 [Japan 147.237.77. 243 |nobile.idf.il ET SCAN Potential SSH Scan 1
212.7.209. 11 Net her | ands 147. 237 0.19  |nagi matal idf.il ﬁrﬁﬁoﬁmhaw oral Lhusual ly fast Terminal Server Traffic, Potentia Scan or 1
43.255. 191. 165 |Japan 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Addr ess ‘S’te

‘Massage

Country
84.109.2.215  |Israel 147.237.76. 42 |refuah.idf.il i’a\: ge”ansmt wWth different wndow o 4 1op sequence noni t or 168
84.100.2.215 | srael 147.237.76.42 |refuah.idf.il iz;e“ansm't wWth different wndow o, top sequence alert 166
136. 243. 36. 88  |Ger many 147.237.77. 176 [nat pash.idf.i1|SAM rul e drop drop 139
41. 44. 207. 37 Egypt 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 75
174.124.169.24 |Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 67
46.19. 86. 247 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 36
84.109. 6. 114 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 32
89. 139. 185. 104 |l srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 24
93. 80. 79. 93 :ZZ:;} o 147.237.77. 216 |dover.idf.il |First packet isn't SN drop drop 22
46.121.51. 125 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 17
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 10
37.48.120. 214 Net her | ands 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 10
98. 210. 231. 138 |Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 9
70.39.187.112 |Satellite Providef147.237.76.86 |navy.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 8
207.46.13.82  |United Sates  |147.237.77. 216 |dover.idf.i1 | VA1 segment retransmssion. Packet  [Streamng Engine: TGP Invalid drop 8
dr opped. Ret r ansni ssi on

74.104.130.252 |Whited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 7
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 7
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 7
190. 181. 201. 93 |Hondur as 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 7
62.219. 155. 238 |Israel 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
46.19.86. 1 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
85. 250. 30. 228 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
79.177.168. 14 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
204. 237.22. 235 |Canada 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 4
176.228. 23. 8 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
85.72.40.4 G eece 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
2.89.42.35 Saudi Arabi a 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
17.142.151.71 |Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 4
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
5. 255. 253. 124 gz:;;r: on 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
84.228. 144. 163 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 3
68.180.228. 117 |lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 3
68.197.45.0 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 3
87.69. 79. 31 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 3
8.37.227.81 g”;(’;ymus 147.237.76.86 |nawy.idf.il |Response out of state Bl ock HTTP Non Conpl i ant noni t or 3
27. 66. 38. 96 \i et nam 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 2
2.54.120.197  [israel 147.237.72. 166 |aka. i df .| iz;e“ansmt wWth different wndow o, top sequence monitor |2
17.142.149.126 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
184.33.59.160 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
192. 249. 64. 249 |Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 2
173.252.110. 113|lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
54.72.0.55 Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 2
197. 37. 145. 103 |EHyypt 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 2
69.171.227. 113 |lLhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
173.252.110. 117|lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
17.142.151. 116 |Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 2
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2




04-11-2015-04:03:04 to 04-11-2015-05:03:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |dte ; ‘Count
Country Action
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Ml tiple Uhaut horized URL Access from 157.55. 39. 42 Bl ock 2
17.142.151. 181 |lLhited Sates 147.237.77. 216 |dover.idf.il Ml tiple Whauthorized URL Access from 17.142.151. 181 Bl ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waww navy. i df.il/994-8613- he/ navy. aspx. aspx |B ock 2
155. 94, 222. 12 147.237. 72. 167 |i shuri maka.i df. i |Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
17.142.151.116 |lhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 1
157. 55. 39. 172 Lhited Sates 147.237.72. 166 |aka. i df. il Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
66. 199. 231. 242 |lhited Sates 147.237.72. 166 |aka.idf.il Unknown Paraneter pop in ww aka. i df.il/mai n/ horme/ None 1
: . . Uhaut hori zed URL Access to
17.142.151. 116 |Uhited Sates 147.237.77. 216 |dover . i f .| waw i df . i |/ engl i sh/ announcenent s/ 2003/ nar ch/ 24. st m Bt ock !
190. 181. 201. 93 |Hondur as 147. 237. 77. 216 |dover. i df . i | M tiple Ful lw dth/Hal fw dth Lhi code Encoding on LR Paraneter(+) from g o\ 1
190. 181. 201. 93
69.171.227. 114 |Whited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . il/894-en/i df gdover. aspx Bl ock 1
157.55.39. 114 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 157.55. 39. 114 Bl ock 1
192.171.235.97 |lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwu i df.il/newsitel english/nain. asp Bl ock 1
: R Unaut hori zed URL Access to
157.55. 39. 114 Lhited Sates 147.237.77. 216 |dover.idf.il wwn i df . i 1/ engl i sh/ announcenent s/ 2003/ august / 14a. st m Bl ock 1
17.142.151.181 |lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0817-1.stm Bl ock 1
198. 20. 69. 74 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
125. 209, 235, 178K ReAWIIC |1/ 537 77 216 |dover.idf. il Distributed Wnaut hori zed LR Access on B ock 1
of wan i df . i11// newsite/ engl i sh/ mai n. asp
17.142.151.71 |Wwited Sates  |147.237.77. 216 |dover.idf. il Wnaut hori zed LRL Access to . . B ock 1
wwy i df . i |/ engli sh/organi zati on/ gol ani / gol ani . stm
: s Unaut hori zed URL Access to
157.85.39. 143 United Sates 147.237.77. 176 |mat pash. i df . 1 W cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
. . Uhaut hori zed URL Access to
62.210. 114. 129 |Fance 147.237.76.42 |refuah.idf.il ww refua atal i of i1 /si p_storagelfiles/ & 3198. pdf/ t r ackback/ Bl ock 1
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