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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action |Count |
66. 249. 69. 69 Lhited Sates 147.237.77.176  |natpash.idf.il B ock |p Vb In dr op 177
149. 78. 6. 214 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegot i ation-A i dest - reset 158
66. 249. 69. 85 Lhited Sates 147.237.77.176  |natpash.idf.il Block Ip V¢b In drop 138
66. 249. 69. 77 Lhited Sates 147.237.77.176 |natpash.idf.il ock I p Véb In drop 123
220.181.108. 160 |China 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 91
66. 249. 93. 168 Lhited Sates 147.237.77. 233 atal.idf.il Block Ip Véb In dr op 52
66. 249. 67. 14 Lhited Sates 147. 237.76. 86 navy.idf.il Bl ock |p Vb In drop 48
192. 168. 1. 100 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 45
66. 249. 93. 172 Lhited Sates 147.237.77.233 |atal.idf.il Block Ip V¢b In drop 44
66. 249. 67. 30 Lhited Sates 147. 237.76. 86 navy. i df.il ock I p Véb In drop 38
66. 249. 78. 104 Lhited Sates 147.237.77.170 naar achot . i df . i | Bl ock | p_ Vb In drop 38
66. 249. 67. 22 Lhited Sates 147.237.76. 86 navy.idf.il Block Ip Véb In dr op 29
66. 249. 78. 28 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock I|p Vb In drop 26
66. 249. 69. 95 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock | p_V¢b In drop 24
66. 249. 78. 159 Lhited Sates 147.237.77.216 |dover.idf.il Block Ip V¢b In drop 21
66. 249. 67. 84 Lhited Sates 147.237.77. 74 lawidf.il ock I p Véb In drop 20
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p_ Vb In drop 20
66. 249. 67. 3 Lhited Sates 147.237.76. 86 navy.idf.il Block Ip Véb In dr op 19
66. 249. 78. 14 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock I|p Vb In drop 18
66. 249. 93. 164 Lhited Sates 147.237.77.233 |atal.idf.il Block Ip V¢b In drop 18
66. 249. 67. 76 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In drop 16
66. 249. 67. 155 Lhited Sates 147. 237.76. 86 navy. i df.il ock I p Véb In drop 15
66. 249. 69. 34 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p_ Vb In drop 15
66. 249. 69. 87 Lhited Sates 147.237.0. 34 tikshuv.idf.il Block Ip Véb In dr op 14
66. 249. 67. 147 Lhited Sates 147.237.76. 86 navy. i df.il Block Ip V¢b In drop 14
66. 249. 69. 105 Lhited Sates 147.237.0. 15 kosher -kravi .i df il Bl ock | p_V¢b In drop 14
66. 249. 78. 21 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_Ip Véb In drop 14
66. 249. 69. 109 Lhited Sates 147.237.72.166 |aka.idf.il ock I p Véb In drop 14
66. 249. 78. 111 Lhited Sates 147.237.77.170 naar achot . i df . i | Bl ock | p_ Vb In drop 13
66. 249. 69. 101 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Véb In dr op 13
66. 249. 67. 100 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In drop 12
66. 249. 78. 173 Lhited Sates 147.237.77.216  |dover.idf.il Block Ip V¢b In drop 12
66. 249. 78. 97 Lhited Sates 147.237.77.170 |mmarachot.idf.il Bl ock Ip V¢b In drop 12
66. 249. 67. 116 Lhited Sates 147.237.77. 74 lawidf.il ock I p Véb In drop 11
66. 249. 78. 93 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p_ Vb In drop 10
66. 249. 69. 47 Lhited Sates 147.237.0. 34 tikshuv.idf.il Block Ip Véb In dr op 10
66.249. 78. 79 Lhited Sates 147.237.77. 233 atal.idf.il Block Ip Véb In drop 10
66. 249. 93. 160 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock | p Véb In drop 9
66. 249. 69. 50 Lhited Sates 147.237.72.166 |aka.idf.il Bl ock Ip V¢b In drop 9
66. 249. 69. 89 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ock_Ip V¢b_In drop 8
66. 249. 67. 92 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p_ Vb In drop 7
66. 249. 69. 79 Lhited Sates 147.237.0. 34 tikshuv.idf.il Block Ip Véb In dr op 7
66. 249. 67. 34 Lhited Sates 147.237.77. 226 wwn chanat z. aka. i df . i | Block Ip Véb In drop 6
66. 249. 69. 42 Lhited Sates 147.237.72.166 |aka.idf.il Bl ock | p Véb In drop 6
66. 249. 67. 42 Lhited Sates 147.237.77.226  |waww chanat z. aka. i df . i | Bl ock_Ip Véb In drop 6
66. 249. 64. 136 Lhited Sates 147.237.77.170 |mmarachot.idf.il ock I p Véb In drop 6
66. 249. 69. 93 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p_ Vb In drop 6
66. 249. 64. 63 Lhited Sates 147.237.76. 31 nakchal .idf.il Block Ip Véb In dr op 5
66. 249. 67. 108 Lhited Sates 147.237.77. 74 lawidf.il Bl ock |p Vb In drop 5
66. 249. 93. 164 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock | p Véb In drop 5




04-11-2015-02:03:08 to 04-11-2015-03:03:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess

|Ste |Narre |DeviceAction \Ooum |
84.109. 179. 49 | srael 147.237.76. 31 nakchal . i df.il |CLO0O0004: HTTP:. options nmethod (M crosoft) Bl ock 10
24.57.16. 119 Canada 147.237.77.216 |dover.idf.il |7120: TGP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute Bl ock 1
41.129.121. 166 |Egypt 147.237.77.216 |dover.idf.il |7120: TP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Bl ock 1




04-11-2015-02:03:08 to 04-11-2015-03:03:08

|Top Attackers In |D|

Attacker Address |Attacker Gountry |Target Address |Ste | Name | count |
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 24
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 5
61. 240. 144. 66 Chi na 147.237.72.167 |ishurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235. 188. 213 |Chi na 147.237. 8. 45 e.etanidf.il ET SCAN Potential SSH Scan 1
213.26.203.138 |ltay 147.237. 0. 35 akavs. i df .i | ET SCAN NVAP -sS w ndow 2048 1
179.43.135.178 |Satzerland 147.237.72.166 |aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
101. 227. 68. 35 Chi na 147.237.0. 16 ny- kosher-kravi.idf.i|l |ET SCAN Potential SSH Scan 1
91.224.132.118 |Russi an Federation |147.237.77.212 |e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.235. 188. 213 |Chi na 147.237.77.234 |hal ag.idf.il ET SCAN Potential SSH Scan 1
68. 150. 221. 7 Canada 147.237.76.39 |nobile neitav.idf.il SERVER VEBAPP bad HITP/ 1. 1 request, Potential ly wormattack 1
221.235.188. 213 |Chi na 147.237.76.86 |navy.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 213 |Chi na 147.237.76.39 |nobile neitav.idf.il ET SCAN Potential SSH Scan 1
213.26.203.138 |ltay 147.237.0.35 akaws. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
213.26.203.138 |ltaly 147.237.0. 35 akavs. i df .il ET SCAN NVAP -f -sS 1
184.21.144.195 |lhited Sates 147.237.77.216 |dover.idf.il C5- WNDOMAS M crosoft Forefront UAG javascript handler in UR XSS attenpt 1
104. 128. 144. 130 147.237.72.14 |dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 4096 1
94.102. 56. 231 Net her | ands 147.237.72. 167 |ishurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.235.188. 213 |Chi na 147.237.77. 170 |naarachot.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.76.202 |e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235. 188. 213 |Chi na 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1




04-11-2015-02:03:08 to 04-11-2015-03:03:08

|Top Attackers In FW |

Atacker Address |Attacker Country |Target Address |Ste | Message | Name | Devi ce Action |Count |
136. 243. 36. 88 CGer many 147.237.72.166 |aka.idf.il SAMrul e drop drop 177
41.69. 11. 254 Egypt 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 79
85. 64. 48. 244 | srael 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 74
37.26.148. 188 | srael 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 53
184. 21.144. 195 Lhited Sates 147.237.77.216 |dover.idf.il Frst packet isn't SN drop dr op 47
89. 207. 133. 55 Net her | ands 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 38
2.54.29.195 | srael 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 36
37.48.120. 214 Net her | ands 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 27
41.222.131. 116 Egypt 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 26
89. 139. 185. 104 | srael 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 25
121.75. 8. 144 New Zeal and 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 22
109. 253. 133. 157 |lsrael 147.237.77.216 |dover.idf.il FHrst packet isn't SWN drop drop 13
68.41.116. 68 Lhited Sates 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 13
93. 172. 63. 134 | srael 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 13
109. 253. 130. 74 | srael 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 13
41. 35. 98. 33 Egypt 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 12
86. 166. 4. 165 Uni ted Ki ngdom 147.237.77.216 |dover.idf.il Frst packet isn't SN dr op drop 12
105. 155. 9. 62 Mor occo 147.237.77.216 |dover.idf.il FHrst packet isn't SWN drop drop 11
157. 55. 39. 42 Lhited Sates 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 10
50. 87. 144. 145 Lhited Sates 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 10
93.172. 34. 126 | srael 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 10
207. 46. 13. 82 Lhited Sates 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 10
149. 78. 154. 69 Lhited Sates 147.237.77.216 |dover.idf.il Frst packet isn't SN dr op drop 8
157.55. 39. 6 Lhited Sates 147.237.77.216 |dover.idf.il FHrst packet isn't SWN drop drop 8
78.17.15. 141 Irel and 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 7
212.199. 182. 150 |lsrael 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 7
46. 19. 85. 243 | srael 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 6
79.173.212.213 Jordan 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 6
157. 55. 39. 114 Lhited Sates 147.237.77.216 |dover.idf.il Frst packet isn't SN dr op drop 5
80. 246. 130. 130 | srael 147.237.77.216 |dover.idf.il FHrst packet isn't SWN drop drop 5
68. 150. 221. 7 Canada 147.237.76.196 |e.sviva.idf.il |Geo-1ocation inbound enforcenent Geo- | ocati on enf or cenent drop 4
68. 150. 221. 7 Canada 147.237.76.201 |e.atal.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 4
110.174. 216. 151 |Australia 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 4
68. 150. 221. 7 Canada 147.237.76.197 |e hinush.idf.il |Geo-1ocation inbound enfor cenent Geo- | ocati on enf or cenent drop 4
190. 107. 176. 148 |Ghile 147.237.77.216 |dover.idf.il Response out of state Bl ock HTTP Non Conpliant |nonitor 4
52.16.5.197 Lhited Sates 147.237.77.216 |dover.idf.il FHrst packet isn't SWN drop drop 4
68. 150. 221. 7 Canada 147.237.76.202 |e.halag.idf.il |Geo-location inbound enforcenent Geo-| ocati on enf or cenent drop 4
68. 150. 221. 7 Canada 147.237.76.44 |e.refuah.idf.il |Geo-1ocation inbound enfor cenent Geo- | ocati on enf or cenent drop 4
68. 150. 221. 7 Canada 147.237.76.198 |e.yohal an.idf.il|Geo-1ocation inbound enfor cenent Geo- | ocati on enf or cenent drop 4
41. 33. 232. 65 Egypt 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 4
68. 150. 221. 7 Canada 147.237.76.199 |e.nakchal .idf.il|Geo-1ocation inbound enforcenent @eo-| ocati on enf or cenent dr op 4
85.72.40.4 G eece 147.237.77.216 |dover.idf.il FHrst packet isn't SWN drop drop 4
84.109. 179. 49 | srael 147.237.77.216 |dover.idf.il Frst packet isn't SWN drop drop 3
68. 180. 228. 117 Lhited Sates 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 3
84. 228. 27. 136 | srael 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 3
5. 255. 253. 124 Russi an Federation |147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 3
120. 20. 56. 49 Australia 147.237.77.216 |dover.idf.il Frst packet isn't SN dr op dr op 3
95. 86. 67. 244 | srael 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 3
192.249. 64.249 |lhited Sates 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 3
69. 12. 82. 127 Lhited Sates 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |dte ; ‘Count
Country Action

37.26.148. 176 | srael 147.237.77. 243 |nobile.idf . il Ml tiple Whaut horized URL Access from 37.26. 148. 176 B ock 8

46. 116. 95. 136 | srael 147.237.72. 166 |aka. i df . il Suspi ci ous Response Code_Qust om Tenpor ary B ock 4

190. 107. 176. 148|Chil e 147.237.77. 216 |dover.idf.il Dstributed |11 egal Byte Gode Character in Mthod B ock 3
; s Unhaut hori zed URL Access to

72.9.148.10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df . i | / 994- 8613- he/ navy. aspx. aspx B ock 2

116.212. 210. 132]Australia 147.237.77. 216 |dover.idf.il Dstributed I11egal Byte Gode Character in Mthod B ock 2
s Unaut hori zed URL Access to

194. 187. 168. 27 |Pol and 147.237. 77. 216 |dover.idf.il v i o . i |/ hebrew or gani zat i on/ chapl ail neyf chapl i n. stm B ock 1

167.160. 115. 197 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/newsite/ english/nain. asp B ock 1

2.54.177. 252 | srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1

188. 165. 15. 10  |Fance 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 14- 5500- he/ pat zar . aspx B ock 1

157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www i df.il/newsite/english/0901-1.stm B ock 1

46.117.105. 135 |l srael 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1

207. 46.13. 79 Lhited Sates 147.237.72. 166 |aka.idf.il Lhknown Paraneter KEY in wwy aka. idf.il/ishurinmicityofficers/ None 1
. S Unhaut hori zed URL Access to

175.42.91.134 |China 147.237.77. 176 |nat pash. i df .i | v cogat . i df . i 1/si p_storagel fi| es/ 3/ 3593, pdf / t r ackback/ B ock 1

84.109. 179. 49 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waww idf.il/https:/wwidf.il/ B ock 1
R Unhaut hori zed URL Access to

188.165. 15. 241 |France 147.237.77. 216 |dover . i f .| waww i df . i |/ engl i sh/ announcerrent s/ 2003/ nar ch/ 02. st m Bl ock !
; R Unhaut hori zed URL Access to

157.55.39.101 ([Lhited Sates |147.237.77.216|dover.idf.il 147. 237. 77. 216/ 1133- 14363- he/ dover . aspx B ock 1

68. 150. 221. 7 Canada 147.237.76.30 |hinush.idf.il D stributed Lhaut hori zed URL Access on //tnmunbl ock. cgi B ock 1

207. 46. 13. 82 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www i df.il/newsitelenglish/1210-3.stm B ock 1

188. 40. 28. 160  |Ger many 147.237.77. 216 |dover.idf.il Dstributed |11egal Byte Gde Character in Mthod B ock 1

87. 69. 148. 215 | srael 147.237.72. 166 |aka.i df .i | Unknown Paraneter  EVENTVALI DATI ON in waw aka. i df .il/mai n/sachar/ |None 1
S Unaut hori zed URL Access to

37.26.148.176 I srael 147.237.77. 243 |mubi [ e i f . i1 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock !

157.55.39.153 |lhited Sates 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1

68. 150. 221. 7 Canada 147.237.76.39 |nobile neitav.idf.i|Uauthorized URL Access to / B ock 1

188. 40. 28. 160  |Ger many 147.237.77. 216 |dover.idf.il Extrenel y Long HTTP Request B ock 1
s URL is Above Root Orectory

89.207.133.55  |Netherl ands 147.237.77. 216 |dover.idf.il Wi df i1/, ./ shared/ ol i ent scri pt s/ ui / ui . dat epi cker . | s B ock 1

46.19.123.125 |France 147. 237.77. 216 |dover. i df . i | Wnauthori zed URL Access to B ock 1

wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper /

190. 107. 176. 148|Chil e 147.237.77. 216 |dover.idf.il Il1egal Byte Gde Character in Mthod B ock 1
: s Unaut hori zed URL Access to

157.55.39.176  |United Sates 147.237.76.86 navy.idf. il wwn navy. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !

68. 180. 228. 232 |lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1

188. 138. 17. 205 |FHance 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
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