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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country Address

Signature

‘Target

‘Site ‘

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Vb _In drop 3965
38. 130. 96. 177 Uhi ted Sates 147.237.77.216 _ |dover.idf.il HTTP- M SC- DoS- GoodBy e- 30 dest -r eset 2366
2.54.128. 118 I sr el 147.237.77.216  |dover.idf.il l;]; handshake violation, first packet mot |, 1214
38.130. 96. 177 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock_Udp Al _Nets drop 78
38. 130. 96. 177 Lhited Sates 147.237.77. 216 dover.idf.il DOs- HTTP-fi ref | ood dest - r eset 58
38. 130. 96. 177 Uhi ted Sates 147.237.77.216 _ |dover.idf.il DOS- LA G- TCP- 80- cat dest -r eset 10
123. 59. 59. 52 Chi na 147.237.0. 15 kosher - kravi . i df .iljbl ock-sp-traf 1 forward 4
192. 115. 90. 26 I srael 147.237.77. 216 dover. i df il I;]; handshake violation, first packet mot |, 3
173. 252. 95, 23 Wited Sates 147.237.77.216  |dover.idf.il ;?: handshake violation, first packet mot |4 2
212.179. 21. 194 I srael 147.237.77. 216 dover. i df il I;]; handshake violation, first packet mot |, 2

93. 233. 4. 241 Ger many 147. 237.77. 216 dover.idf.il ;?: handshake viol ation, first packet not |, ) 2

46. 19. 86. 47 I srael 147.237.77. 216 dover. i df il I;]; handshake violation, first packet mot . 1
2.54.137. 201 I srael 147.237.77.216  |dover.idf.il ;?: handshake violation, first packet mot |4 1
185.94.111.1 Russi an Federation 147.237.8. 24 elifestyle.idf.il |Bock Wp All Nets drop 1

46. 19. 86. 97 I srael 147. 237.77. 216 dover.idf.il :;j: handshake violation, first packet mot | 1

41. 100. 138. 154 Ageria 147.237.77.216  |dover.idf.il I;]: handshake viol ation, first packet not |4 ) 1
46. 244. 90, 31 Pal est.| nian Territory, 147. 237. 77. 216 dover i df.il TCP handshake vi ol ation, first packet not drop 1

Qceupi ed syn

46.19. 85. 20 I'srael 147.237.77.216  |dover.idf.il I;]: handshake violation, first packet mot |4 1
176. 31. 60. 249 France 147. 237. 76. 30 hi nush. i df . | Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘S gnature Devi ce Action |Count
87.71.66.97 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 6
185. 120. 125. 25 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR B ock 2
87.69. 89. 8 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
46.120. 162. 57 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 185. 37. 254 Japan 147.237.77.233 |atal .idf.il C1000016: HITP. administrator in UR Bl ock 1
61. 135, 189. 122 Chi na 147.237.76. 31 nakchal .idf.il |Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
189. 218. 249. 49 |147.237.77.61 |Mexico e.cogat.idf.il Potential Scan or Brute Force 1
173.88.225.181 [147.237.8.50 |Wnited Sates [e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
173. 88.225. 181 (147.237.8.50 |Wited Sates [e.tikshuv.idf.il ET SCAN NVAP -f -sS 1
88.204.187.90 [147.237.0.16 |Kazakstan ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
79.183.96.218 |147.237.77.216|Israel dover.idf.il portscan: TCQP D stributed Portscan 1
46.210. 239. 100 |(147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
212.179.21. 194 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
5.29.241.49 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
208. 100. 26. 228 |[147.237.0.34 |Wited Sates [tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
, L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
1.34.5.124 147.237.0.15 |Tai wan kosher-kravi .idf.il Potential Scan or Brute Force 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 218. 249. 49 |147.237. 77. 121 |Mexi co e navy.idf.il Fotential Sean or Brute Force 1
, L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
189. 218. 249. 49 |147.237.77.19 |Mexico lawforumidf.il . 1
Potential Scan or Brute Force
173. 88. 225. 181 (147.237.8.50 |Wited Sates [e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
. - ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
89.248. 162. 167 |[147.237. 76. 197 [Net her | ands e. hi nush. i df .i | . 1
Potential Scan or Brute Force
84.108. 32. 46 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.183.96.218  [147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
, L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
219.135.123. 117|147. 237.0.33  |China idf.il . 1
Potential Scan or Brute Force
40. 84. 149. 32 147.237.77. 74 |Wited Sates |lawidf.il ET SCAN NVAP -sS wi ndow 3072 1
208. 100. 26. 228 |147.237.8.27 |Wited Sates [e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.52.181 147.237. 72. 166 |I srael akaidf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
38.130.96.177 |Uited Sates [147.237.77.216|dover.idf.il  [Bad TCP sequence SN retransmt with i fferent moni tor  |1359
w ndow scal e
38.130.96.177 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 518
192.168. 173. 102 147.237. 77. 216 |dover.idf.il Geo-1 ocat i on enf or cenent Geo-1 ocation i nbound enforcenent |nonitor 330
192.168. 173. 102 147.237.72. 166 |aka.idf .il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcenent |nonitor 174
46. 19. 86. 162 | srael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 85
93.172.131. 177 | srael 147.237.76.42 |refuahidf.il  |Bad TOP sequence SN retransnt wih different monitor |38
W ndow scal e
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
102.171.234.22 |Whited Sates |147.237.77.216|dover.icf.il  |Bad TCP sequence SN retransmt with i fferent mnitor |25
W ndow scal e
192. 114. 105. 254! srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SW drop 23
Sreanming Engine: TCP Invalid i i Ssi
109. 253. 221. 205|i srael 147.237. 77. 243 |robi | e. i df . i | 9 =g nval i d segnent retransmssi on. drop 21
Ret ransmi ssi on Packet dr opped.
73.253.227.193 |lWhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 13
Sreamng Engine: TCP Invalid i i ssi
46.19. 85.53 I srael 147. 237.77. 243 |nubi 1 e.i df .i 9 =g nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.182.186. 178 | srael 147.237.76. 200 |ei tan. aka. i df . g =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
93.172.7.224  |israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =g nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
66.249. 93. 119  |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
Sreanming Engine: TCP Invalid i i Ssi
109. 65. 111. 245 [ srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
79.183.96.218 |Israel 147.237.72. 166 |aka i df . g =g nvalid segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreaning Engine: TQP Invalid i i SSi
87.70.7.68 I'sr ael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
37.26.147.201 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or 8
46. 19. 86. 186 | srael 147.237.72. 166 |aka.idf . il drop SAMrul e drop 8
46.19. 85. 193 | srael 147.237.0.34 |tikshuv.idf.il |dr op SAMrul e drop 8
2.52.129.178 I srael 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
89. 138. 170. 37 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 7
213.57.243.91 |Israel 147.237.76.31 |nakchal .idf.il |drop First packet isn't SW drop 7
46. 19. 85. 103 I srael 147.237.72. 156 |anan. i df .i | drop SAMrul e drop 7
109. 65. 248.69 |l srael 147.237.77. 176 |matpash.idf .il [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
37.26.147.157 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
87.70.104.157 | srael 147. 237.72. 166 |aka i f .| 9 =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
109. 160. 191. 27 |israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
82.80.133. 142 |Israel 147.237.72. 166 |aka i f . i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
84.94.109.61  |israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 20 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i SSi
46.19.85.168  |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
109. 65. 248. 69 | srael 147.237.77.176 |matpash.idf.il |dr op Frst packet isn't SWN drop 6
Sreanming Engine: TCP Invalid i i Ssi
2.54.131.9 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
37.26.147.157 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 6
Sreamng Engine: TP Invalid i i ssi
109. 253. 138. 75 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
37.142.244.133 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46.19. 85. 225 I srael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
2.54.130. 107 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
132.70.66. 11 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
85. 64. 32. 192 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
2.54.160. 243 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46.19. 85. 168 | srael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 54 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber noni t or 4
172.58.168.37 |Uhited Sates |147.237.77.216|dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 4
85. 64. 74. 210 I srael 147.237.72. 166 |aka.i df i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 193. 2481 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 216
2.54. 165. 39 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 131
46.19. 85. 168 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 48
176.13.7. 87 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 31
2.54.130. 219 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock
37.26.148.149 [Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock
131.253.25.220 |Uited Sates |[147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock
95.86.127.73  |Israel 147.237.0.19 |nadimatal .idf.il nt:;“;h;r;%?zfﬁlgﬁ;e;j;j;dupdat enakat gaunt | . aspx Bock |5
109. 253. 221. 205|1 sr ael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock
109. 253. 197. 108l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
46.51. 199. 64 I'rel and 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 46.51.199. 64 B ock
109. 253. 193. 2481 srael 147.237.0.19  |madi matal .idf.il [ T‘i’fﬁ'\iﬂl‘;'na};kii‘fllclt(')g“ﬁ&”;:r";ﬂzf‘zx' der1fxthooile in Bock |3
212.34.23.72 Jor dan 147.237.77. 216 |dover . i df . i | Mil ti pl e Abnormal |y Long Request from 212, 34.23.72 B ock 3
2.55.55. 141 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 3
212.34.23.72 Jordan 147.237.77.216|dover. i df . i | Mil tiple Mal formed URL from212. 34.23.72 Bl ock 3
212.34.23.72 Jor dan 147.237.77. 216 |dover . i df . i | Ml ti pl e Unknown HTTP Request Method from 212. 34. 23, 72 B ock 3
199.30.24.154 |lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on v i df.il/error.htm B ock 2
212.34.23.72 Jor dan 147.237.77.216|dover. i df .i | Miltiple I11egal HITP \Version from212. 34.23. 72 B ock 2
199. 30.24. 168 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 2
157.55. 12. 83 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on v i df.il/error.htm B ock 2
109. 253. 138. 75 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
199. 30. 25. 52 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 2
213.57.226.203 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
46. 19. 85. 53 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
199.30.25.119 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 2
157.55.39.183 |lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on v i df.il/error.htm B ock 2
118. 70. 19. 79 M et nam 147.237.77. 216 |dover . i df . i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
105. 109. 75. 227 |Ageria 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to v i df .il/894-ar Bl ock 1
212.34.23.72 Jor dan 147.237.77.216|dover. i df .i | Mal formed URL _pk_ses. 20. 8af c=* Bl ock 1
94.242.206.142 |Luxenbourg [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/sitel/general . aspx B ock 1
2.53.16.38 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
192.171.234.22 |Uited Sates |[147.237.77.216|dover.idf.il Distributed Unauthori zed URL Access on 147.237.77. 216/ B ock 1
141.212.122. 129|thited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to /X Bl ock 1
81.218.53.114 [Israel 147.237.72. 156 [anan. i df . i | Mil tipl e Unauthorized URL Access from 81.218.53. 114 Bl ock 1
212.34.23.72  |dordan 147.237.77. 216 |dover . i df . i | ;g;gg;gngﬂG%eS%ﬁ; '\ﬁgggg%g&; 'n R pk ses. 20, gafcr |BOK 1
199. 255. 210. 172 é{”&’;ym’“s 147.237.77. 216 |dover . i df . | Unaut hor i zed LR Access to 147.237.77. 216/ f avi con. i co Bock |1
Illegal Byte Gbde Character in URL o[ [#27]]"[ [ %dvar #1¥] |
96.233.178.243 |lhited Sates [147.237.76.86 [navy.idf.il u[ [#16] ] h@E6z; ! [ [#4]] " "15[ [ ¢+ #23uz] Jn0[[13#4]] ...U-A B ock 1
“Z[ [#14] ] [[#8]] *{ k" « ligf)- E- qcapn6Y4 [ #28] ] »v<va
85. 64. 74. 210 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None
157.55.39. 200 |lnited Sates [147.237.77.216|dover.idf.il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock
46.51. 199. 64 Irel and 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 46.51. 199. 64 Bl ock 1
217.69. 133. 243 g{sj:;;nl on 147.237.72. 166 |aka. i df . i | Lhknown Paraneter fb709480 in aka.idf.il/giyus/ None 1
123. 59. 59. 52 Chi na 147.237.0.15 |kosher-kravi.idf.il |Unhauthorized URL Access to wwmn el ong. comd 894- he/ or chot . aspx Bl ock 1
109. 67.118. 47 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None
37.142.68.77  |israel 147.237.72. 166 |aka. i df . i | m“;f;_rii df_’?l /u:;j ﬁf;ieysjs/t&w navy. i Bock |1
2.53.21.52 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mde None 1
154. 98. 212. 168 [Sudan 147.237.77.216|dover.i df . i | D stributed Unaut horized URL Access on 147.237.77. 216/ B ock 1
81.218.53.114 [Israel 147.237.72. 156 [anan. i df . i | Miltiple _vti_ from8l. 218.53. 114 B ock 1
46. 19. 85. 168 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
212. 150. 245. 250|! srael 147.237.77. 170 |maar achot . i df . i | Unhaut hori zed URL Access to maarachot.idf.il/pdf/files/1/112181. pdf |B ock 1
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