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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target
Address Country Address

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 4130
5. 108. 141. 32 Saudi Arabi a 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 551
197.29. 15. 184 Tuisia 147.237.77.216  |dover.idf.il ;C/]; handshake viol ation, first packet mot . 415
37.237.210. 133 Iraq 147.237.77. 216 dover.idf.il Bl ock_ Udp All _Nets drop 118
81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df .| Bl ock_Ulp Al _Nets drop 3
209. 126. 127. 17 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) Bl ock_Ulp Al _Nets drop 2
184. 105. 247. 242 Lhited Sates 147.237.72.217 e.idf.il Bl ock_Udp All _Nets drop 1
93. 201. 73. 195 Ger many 147.237.0.17 Im ny-kosher-kravi. idf.i 1o (0 Np AL Net drop 1
209. 126. 127. 17 Lhited Sates 147.237.72. 166 aka.idf.il B ock Udp Al _Nets dr op 1
93. 201. 73. 195 Cer many 147.237.0. 35 akaws. i df.il Block Np Al _Net drop 1
93. 201. 73. 195 Ger many 147.237.0.19 nadi matal .idf.il B ock Np Al _Net drop 1
209. 126. 127. 17 Lhited Sates 147.237.72. 167 i shurimaka.idf.il Bl ock Udp All Nets dr op 1
93. 201. 73. 195 Cer many 147.237.0. 15 kosher-kravi .idf.il B ock Np Al Net drop 1
93. 201. 73. 195 Cer many 147.237.0. 33 idf.il B ock Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1
184. 105. 247. 238 Lhited Sates 147.237.0. 16 ny- kosher-kravi . i df .il Bl ock_Ulp Al _Nets drop 1
93. 201. 73. 195 Ger many 147.237.0. 16 ny- kosher-kravi .i df.il B ock Np Al _Net drop 1
209. 126. 127. 17 Lhited Sates 147.237.72. 156 anan. i df.il Bl ock Udp All Nets dr op 1
93.201. 73. 195 Ger nany 147.237.0. 34 tikshuv.idf.il B ock Np Al Net drop 1
74.82.47.54 Lhited Sates 147.237.0.16 ny-kosher-kravi .idf .il Bl ock_ Udp All _Nets drop 1
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|Top Attackers In IPS|

| Attacker Qountry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action |Count |

106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 2
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

At acker .
Attacker Address |Target Address ount ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
195. 216. 176. 244|147.237.0. 19 |Latvia nedi matal .idf.il ET SCAN NVAP -sS wi ndow 1024
_ o ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
122.117.115.27 |147.237.0.35 |Taiwan akavs. i df .i | ) 1
Potential Scan or Brute Force
218.108. 132. 58 |147.237.77. 226 |Chi na wiw chanat z. aka. i df . i1 [ET SCAN NMVAP -sS wi ndow 1024 1
, L SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port
106. 38. 241. 106 |147. 237. 72. 166 |Chi na aka.idf.il _ . - 1
deni al of service attenpt
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
5.108. 141. 32 Saudi Arabi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1637
5.108. 141. 32 Saudi Arabi a 147.237.77. 216 |dover.idf.il dr op drop 1001
192. 168. 173. 102 147. 237. 77. 216 |dover. i df . Geo- | ocati on enf or cenent Geo-I ocat i on i nbound moni tor  |279
enf or cenent
5.108. 141. 32 Sudi Arabia 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 166
s . Geo- | ocati on i nbound .
192. 168. 173. 102 147. 237. 72. 166 |aka.i df .i | Geo- | ocati on enf or cenent enf or cenent nonitor  |166
41.33.231.90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 36
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
. . SWNretransmit wth different
37.237.210.133 |iraq 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e aert 24
. . SYNretransmt wth different .
37.237.210. 133 |irag 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 24
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
109. 67. 228. 35 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
105. 106. 146. 245|A geria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
157.55.39. 154 |lhited Sates |147.237.77. 243 |nobile.idf.il 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i sSi
157.55.12.93  |Wnited Sates |147.237.76.200 |ei tan. aka.idf. i 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
177.32.50.104 |Brazil 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
67.243.147.176 |Uited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
70.112.162. 63 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi
66.249.65 16  |Wited Sates |147.237.0.19 |[nadimatal .idf.il 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
1.129.96.53 Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
reanming BEngine: TCP Invali i i ssi
46.19. 85. 91 I'sr ael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id fimvalid segnent retransmssion. |, op 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
66.249.65.20  |Uited Sates |147.237.0.19 |nacimatal.idf.il 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.146.197 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
5.22.131.25  |Israel 147. 237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
49.181. 224. 253 |Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanmng Engine: TCP Invalid i i ssi
79.179.55.100 | srael 147. 237. 76. 147 |chi nuch. aka. i df .| 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
80. 246.133.96 |lsrael 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop
109. 186. 49. 99 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreanmng Engine: TCP Invalid i i ssi
40.77.167.5  |Wited Sates |147.237.72. 166 |aka i df i1 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
5.22.131.25 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d AGK nunber nonitor |2
40.77.167.105 |Uhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
68.180.231.43 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 2
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
Veéb Server Enforcenent HTTP Deni
64.149.142.67 |Uited Sates |147.237.76.86 |navy.idf.il . Véb Servers S ow HITP Denial of | oo |5
Mol ation Service
85. 64. 27. 66 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |2
195.62.53. 168 |SSian 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
Federati on enf or cenent
185.77.91.113  |Turkey 147. 237.77. 226 V‘:"IW chanatz. aka. 1df o At t ack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.90  |wited Sates [147.237.8.24 |elifestyleiicf.il  |[Geo-1ocation enforcenent Geo-I ocati on i nbound drop 1
enf or cenent
38.229.1.15 Wited Sates |147.237.8.50 |e.tikshuv.idf.il Geo-l ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212. 122. 206|Wnited Sates  |147. 237. 76. 198 |e. yohal an.i df .| Geo- | ocati on enf or cenent Sﬁ?olzgi'n?n  nbound drop 1
216.218.206. 120|lhited Sates |147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
87.71. 99. 228 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
185.77.91. 113  [Turkey 147.237.77. 243 |nobil e.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
71.6.146. 185 Lhited Sates [147.237.76.39 |nobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 112|wnited Sates  |147. 237. 76. 199 |e. nakchal .i df . i | Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ:mo”  nbound drop 1
198. 8. 80. 15 Lhited Sates [147.237.72.167|ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Lhi ted s . Geo- | ocati on i nbound
83.170.111.152 | . ngdom 147. 237. 76. 198 |e. yohal an.idf . i | Geo- | ocati on enf or cenent enf or coment drop 1
185.77.91. 113  [Turkey 147.237.77. 227 |e. haraz. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 207|Wited Sates  |147.237. 76. 198 |e. yohal an.i df . i Geo- | ocati on enf or cenent Sﬁfolrggihton i nbound drop 1
74.82.47.31 Lhited Sates |147.237.77.235|sviva idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
66.249. 65. 224 [l srael 147.237.77.216|dover. i df . il Dstributed Waut hori zed URL Access on waw idf.il/error.htm  |B ock
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mul ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock
- . Unaut hori zed URL Access to
82.80.230.228  Israel 147.237.76.31 |nakchal . i df. il nakhal .idf.il/tenpl at es/ shared/ user cont rol s/ header upper/ Bl ock 2
37.237.210.133 |iraq 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to 147.237.77. 216/ B ock 1
202. 140. 108. 122|Hong Kong 147.237.77.216|dover.idf . il Ostributed Waut horized URL Access on waw idf.il/error.htm |B ock 1
. . . Unknown Paraneter tab in
84.95.208.20  [Israel 147.237.76. 200 (ei tan. aka. i df . i | vouy i tan. aka. | df . i 1/ 938- hel i t an. aspx None 1
202.140. 101. 40 [Hong Kong 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on waw idf.il/error.htm  |B ock 1
70.106.211. 148 [lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/xnmrpc. php B ock
54. 153. 33. 233 Lhited Sates 147.237.77. 234 |hal ag. idf.il Unaut hori zed URL Access to 147.237.77.234/ B ock
-kosher-kravi .idf.i
207.46. 13. 25 Lhited Sates 147.237.0.16 Fy Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
66.249. 65. 224 [Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wawidf.il/international -training B ock 1
202. 140. 101. 45 |Hong Kong 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www idf.il/error.htm  |B ock 1
71.6.146. 185 Lhited Sates 147.237.76.39 |nobile.neitav.idf.il |Unhauthorized URL Access to 147.237.76. 39/ Bl ock 1
54.186.248.49 |Lnited Sates 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il B ock 1
217.69. 133. 243 RJSIS;;ni o 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to aka.idf.il/news B ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP Att enpt B ock 1
www. chamat z. aka. i df _ S
66. 249. 66. 20 | srael 147.237.77. 226 i Unhaut hori zed URL Access to www chamat z. aka. i df .il/404. aspx |B ock 1
202.140. 108. 63 |Hong Kong 147.237.77.216|dover.idf . il Dstributed Wnaut horized URL Access on waw idf.il/error.htm  |B ock 1
65.78.17. 175 Wiited Sates  |147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed LRL Access to www chi nuch. aka.idf.il/404.htm  |B ock 1
: . . Unhaut hori zed URL Access to
217. 160. 63. 130 |Ger many 147.237.76.200(ei tan. aka.i df . il i tan. aka. i df . i |/ vor dpr ess/ vp- adni v Bl ock 1
. . - SS. Lhtraceabl e Gonnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO None 1
70.85.16. 6 Lhited Sates 147.237.76.200|ei tan. aka. i df . i | Lhaut hori zed URL Access to eitan. aka.idf.il/test/wp-admn/ B ock 1
202.140.108. 64 |Hong Kong 147.237.77.216|dover.idf . il Dstributed Waut horized URL Access on waw idf.il/error.htm  |Bl ock
83.143.81.42 Nor way 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to eitan. aka.idf.il/wp-adnin/ B ock
. . Unhaut hori zed URL Access to
66. 249. 65. 217 |l srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ si p. st or agel 1| es/ 7/ 69687. pf Bl ock 1
157.55.39.109 |Uhited Sates 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in aka.idf.il/nain/snalinisnali maspx |None
70.106. 211. 148 |Wited Sates 147.237.77.216|dover. i df . il Dstributed PHP At enpt B ock
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