04-10-2016-02:04:08 to 04-10-2016-03:04:08

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

15, 00044

12, 000"

9, 000"

6, 000"

Nunber
(6]
At acks

3, 000"

Top Tar get

[Top Attackers |

M dover.idf.il

M aka.idf.il

Meitan aka.idf.il

M refuah.idf.il

M wwn chanmat z. aka. i df . i |

Watal.idf.il

[ tikshuv.idf.il

B rat pash. i df . |
navy.idf.il

M ishurimaka.idf.il

W 197. 31. 106. 214

167. 114. 156. 16
[ 5. 108. 141. 32
197.15.9. 10

Nunber
(6]
At acks

H 84. 95. 208. 20
M 195. 60. 232. 57

Top Attackers

[ 41. 224. 66. 164

M 217.78.62. 175
41. 33. 231. 90

M 109. 67. 228. 35




04-10-2016-02:04:08 to 04-10-2016-03:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
197. 31. 106. 214 Tuni si a 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 3197
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 1842
197. 31. 106. 214 Tuni si a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 938
197.15.9. 10 Tuni si a 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- product 3 dest - r eset 376
41.224. 66. 164 Tuni si a 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 285
197. 31. 106. 214 Tuni si a 147.237.77. 216 dover.idf.il DCs- HTTP-fi ref | ood dest - r eset 58
197.15.9. 10 Tuni si a 147.237.77. 216 dover.idf.il \¢b- et c/ passwd- D r - Tr aver sal dest - r eset 8
197.15.9.10 Tuni si a 147.237.77.216 dover.idf.il HTTP- M SG- Acunet i x- U | dest - r eset 7
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df.il B ock Wp Al Nets drop 3
109. 67. 228. 35 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

69. 30. 198. 146 Lhited Sates 147.237.77. 233 atal .idf.il bl ock-sp-traf 1 forward 2
107. 150. 32. 58 Lhited Sates 147.237. 72. 166 aka.idf.il bl ock-sp-trafl forward 2
74.91.17.181 Lhited Sates 147.237.76. 39 nobi | e. nei tav. i df . il|{bl ock-sp-trafl forward 2

82. 145. 209. 76 Eur ope 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

‘Sgnature

Devi ce Action |Count

199. 30. 24. 222 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
65. 55. 210. 151 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR B ock 2
61. 135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
. L ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos
199. 115. 117. 199|147. 237. 77. 216 |Lhited Sates |[dover.idf.il 4
attack
112. 64. 185. 123 [147. 237. 72. 166 |Chi na aka.idf.il G°PL SCAN nmap TCP 2
88.204.187.90 |147.237. 77. 235 |Kazakst an sviva.idf.il ET SCAN NVAP -sS w ndow 2048 2
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
88.204.187.90 |147. 237. 77. 235 |Kazakst an svivaidf.il ET SCAN NVAP -sS w ndow 4096 2
88.204.187.90 |147.237. 77. 235 |Kazakst an sviva.idf.il ET SCAN NVAP -f -sS 2
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
162. 248. 100. 195|147. 237.0. 200 |thited Sates |rdu.idf.il ) 1
Potential Scan or Brute Force
162. 248.100. 195|147.237.0.19 |lhited Sates |madimatal.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
197.31. 106. 214 [Tunisia 147. 237. 77. 216 |dover..i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 3740
197. 31. 106. 214 [Tunisia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1983
197. 31. 106. 214 [Tunisia 147.237.77. 216 |dover.i df i SYN At tack rej ect 1116
5.108. 141. 32 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 548
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 260
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 79
217.78.62. 175 glcisgii:;a” Territony,\1 47, 237.77. 216 dover. i df . i drop Frst packet isn't SWN drop 65
84.95.208.20  |Israel 147, 237, 76. 200 |eitan. aka i of i1 || @M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 63
Ret r ansmi ssi on Packet dr opped.
84.95.208.20 | srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission. drop 33
Ret r ansmi ssi on Packet dr opped.
197. 31. 106. 214 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 30
197. 31. 106. 214 |Tunisia 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 29
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df . i | drop SAMrul e drop 26
197.15.9.10 Tuni si a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
109. 67.228.35 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
197.31.106. 214 [Tunisia 147. 237. 77. 216 |dover..i df . i | Bad TCP sequence Inval i d ACK nunber alert 22
46. 19. 86. 170 | srael 147.237.72. 166 |aka. i df . il drop SAMrul e drop 19
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
46.19. 86. 78 I srael 147.237.72. 166 |aka. i df . i | drop SAMrul e drop 14
83.130. 126. 139 |l srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 12
109. 65. 106. 134 |l srael 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 12
46.19. 85. 73 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACGK nunber noni tor |9
79.183.96.27  |Israel 147, 237, 72. 167 i shurimaka. i i [ @M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
81.137.247.232 |Wnited Ki ngdom 147. 237. 77. 216 |dover . i df . i Bad TCP sequence Inval i d sequence nunber noni tor |8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
81.137.247.232 |United K ngdom 147.237.77. 176 |matpash.icf.il  [Bad TCP sequence Invalid sequence nunber noni t or 7
197.31. 106. 214 [Tunisia 147. 237. 77. 216 |dover . i df . i Bad TCP sequence Inval i d sequence nunber noni tor |7
109. 253. 130. 11 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
84.95.208.20  |israel 147.237.0.34  |tikshuv.ior.i1 |/ €3MNg Engine: TCP Invalid finvalid segnent retransissi on. drop 6
Ret ransni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
2.52.128.31 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
176. 228. 130. 25 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
2.54.169. 218 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
108. 245. 162. 18 |lhited Sates 147. 237. 77. 216 |dover.i df . i SYN Attack SYN -> SYN-ACK -> Tineout |reject 5
197.16.128.79 |Tunisia 147.237.77. 216 |dover.idf.il  |Bad TCP sequence Vﬂd;irsa:;n;t wehdifferet — Joonitor |5
217.157.142. 102|Denmar k 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
105. 154. 115. 82 |Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
178. 255. 215. 87 |Rrance 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
41.251.32.23  |Morocco 147. 237. 77. 216 |dover. i df . i | Streamng Engine: TCP Invalid finvalid checksum Packet drop 4
Checksum dr opped.
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
109. 65. 106. 134 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence ﬂﬁrﬁﬁgﬁégth moni tor |4
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
109. 253. 134. 40 |Israel 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
178.154.189.8 |Russian Federation |147.237.72. 166 |aka. idf.il Streaning Engine: TCP | nval i d Jinvalid segnent retransissi on. drop 3
Ret ransni ssi on Packet dropped.
93. 169. 3. 67 Saudi Arabi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
31.154.148.53 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
176. 228. 85. 56 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
79.180. 105. 159 I srael 147.237.72. 166 |aka. i of . i Streamng Engi ne: TCP Inval id |invalid segnent retransnission. |y 3
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 72
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 68
195. 60. 232. 57 |l srael 147.237.77.216|dover.idf .l Mil tipl e Unaut hori zed URL Access from 195. 60. 232. 57 B ock 30
84. 95. 208. 20 I srael 147.237.77. 226 \c/j\;/\mil.lchanat z. aka. i Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 10
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 8
84. 95. 208. 20 I srael 147.237.77. 226 \é\;/\mil.lchanat z. aka.i Dstributed PHP Att enpt Bl ock 7
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | mrii Cﬁtft ieId/ F1>2r8a3n_e;§/r d?\g .\';:Li't ipc;r; . er Pagehum Bock |6
31. 184. 236. 104 g;z::t”i o [147.287.72. 166 faka. i o i | Distributed PHP Attenpt Bock |6
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df .i | Ostributed PHP Attenpt B ock
149. 202. 239. 134|France 147.237.77.216|dover.idf . il Par anet er Type M ol ati on PageNumin waw i df . il/1283-en/ dover. aspx |Bl ock
84. 95. 208. 20 | srael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock
31. 184. 236. 104 gz::;”i on 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 31.184. 236. 104 B ock 5
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.0.34 [tikshuv.idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Distributed PHP Attenpt B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Miltiple Unauthorized UR. Access from 84.95. 208. 20 B ock 3
197.15.9. 10 Tuni si a 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from197.15.9. 10 B ock 3
84.110.7.131 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
2.54.140. 63 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 2
84.95.208.20  |Israel 147. 237.77. 226 mlchamt z. aka.i m“;i‘;’;;tzze.d aklﬁ (;fcielsli etnc]J)I ot es/ hormepagey di v. | tem B ock 1
62.210.148.87 |France 147.237.77.216|dover . i df . il Uhaut hori zed LRL Access to waw i df.il/english/ trackback/ B ock 1
Unhaut hori zed URL Access to ww i df . il /1133-19190- he/ dover. aspx'
157.55.39.65  |Wnited Sates [147.237.77.216|dover.idf.il LIl BN, BN e BEN € Bl ock 1
 BESELL %
83.130. 126. 139 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/nain/giyus/forns. asp Bl ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
37.26.149.206 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 1
197.16.128.79 |Tunisia 147.237.77.216|dover.idf.il Distributed Unaut hori zed URL Access on 147.237.77. 216/ Bl ock 1
69.30.198.146 |lnited Sates |[147.237.77.233|atal.idf.il Unhaut hori zed URL Access to wwy tt 985. cond B ock 1
149. 202. 239. 134|France 147. 237.77. 216 |dover. i df . i | mult ;‘fri'lzl‘i‘lnﬁtgg/ciﬁ; ;{;’/ Lser cont ol header Upper Bock |1
66.249. 65. 217 | srael 147.237.72. 166 |aka. i df . i | ﬂ?“tzggr ;Z?iG?Mﬁfozut;gener al . asx Bock |1
84.95.208.20 |[Israel 147.237.0.15 |kosher-kravi.idf.il [Distributed P A tenpt B ock 1
66.249.66.121 |Israel 147.237.76.42 |refuah.idf.il Mil tipl e Lhaut hori zed UR. Access from 66. 249. 66. 121 B ock 1
105. 159. 247. 53 [Mor occo 147.237.77.216|dover . i df . i Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
37.187.114.171 |France 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to /irj/portal B ock 1
84.95.208.20 | srael 147. 237.77. 216 |dover . i df . i | mult Qf r: sztden?af:g/eﬁjn;;age/ v k. pho Bock |1
201. 116. 31. 226 |Mexi co 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/anan B ock
74.91.17.181 Lhited Sates [147.237.76.39 [nobile.neitav.idf.il|Dstributed Uhauthorized URL Access on v tt 985. cont B ock
66. 249. 65. 224 | srael 147.237.72. 166 |aka. i df . i | ﬂ?‘ftzgc;'.i7zzdlé'gmpfﬁf§zaf? it shoubi 9. a5pX Bock |1
31.13.98.117 I'rel and 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/ar/&-=caghor hey&=1 B ock
84.95.208.20 |Israel 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt Bl ock
195. 60. 232. 57 |l srael 147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to waw i df.il/sip_storagel/files/5/ 16695.] pg |B ock
66.249. 66. 123 [ srael 147.237.76.42 |refuah.idf.il ﬂ?u;;‘?r'?gefzi?‘p fcstcoerzz et/‘f’i | es/ 912349, pg Bock |1
107.150.32.58 |lhited Sates |147.237.72.166aka.idf.i | Distributed Unauthorized URL Access on wwy tt782. cond Bl ock 1
54,210.18.124 |wited Sates |147.237.72.166|aka.idf.il D stributed Waut hori zed URL Access on 147. 237.72. 166/ robots. txt |Bl ock 1
84.95.208.20 |Israel 147.237.76.86 [navy.idf.il Distributed PHP Attenpt Bl ock 1
208.115.125.36 |[Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwu i df . il/newsitel hebrew mai n. asp B ock 1
149. 202. 239. 135 |France 147.237.77. 216 |dover . i df . i | V%;Vt y éfbult Ie/dt é:s}“;thg/iszhz(: eﬁg:ziifrgrs J header upper Bock |1
77.75. 76. 160 ggj‘;ﬂ . 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df . i1/ page/ 34/ B ock 1

04-10-2016-02:04:08 to 04-10-2016-03:04:08




