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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
167.114.156.16 Canada 147.237.77.216 dover.idf.il Block_Ip_Web_In drop 4110

41.111.2.130 Algeria 147.237.77.216 dover.idf.il Block_Udp_All_Nets drop 502

41.107.97.131 Algeria 147.237.77.216 dover.idf.il Block_Udp_All_Nets drop 240

46.121.96.110 Israel 147.237.77.216 dover.idf.il HTTP-POST-Segmented-DoS dest-reset 233

141.255.153.12 Netherlands 147.237.77.216 dover.idf.il Block_Udp_All_Nets drop 51

141.255.150.17 Netherlands 147.237.77.216 dover.idf.il Block_Udp_All_Nets drop 36

41.105.244.242 Algeria 147.237.77.216 dover.idf.il Web-etc/passwd-Dir-Traversal dest-reset 18

41.105.244.242 Algeria 147.237.77.216 dover.idf.il HTTP-MISC-Acunetix-Url dest-reset 12

81.218.65.210 Israel 147.237.77.176 matpash.idf.il Block_Udp_All_Nets drop 6

41.36.118.89 Egypt 147.237.77.216 dover.idf.il TCP handshake violation, first packet not syn drop 5

41.105.244.242 Algeria 147.237.77.216 dover.idf.il HTTP-MISC-Host-BO dest-reset 4

123.59.59.52 China 147.237.77.74 law.idf.il block-sp-traf1 forward 4

41.107.97.131 Algeria 147.237.77.216 dover.idf.il DOS-HTTP-fireflood dest-reset 3

41.105.244.242 Algeria 147.237.77.216 dover.idf.il DOS-httpdx-hreadrequest-FS dest-reset 3

54.72.182.187 Ireland 147.237.77.216 dover.idf.il Block_Udp_All_Nets drop 2

74.91.17.182 United States 147.237.0.15 kosher-kravi.idf.ilblock-sp-traf1 forward 2

173.208.197.250 United States 147.237.72.166 aka.idf.il block-sp-traf1 forward 2

107.150.32.62 United States 147.237.76.200 eitan.aka.idf.il block-sp-traf1 forward 2

74.91.18.42 United States 147.237.72.167 ishurim.aka.idf.il block-sp-traf1 forward 2

107.150.46.36 United States 147.237.0.34 tikshuv.idf.il block-sp-traf1 forward 2

107.150.46.36 United States 147.237.77.19 law-forum.idf.il block-sp-traf1 forward 2

95.85.51.71 Netherlands 147.237.77.216 dover.idf.il JLM_Under_Attack_Con_Http drop 1

41.105.244.242 Algeria 147.237.77.216 dover.idf.il block-sp-traf1 forward 1

185.56.28.67 Netherlands 147.237.72.217 e.idf.il Block_Udp_All_Nets drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

105.157.150.208 Morocco 147.237.77.216 dover.idf.il 12026: HTTP: LOIC DDoS Tool  (ONLY enable when under DoS attack) Block 9

185.3.144.8 Israel 147.237.0.34 tikshuv.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 6

41.105.244.242 Algeria 147.237.77.216 dover.idf.il 2809: HTTP: IIS TRACK Method Block 4

79.176.86.73 Israel 147.237.0.34 tikshuv.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 4

41.254.5.129 Libyan Arab Jamahiriya 147.237.77.216 dover.idf.il C1000016: HTTP: administrator in URI Block 3

46.116.68.201 Israel 147.237.0.34 tikshuv.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 2

106.38.241.106 China 147.237.72.166 aka.idf.il C1000071: HTTP: User Agent Sogou+web+spider Block 1

157.55.39.201 United States 147.237.0.34 tikshuv.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 1

 04-10-2016-00:04:08 to 04-10-2016-01:04:08 



Top Attackers In IDS
Attacker
Address

Target Address Attacker Country Site Signature Count

66.249.93.115 147.237.77.216 Europe dover.idf.il ET SCAN NMAP -sA (2) 125

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-APACHE Apache SSI error page cross-site scripting 67

41.105.244.242 147.237.77.216 Algeria dover.idf.il GPL WEB_SERVER /etc/passwd 59

41.105.244.242 147.237.77.216 Algeria dover.idf.il
SERVER-WEBAPP phpThumb fltr[] parameter remote command execution
attempt

26

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-WEBAPP awstats access 23

41.105.244.242 147.237.77.216 Algeria dover.idf.il ETPRO WEB_SERVER PHP Open Flash Charts File  Upload Attempt 21

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-WEBAPP WEB-INF access 16

41.105.244.242 147.237.77.216 Algeria dover.idf.il GPL WEB_SERVER webalizer access 9

41.254.5.129 147.237.77.216
Libyan Arab
Jamahiriya

dover.idf.il SERVER-WEBAPP login.htm access 9

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-WEBAPP webalizer access 9

41.254.5.129 147.237.77.216
Libyan Arab
Jamahiriya

dover.idf.il SERVER-WEBAPP admin.php access 7

41.105.244.242 147.237.77.216 Algeria dover.idf.il ET WEB_SERVER allow_url_include PHP config option in uri 5

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-WEBAPP PHP-CGI remote file include attempt 5

41.105.244.242 147.237.77.216 Algeria dover.idf.il ET WEB_SERVER auto_prepend_file PHP config option in uri 5

41.105.244.242 147.237.77.216 Algeria dover.idf.il ET WEB_SERVER Script tag in URI, Possible Cross Site Scripting Attempt 4

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-WEBAPP TRACE attempt 4

41.105.244.242 147.237.77.216 Algeria dover.idf.il ET WEB_SERVER safe_mode PHP config option in uri 4

41.105.244.242 147.237.77.216 Algeria dover.idf.il ET WEB_SERVER disable_functions PHP config option in uri 4

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-WEBAPP client negative Content-Length attempt 4

41.105.244.242 147.237.77.216 Algeria dover.idf.il POLICY-OTHER script tag in URI - likely cross-site scripting attempt 4

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-WEBAPP JBoss JMX console access attempt 4

41.105.244.242 147.237.77.216 Algeria dover.idf.il ET WEB_SERVER suhosin.simulation PHP config option in uri 4

41.105.244.242 147.237.77.216 Algeria dover.idf.il ET WEB_SERVER open_basedir PHP config option in uri 4

195.34.150.18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

41.105.244.242 147.237.77.216 Algeria dover.idf.il
ET WEB_SPECIFIC_APPS Possible JBoss JMX Console Beanshell Deployer
WAR Upload and Deployment Exploit Attempt

3

41.105.244.242 147.237.77.216 Algeria dover.idf.il ET SCAN DEBUG Method Request with Command 3

41.33.231.90 147.237.77.216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3

41.105.244.242 147.237.77.216 Algeria dover.idf.il GPL WEB_SERVER WEB-MISC JBoss web-console access 2

41.254.5.129 147.237.77.216
Libyan Arab
Jamahiriya

dover.idf.il SERVER-WEBAPP adminlogin access 2

41.105.244.242 147.237.77.216 Algeria dover.idf.il
SERVER-WEBAPP Moveable Type unauthenticated remote command
execution attempt

2

41.105.244.242 147.237.77.216 Algeria dover.idf.il
SERVER-APACHE Apache mod_proxy reverse proxy information
disclosure attempt

2

41.105.244.242 147.237.77.216 Algeria dover.idf.il WEB-FRONTPAGE /_vti_bin/ access 2

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-WEBAPP xmlrpc.php post attempt 2

41.105.244.242 147.237.77.216 Algeria dover.idf.il ET SCAN Apache mod_proxy Reverse Proxy Exposure 1 2

41.105.244.242 147.237.77.216 Algeria dover.idf.il GPL WEB_SERVER global.asa access 2

41.105.244.242 147.237.77.216 Algeria dover.idf.il GPL WEB_SERVER WEB-PHP phpinfo access 2

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-IIS global.asa access 2

41.105.244.242 147.237.77.216 Algeria dover.idf.il ET WEB_SERVER Poison Null Byte 2

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-APACHE Apache Tomcat Web Application Manager access 2

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-WEBAPP JBoss web console access attempt 2

41.105.244.242 147.237.77.216 Algeria dover.idf.il ET SCAN Apache mod_proxy Reverse Proxy Exposure 2 2

41.105.244.242 147.237.77.216 Algeria dover.idf.il
OS-WINDOWS Microsoft Forefront UAG javascript handler in URI XSS
attempt

2

41.105.244.242 147.237.77.216 Algeria dover.idf.il GPL WEB_SERVER authors.pwd access 1

94.255.224.2 147.237.77.212 Sweden e.dover.idf.ilET SCAN Potential SSH Scan 1

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-IIS trace.axd access 1

41.105.244.242 147.237.77.216 Algeria dover.idf.il ET WEB_SERVER Possible SQL Injection Attempt SELECT FROM 1

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-IIS cmd.exe access 1

41.105.244.242 147.237.77.216 Algeria dover.idf.il GPL WEB_SERVER .htaccess access 1

41.105.244.242 147.237.77.216 Algeria dover.idf.il SERVER-IIS ASP contents view 1

41.105.244.242 147.237.77.216 Algeria dover.idf.il
ET WEB_SERVER Possible MySQL SQLi Attempt Information Schema
Access

1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message
Device
Action

Count

41.102.113.177 Algeria 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 3966

41.105.244.242 Algeria 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 1314

141.255.153.12 Netherlands 147.237.77.216 dover.idf.ilBad TCP sequence
SYN retransmit with different
window scale

monitor 624

46.19.85.206 Israel 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 493

141.255.153.12 Netherlands 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 384

141.255.153.12 Netherlands 147.237.77.216 dover.idf.ilSYN Attack reject 313

41.107.97.131 Algeria 147.237.77.216 dover.idf.ilBad TCP sequence
SYN retransmit with different
window scale

monitor 256

192.168.173.102 147.237.77.216 dover.idf.ilGeo-location enforcement Geo-location inbound enforcement monitor 216

41.107.97.131 Algeria 147.237.77.216 dover.idf.ildrop drop 194

141.255.153.12 Netherlands 147.237.77.216 dover.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 137

213.151.47.228 Israel 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 128

41.107.97.131 Algeria 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 113

192.168.173.102 147.237.72.166 aka.idf.il Geo-location enforcement Geo-location inbound enforcement monitor 108

41.107.97.131 Algeria 147.237.77.216 dover.idf.ilBad TCP sequence Invalid ACK number monitor 85

141.255.153.12 Netherlands 147.237.77.216 dover.idf.ilBad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 79

41.254.5.129
Libyan Arab
Jamahiriya

147.237.77.216 dover.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 36

109.67.228.35 Israel 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 33

41.107.97.131 Algeria 147.237.77.216 dover.idf.ilBad TCP sequence Invalid ACK number alert 31

212.199.182.150 Israel 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 27

193.90.12.88 Norway 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 26

5.108.141.32 Saudi Arabia 147.237.77.216 dover.idf.ildrop SAM rule drop 25

87.71.52.143 Israel 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 25

197.45.132.217 Egypt 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 22

141.8.132.78 Russian Federation 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 22

37.142.68.3 Israel 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 20

66.249.65.224 Israel 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 20

45.35.64.142 United States 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 18

105.155.16.117 Morocco 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 18

41.33.231.90 Egypt 147.237.77.216 dover.idf.ildrop SAM rule drop 18

41.33.231.90 Egypt 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 17

109.186.49.99 Israel 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 16

105.110.53.155 Algeria 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 16

197.2.19.164 Tunisia 147.237.77.216 dover.idf.ilBad TCP sequence
SYN retransmit with different
window scale

monitor 15

5.102.236.218 Israel 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 13

149.78.154.69 Israel 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 13

2.54.160.111 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 12

72.192.211.237 United States 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 12

79.183.205.197 Israel 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 10

2.53.1.82 Israel 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 10

50.87.144.145 United States 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 10

46.116.68.201 Israel 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 10

162.243.37.178 United States 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 10

37.142.68.3 Israel 147.237.76.86 navy.idf.il Bad TCP sequence monitor 10

46.19.86.20 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 9

213.151.54.56 Israel 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 9

5.108.129.85 Saudi Arabia 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 9

213.151.35.221 Israel 147.237.72.166 aka.idf.il drop SAM rule drop 9

5.102.196.201 Israel 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 8

92.241.39.91 Jordan 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 8

139.162.216.112 United States 147.237.77.216 dover.idf.ildrop First packet isn't SYN drop 8
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Top Attackers In WAF

Attacker Address Attacker Country Target Address Site Signature
Device
Action

Count

41.254.5.129
Libyan Arab
Jamahiriya

147.237.77.216 dover.idf.il Multiple Unauthorized URL Access from 41.254.5.129 Block 103

41.254.5.129
Libyan Arab
Jamahiriya

147.237.77.216 dover.idf.il Distributed Admin Blocking Block 101

84.228.229.33 Israel 147.237.77.243 mobile.idf.il Parameter Type Violation Password in mobile.idf.il/sachar/login Block 55

41.254.5.129
Libyan Arab
Jamahiriya

147.237.77.216 dover.idf.il PHP Attempt Block 33

79.183.107.188 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 9

2.54.160.111 Israel 147.237.77.243 mobile.idf.il Distributed Suspicious Response Code Block 3

46.19.86.20 Israel 147.237.77.243 mobile.idf.il Distributed Suspicious Response Code Block 3

5.29.123.133 Israel 147.237.72.166 aka.idf.il Multiple Unauthorized Method for Known URL from 5.29.123.133 Block 3

176.13.2.238 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

77.75.76.165 Czech Republic 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/english/news/jeninkilled/stn Block 1

206.130.113.68 United States 147.237.77.216 dover.idf.il Unauthorized URL Access to 147.237.77.216/ Block 1

41.254.5.129
Libyan Arab
Jamahiriya

147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/ar/admin/ Block 1

108.59.10.141 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on 147.237.77.216/ Block 1

82.41.111.76 United Kingdom 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/894-en/idfgdover.aspx Block 1

66.249.65.224 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/atal1/izkor/view_img.asp Block 1

157.55.39.194 United States 147.237.76.200 eitan.aka.idf.il
Unauthorized URL Access to
eitan.aka.idf.il/templates/shared/usercontrols/navmenu/

Block 1

41.107.97.131 Algeria 147.237.77.216 dover.idf.il Unauthorized URL Access to 147.237.77.216/ Block 1

103.237.74.198 Hong Kong 147.237.77.216 dover.idf.il
Unauthorized URL Access to
www.idf.il/shared/usercontrols/headerupper/

Block 1

79.180.31.22 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/main/smalim/undefined Block 1

212.162.14.235 Germany 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on 147.237.77.216/ Block 1

123.59.59.52 China 147.237.77.74 law.idf.il Unauthorized URL Access to www.qyer.com/14-he/patzar.aspx Block 1

83.130.113.120 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/https:/www.idf.il/ Block 1

66.249.78.216 Israel 147.237.77.243 mobile.idf.il Distributed Suspicious Response Code Block 1

173.208.197.250 United States 147.237.72.166 aka.idf.il Unauthorized URL Access to www.tt985.com/ Block 1

105.107.87.67 Algeria 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on 147.237.77.216/ Block 1

79.182.180.224 Israel 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/main/giyus/www.navy.idf.il

Block 1

66.102.9.102 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on 147.237.77.216/ Block 1

5.39.222.159 Netherlands 147.237.0.19 madim.atal.idf.il
Unauthorized URL Access to
147.237.0.19/cgi-bin/savedns.cgi?domainname=bing&domainserveri
p=54.200.56.131

Block 1

134.191.232.69 Israel 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

84.111.248.101 Israel 147.237.77.243 mobile.idf.il Distributed Suspicious Response Code Block 1

74.91.17.182 United States 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to www.tt985.com/ Block 1

107.150.32.62 United States 147.237.76.200 eitan.aka.idf.il Distributed Unauthorized URL Access on www.tt782.com/ Block 1

66.249.65.12 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to 147.237.72.166/eitan/listpage/ Block 1

141.255.153.12 Netherlands 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on 147.237.77.216/ Block 1

23.29.125.155 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on 147.237.77.216/ Block 1

74.91.18.42 United States 147.237.72.167 ishurim.aka.idf.ilDistributed Unauthorized URL Access on www.tt782.com/ Block 1

197.2.19.164 Tunisia 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on 147.237.77.216/ Block 1

107.150.46.36 United States 147.237.77.19 law-forum.idf.il Unauthorized URL Access to www.tt782.com/ Block 1

80.178.157.115 Israel 147.237.77.243 mobile.idf.il Distributed Suspicious Response Code Block 1

66.249.65.223 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to 147.237.77.216/robots.txt Block 1

156.210.37.235 Egypt 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on 147.237.77.216/ Block 1

41.36.118.89 Egypt 147.237.77.216 dover.idf.il Unauthorized URL Access to 147.237.77.216/favicon.ico Block 1

89.139.24.151 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/1134-he/atal.aspx Block 1
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