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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker

Target

Address

Signature

Country

0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 44641
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 4100
141. 255. 150. 17 Net her | ands 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 1549
41.111.2.130 Ageria 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1354
141. 255. 150. 17 Net her | ands 147.237.77. 216 dover.idf.il DC5- HTTP-fi refl ood dest - r eset 234
141. 255. 150. 17 Net her | ands 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 102
66. 249, 93. 111 I srael 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |4 ) 84
141. 255. 150. 17 Net her | ands 147.237.77. 216 dover.idf.il DOS- LA C- TCP- 80- cat dest - r eset 66
105. 154. 186. 206 Mor occo 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 23
105. 148. 253. 96 Mbr occo 147.237.77. 216 dover.idf.il HTTP- M SCG- Acunet i x- Pr oduct dest - r eset 20
141. 255, 150. 17 Net her | ands 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |4 14
62. 90. 49. 25 I srael 147. 237.77. 216 dover.idf.il ;c/]; handshake viol ation, first packet not |, 8

82. 145. 216. 237 Eur ope 147.237.77.216 dover.idf.il B ock_Ip V¢b In drop 8

81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | B ock_UWp Al _Nets drop 3

95. 85.51. 71 Net her | ands 147.237.77. 216 dover.idf.il JLMPurple Gon Limt _Htp dr op 3
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il B ock Udp Al Nets dr op 3
74.91.17.178 Lhited Sates 147, 237.72. 156 anan.idf.il bl ock-sp-trafl forward 2
149. 78. 154. 69 I srael 147.237.77. 216 dover.idf.il 1}?; handshake viol ation, first packet mot |, 2
105. 148. 253. 96 Mor occo 147.237.77. 216 dover.idf.il HTTP- M SG- Acunet i x- U | dest - r eset 2
173. 208. 197. 253 Lhited Sates 147.237.0. 17 Im”y' kosher-kravi . 1df.1 1\ oy sp-traf1 forvard 2
74.91.18. 43 Lhited Sates 147.237.77. 226 wan chanmat z. aka. i df i1 |bl ock-sp-trafl forward 2
74.91. 23. 106 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
41.251. 32. 23 Mor occo 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 2
173. 208. 197. 252 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-trafl forward 2

69. 30. 198. 146 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 forward 2
74.91. 23. 108 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 forward 2
173. 208. 197. 252 Lhited Sates 147.237.77.170 naarachot . i df . il bl ock-sp-traf 1 forward 2

82. 145. 219. 117 Eur ope 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 1
185. 56. 28. 67 Net her | ands 147.237.77.212 e.dover.idf.il B ock Np All _Net dr op 1
197.0. 64. 52 Tuni si a 147.237.77. 216 dover.idf il ;c/]; handshake violation, first packet mot |4 1
176. 31. 60. 249 France 147.237.72. 14 dover.idf.il (ol d) B ock Np Al _Net drop 1
95.85.51. 71 Net her | ands 147.237.77. 216 dover.idf.il JLM Under _Attack _Con Htp drop 1

82. 145, 217. 136 Eur ope 147.237.76. 86 navy.idf.il B ock_|p VWb In dr op 1
185. 56. 28. 67 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Sgna1 ure Devi ce Action |Oount
79.183. 230. 9 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 10
37.26. 147. 227 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 4
149. 78. 68. 52 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LR B ock 2
151. 80. 31. 180 France 147.237.76. 42 refuah.idf.il |Cl000146: HITP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
141. 255. 150. 17 Net her | ands 147.237.77.216  |dover.idf.il 10725: TCP: LA C DDoS Tool B ock 1




04-09-2016-23:04:01 to 04-10-2016-00:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry

Signature

82.205. 111. 236 |147.237.77.216 ?Cis;iig;a” Territory, | over. i df. i1 ET SCAN NVAP -SA (2) 4
66.249. 65. 224  |147.237.77.216|Wnited Sates dover . idf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
185. 114. 157. 12 |147.237.76.31 |Netherl ands nakchal . i df il ET SCAN NVAP -f -sS 1
141. 255. 150. 17 |147. 237. 77. 216 |Net her | ands dover.idf.il ET OM—E\E\ITS. I nbound Low Qrbit Ton Cannon LG C 1
DDCS Tool desu string
91.201. 236. 114 |147.237. 76. 148 |krai ne gacenter. aka.idf . i [ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147. 237. 76. 148 |Net her | ands gacenter. aka i df.i [ET SCAN NVAP -sS wi ndow 1024 1
45.79.137. 87 147.237.76.31 |Lnited Sates nakchal . i df.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.76.86 |Lhited Sates navy. i df .il ET DROP Dshi el d B ock Listed Source 1
193. 201. 227. 117|147.237.0.19  |lkrai ne nadimatal .idf.il |ET SCAN Potential SSH Scan 1
185. 114. 157. 12 |147.237.76. 31 |Netherl ands nakchal . i df il ET SCAN NMAP -sS wi ndow 2048 1
176, 13. 15. 99 147 237 77 233|151 8el atal idh il ET DO5 Large anount of TCP Zer oWndow - Possible Nkiller2 1
DDos attack
139. 162. 192. 213|147.237.8.28 [lLnited Sates e.nobile-ks.idf.il |[ET SCAN Potential SSH Scan 1
185. 114. 157. 12 |147.237.76.31 |Nether| ands nakchal . i df.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry|Target Address ‘S’te ‘Signature Action ‘Oount
141. 255. 150. 17 |Net herl ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 12845
192. 168. 173. 102 147.237.77. 216 |dover.idf .i| [Geo-1 ocati on enf or cenent Geo-1 ocat i on i nbound enf or cenent noni tor  |362
192. 168. 173. 102 147.237.72. 166 |aka. i df . i Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent noni t or 173
105. 159. 247. 53 |Mor occo 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 152
88.78.17.218 Ger many 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 121
41.230.93.254 |Tunisia 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 115
109. 67. 228. 35 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 61
46. 32.122. 154  |Jordan 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 48
95.85.51. 71 Net her | ands 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 38
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 35
91. 246. 113. 146 gz::;”i on 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 26
105. 148. 253. 96 |Mor occo 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 25
77.124.3.254  |israel 147.237.0.34  |tikshuv. i i| X €AM NG Engine: TCP Invalid invalid segnent retransmssion. Packet | o 24
Ret ransni ssi on dr opped.
37.238.112.79 |lraq 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 23
41.254.9. 253 .Iglart::hﬁnr iNyaab 147.237.77. 216 |dover.idf.il |dr op SAMrule drop 22
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [drop SAMrul e drop 22
41.251. 32. 23 Mor occo 147.237.77. 216 |dover.idf.il Sreaning Engine: TCP | nvalid Inval i d checksum Packet dropped. drop 22
Checksum
105. 155. 33. 234 |Mbr occo 147.237.77. 216 |dover. i f .1 [Bad TCP sequence Ss:;';e”a”sm wthdifferent wndow oo |22
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 21
197.19.94. 71 Tuni si a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 21
109. 186.49.99 |lIsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 21
2.55.57.107 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 19
37.26.146.217 |israel 147.237.72. 166 |aka icr. i1 | €AM NG Engine: TCP Invalid - invalid segnent retransmssion. Packet | o 18
Ret r ansni ssi on dr opped.
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 18
109. 65. 68. 126 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 18
79.179.198. 245 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 16
46.117. 135. 153 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
109.67.4.246  |Israel 147, 237. 72, 166 |aka a1 |/ S3MNG Engine: TGP Invalid finvalid segnent retransmssion. Pecket | o 15
Ret ransmi ssi on dr opped.
84.108.111.25 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 14
2.52.187. 252 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 14
41.251.32.23  |Morocco 147. 237. 7. 216 |dover i i1 | ' €2M NG Engine: TP TCP segrent out of naxi numalloved |, 13
Segnent Limt Enforcenent sequence. Packet dropped.
109. 66. 7. 122 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 12
46. 19. 85. 158 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 12
37.238.136.200 |lraq 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 12
109. 65. 100. 202 |l srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 12
95. 86. 65. 194 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 12
109. 253. 205. 222|1 srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 11
197. 150. 99. 130 |Egypt 147. 237.77. 216 |dover i f .1 |Bad TCP sequence mﬁsg reansmt w th different moni tor |11
212.179. 246. 27 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 11
75. 68. 81. 150 Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 11
198. 144.107.90 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
66.249.93.111 |Europe 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 10
149.50.81. 190 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 9
207. 46. 13. 47 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
79.179.208.8  |Israel 147.237.72. 166 |aka i i1 |/ €AM NG Engine: TCP Invalid - finvalid segnent retransnission. Packet drop 9
Ret r ansni ssi on dr opped.
2.52.146. 35 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
79.179.5. 219 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 8
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 8
37. 26. 147. 150 | srael 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.147.252 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 20
77.127.2.50 | sr ael 147.237.77. 216 |dover . i df . i | Unaut hori zed HTTP Met hod B ock 9
77.127.2.50 I srael 147.237.77. 216 |dover.idf .il Ml tipl e Unaut hori zed URL Access from 77.127. 2. 50 B ock 7
85. 65. 96. 172 | srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unaut hori zed URL Access from 85. 65. 96. 172 Bl ock 5
79.178. 165. 157 |lIsrael 147.237.72. 156 |anan. i df . i | Miltiple Illegal Paraneter Encoding from 79.178. 165. 157 None 5
185. 89. 217. 233 |Netherlands [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 4
109. 67.8.24 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 109. 67. 8. 24 Bl ock 4
79.183. 107. 188 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
208, 115.113.88 [Uhited Sates [147.237.76.86 |navy.idf.il g;s;’tlhgfr _i izle/dgiﬁ/’;cocrisnj ;S%/ shouf orum asp Bock |3
156. 208. 20. 43 |Egypt 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/894-ar B ock 2
105. 159. 247. 53 |Mbr occo 147.237.77. 216 |dover.idf .i | Ostributed Admin B ocki ng B ock 2
77.127.2.50 I srael 147.237.77.216|dover . i df .i | Uhaut hori zed LRL Access to wawidf.il/sip_storage/files/4/ Bl ock 2
80. 246. 130. 145 |[lIsrael 147.237.77.216|dover.i df .i | Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm Bl ock 2
185. 89. 217. 227 |Netherlands [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
66.249.65.223 |1 srael 147.237. 7. 216 |dover . i df . i | o o o - e/ dover . aspx Bock |1
41.45.127.34 Egypt 147.237.77. 216 [dover . i df . i | Distributed Unauthorized URL Access on 147.237.77. 216/ B ock 1
85.65.11. 117 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/https:/mobile.idf.il/ B ock 1
79.179.198. 245 I srael 147.237.77. 176 [nat pash. i df . 1| mu;;vuégggtl .Zied(i .Lij?;tpecni)le:ets;)shar ed/ user cont r ol s/ pr onot i oncube/ Bl ock !
197.15.72. 24 Tuni si a 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to wawidf.il/il/ B ock 1
173.208. 197. 252|wnited Sates |147.237.77. 170 |maar achot . i df . i | D stributed Unaut horized URL Access on www tt 985. cond B ock 1
68.180.230.45 [United Sates [147.237.76.42 |refuah.idf.il e o ot oo/ ot U aspx Bock |1
41.251. 32. 23 Mbr occo 147.237.77.216|dover.idf .i | Illegal HITP \ersion B ock 1
5.29.123. 133 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/main/sachar/defaul t.aspx |B ock 1
80. 246. 130. 210 |l srael 147.237.77. 216 |dover . i df . i | Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
66.249.78.127 I srael 147.237.0.34  |ti kshuv.idf.il m“ttlhgr'ljve(fdﬁﬂl‘lfcn;zﬁfe;ff oruns. i rruser det i | 5. 45K Bl ock 1

waww chanat z. aka. i df |Unaut hori zed URL Access to
157. 55. 39. 109 Lhited Sates |147.237.77.226]| . waw chanat z. aka. i df . i1 /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ un |B ock 1

i def i ned
41.142. 28.83 Mor occo 147.237.77. 216 |dover . i df . i | D stributed Unaut hori zed URL Access on 147. 237.77. 216/ B ock 1
173.208. 197. 253|lhited Sates |147.237.0.17 g; niyl- kosher -kravi . i Unaut hori zed URL Access to waw tt985. coml B ock 1
69.30.198.146 |lLnited Sates [147.237.72.167|i shurimaka.idf.il Unhaut hori zed URL Access to www tt 985. cond B ock 1
105. 159. 247. 53 |Mbr occo 147.237.77.216|dover.i df .i | Ml tipl e Unaut horized URL Access from 105. 159. 247. 53 B ock 1
45.33. 136. 30 Lhited Sates |147.237.77.216|dover.idf.il D stributed Wauthorized URL Access on 147.237.77. 216/ B ock 1
84.111. 248.101 |[lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
185. 89. 217. 234 |Netherlands [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
79.178.163. 143 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/main/hone/ defaul t.aspx [B ock 1
66.249.78.134 | srael 147.237.0.34 |tikshuv.idf.il mutt ihl?srr:uzve.? de.?iLI /A‘S:ﬁzfs d/tlj’ser cont rol o header upper Bl ock 1
157.55.39.211 |uhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/main/general . aspx B ock 1
85.65.96.172  |Israel 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ult:?r(;fsz , g‘esgrcytesem s/ 1 st chi | ddocuent s/ 1432 Bl ock 1
41.251. 32. 23 Mbr occo 147.237.77.216|dover.i df .i | Illegal Byte Gode Character in Header Nane Accf &t B ock 1
80. 10. 17. 216 France 147.237.77. 216 |dover. i df .i | D stributed Wauthorized URL Access on 147.237.77. 216/ B ock 1
213.57.151. 154 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |Bl ock 1
185. 89. 217. 226 |Netherlands [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
74.91.18. 43 Lhited Sates |147.237.77.226 \A:A:W chanat z. aka. i df Unaut hori zed URL Access to www tt782. cond B ock 1
105. 159. 247. 53 |[Morocco 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww idf.il/ar/adnin B ock 1
66.249. 64.180 I srael 147.237.0.34 |tikshuv.idf.il m“: Ih‘lz;'hﬁsdl ;f’_‘i ffﬁig; L;’/ for uns. {1l f r nendessage. aspx Bl ock 1
37.187.114.171 |France 147.237.77.19 |lawforumidf.il Lhaut hori zed LR. Access to /irj/portal B ock 1
85. 64. 17. 152 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar/ B ock
195. 175. 62. 202 |Turkey 147.237.77.216|dover. i df .i | D stributed Unaut hori zed URL Access on 147. 237.77. 216/ Bl ock

Unaut hori zed URL Access to
66. 249. 79. 88 I srael 147.237.0.15 |kosher-kravi.idf.il kosher-kravi .idf.il/tenpl at es/i nagevi deogal | eryl obby/ i magevi deogal | [Bl ock 1
eryl obby. aspx

160. 177. 15. 145 |Mor occo 147.237.77. 216 |dover . i df . i | Distributed Waut horized URL Access on 147.237.77. 216/ B ock 1
86.69.5.24 France 147.237.72. 166 [aka. i df . i | mu;kh:ri ld?é?l /'\I:re:aihn(;(:;i (;tjg Stfhériri cati onser vi ce. asnx/ get aut huser Bl ock !
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