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|Top Attackers | n DDoS- Def ence |

Attacker Address | At tacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
66. 249. 93. 164 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In drop 26
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip V¢b In drop 26
66. 249. 93. 168 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b In drop 24
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p V¢b In drop 20
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df.il B ock_|p VWb In dr op 19
66. 249. 78. 21 Lhited Sates 147.237. 76. 42 refuah.idf.il B ock Ip Véb In drop 18
66. 249. 93. 172 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p V¢b In drop 18
66. 249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il B ock |p Vb In drop 17
66. 249. 78. 104 Lhited Sates 147.237.77. 170 naar achot . i df . i | Bl ock | p V¢b In drop 16
66. 249. 93. 160 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p V¢b In drop 15
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In dr op 15
66. 249. 93. 176 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip Véb In drop 14
66. 249. 78. 45 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df . i | B ock |p Vb In drop 14
66. 249. 78. 97 Lhited Sates 147.237.77. 170 raar achot . i of . | Bl ock | p V¢b In drop 13
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock | p V¢b In drop 13
66. 249, 78. 111 Lhited Sates 147.237.77. 170 naar achot . i df . i | Bl ock | p V¢b In drop 13
66. 249. 78. 197 Lhited Sates 147.237.77.176 nat pash. i df.il B ock_|p VWb In dr op 13
66. 249. 78. 38 Lhited Sates 147.237.77. 226 wwn chanmat z. aka. i df . i | B ock Ip Véb In drop 12
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il B ock |p Vb In drop 11
66. 249. 78. 31 Lhited Sates 147.237.77. 226 wwn chanat z. aka. i df . i | B ock Ip V¢b In drop 9
66. 249. 69. 93 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 9
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p V¢b In drop 8
66. 249. 78. 22 Lhited Sates 147.237.77. 74 lawidf.il B ock_|p VWb In dr op 8
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Véb In drop 8
66. 249. 67. 14 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Ip Vb In drop 8
66. 249. 78. 159 Lhited Sates 147.237. 77. 216 dover.idf.il Bl ock Ip Véb In drop 7
66. 249. 69. 42 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 7
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 7
66. 249. 64. 79 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock_|p VWb In dr op 7
66. 249. 65. 196 Lhited Sates 147.237.0. 19 nadi matal .idf.il B ock Ip Véb In drop 6
66. 249. 67. 30 Lhited Sates 147. 237. 76. 86 navy.idf.il B ock |p Vb In drop 6
66. 249. 64. 125 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip V¢b In drop 5
66. 249. 64. 147 Lhited Sates 147. 237.72. 156 anan. i df il Bl ock | p V¢b In drop 5
66. 249. 64. 4 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 5
66. 249. 69. 50 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In dr op 5
66. 249. 78. 79 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Véb In drop 5
66. 249. 89. 105 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 5
201. 92.191. 130 Brazil 147. 237. 76. 39 nobi | e. nei tav.idf.il Bl ock Udp All Nets drop 5
66. 249. 64. 169 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b In drop 5
66. 249. 69. 101 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 4
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il B ock_|p VWb In dr op 4
66. 249. 78. 29 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Véb In drop 4
66. 249. 64. 187 Lhited Sates 147.237.77.170 naar achot . i df . il B ock Ip Véb In drop 4
66. 249. 78. 174 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip V¢b In drop 4
66. 249. 78. 127 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock_Ip V¢b In drop 4
66. 249. 78. 86 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock | p V¢b In drop 4
66. 249. 64. 129 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_|p VWb In dr op 4
66. 249. 69. 128 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Ip Véb In drop 4
66. 249. 78. 18 Lhited Sates 147.237.77.170 naar achot . i df . il B ock Ip Véb In drop 4
66. 249. 78. 236 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip V¢b In drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Addr ess

|Ste |Name |Davi ce Action |Oount |
128. 242. 249. 12 Lhited Sates 147.237.77.216 |dover.idf.il |DVRep_P- N 40-59 Per nint 26
46. 19. 85. 192 | srael 147.237.77.216 |dover.idf.il|7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 24
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
93. 190. 92. 127 Cer many 147.237.77. 176 nat pash. i df . il Tehila - Perl LW wth fake user agent 1
89.248.171. 162 Net her | ands 147.237.0. 34 tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
84.21. 142. 230 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Tehila - Perl LW with fake user agent 1
113.59. 33. 61 Chi na 147.237.8.50 e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
94. 102. 56. 231 Net her | ands 147.237.77. 178 e. nat pash. i df . il ET SCAN Potential SSH Scan 1
89.248.171. 162 Net her | ands 147.237.77.216 dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.171. 162 Net her | ands 147.237.0. 16 ny- kosher-kravi .i df .il ET SCAN Potential VNC Scan 5900- 5920 1
84.21. 142. 230 Uni ted Ki ngdom 147.237.77. 74 lawidf.il Tehila - Perl LW wth fake user agent 1
113.59. 33. 61 Chi na 147. 237. 8. 50 e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S’ te ‘Massage
107. 167. 107. 198|lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 281
176.16. 1. 86 Saudi Arabi a 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 105
84.111.126. 126 |lsrael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 58
77.126.250. 204 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 38
89. 139. 185. 104 |l srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 32
85. 64. 164. 177 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop drop 28
77.127. 253. 39 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 28
109. 253. 141. 72 |I srael 147.237.77. 216 |dover. i of .1 |!/V@ 1 d segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 24
Packet dropped. Ret r ansni ssi on
109. 253.157.8 |Israel 147.237.77. 216 |dover. i of .1 |' V3 1d segnent retransmssi on. Streaning Engi ne: TCP I nval i d drop 18
Packet dropped. Ret r ansni ssi on
84.111. 85. 34 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 17
87.69. 154. 67 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 13
109. 66. 162. 172 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 11
109. 253. 146. 116|l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 10
184.53.38.107 |lhited Sates 147.237.72. 217 |e.idf.il Geo- | ocati on i nbound enforcenent |Geo-1ocation enforcenent drop 9
61. 3. 216. 192 India 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 9
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 8
149.78.154.69 |lLhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 8
46. 19. 86. 92 | srael 147.237.77. 216 |dover.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 8
5.22.129. 154 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 8
109. 253. 144. 224l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 8
180. 250. 197. 98 |l ndonesi a 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 7
73.185.134.74 |Whited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 7
84.21.142.230 |United Ki ngdom 147.237.77.74 |lawidf.il iz (raetransrmt w th different window Bad TCP sequence aert 7
77.127. 6. 68 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 7
84.21.142.230 |United K ngdom 147.237.77.74 |lawidr it [S01TETEEM with different wndow|po 1op sequence monitor |7
5. 255.253. 124 |Russi an Federation 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
157.55. 39. 114 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
207. 46. 13. 82 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
54.72.0.55 Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 6
109. 253. 157. 8 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
2.90. 37. 146 Saudi Arabi a 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
99.102.174. 194 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
85.130.187.90 |l srael 147.237.72. 166 |aka idf.i|  |'V@1d segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 6
Packet dr opped. Ret r ansni ssi on
109. 253. 144. 72 |Israel 147. 237, 77. 216 |dover. i f i1 |/MV@1d segnent retransmssion. Streanng Engine: TP Invalid drop 6
Packet dropped. Ret r ansn ssi on
89. 139. 185. 104 |Israel 147. 237. 77. 216 |dover. i of . i | ?Cg;e”a”sm't W th different wndow|p ; rop sequence monitor |6
176.12. 144. 137 |Israel 147. 237, 77. 216 |dover. i f i1 |/MV@1d segnent retransmssion. Streanng Engine: TP Invalid drop 6
Packet dropped. Ret r ansn ssi on
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
75.168. 168. 248 |Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
149. 88. 30. 15 Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 5
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
109. 253. 157. 129|l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
84.21.142.230 |United K ngdom 147. 237, 77. 176 |nat pash i o 1|50 & T with different wndow|po 1op sequence monitor |4
84.21.142.230 |United K ngdom 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
104. 33. 1. 197 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
212.14. 243.78 g‘ijcisgi':"ja” Tertitory, 1147 237.77. 216 |dover. iof i1 |First packet ism't SWN dr op drop 4
77.125.215. 143 |lsrael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 4
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Ste

Devi ce

‘Count

Country Action
C e Unaut hori zed URL Access to
213.251. 182, 103[France 147.237.77. 176 |mat pash. i df . 1 ww cogat . i df.il/sip storage/fil es/ 0/ si ze220x0/ 3410. j pg. src B ock 3
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 157.55. 39. 6 Bl ock 3
D stributed Lhaut hori zed URL Access on
46. 19. 86. 34 | srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i1//sites/resources/ chi nuch/styl es/inport/bottomavi gat |B ock 2
on. asp
213.61.227.39 |CGernmany 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 2
’ sl Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
87. 68. 55. 40 | srael 147.237.72. 166 |[aka. i df .i | D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary Bl ock 2
149.78.60.170 |israel 147, 237.72. 166 |aka. i df. i | tnknown Paranet er _ EVBTATEGENERATCR i n None 1
v aka. i df . i | / mai n/ sachar / hone. aspx
84.21. 142. 230 E?Ir:;gom 147.237.77. 216 |dover.idf.il Ml tipl e signatures from84.21.142. 230 Bl ock 1
. S Unaut hori zed URL Access to
175.42.91. 134 |Chi na 147.237.77. 176 |mat pash. i df . 1 ww cogat i df i 1/sip storagelfil es/ 3/ 3593, pdf /t r ackback/ Bl ock !
s Mil tiple Fullw dth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
89.139. 185. 104 |Israel 147.237.77. 216 |dover.idf.il from 89 139 185. 104 Bl ock 1
2.52.35.23 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
Unaut hori zed URL Access to
184.173.183. 173|lhited Sates 147.237.76. 42 |refuah.idf.il wan refua. atal . i df.il/1175- hel ref uah. aspx&usg=al kj r hgwavj kczO7af v |Bl ock 1
uj i | 0Odvn®f sOpr a
157.55.39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 1
84. 94. 74. 34 | srael 147.237. 72. 166 |aka. i df . Unknoun Par amet er __VI ENETATEGENERATCR i n None 1
vy aka. i df . i |/ nai n/ sachar/
Unaut hori zed URL Access to
50.97.52. 131 Lhited Sates 147.237.76.42 |refuah.idf.il wan refua. atal . idf.il/1253-he/refuah. aspx&usg=al kj r hi | 9eog2e280qbr |B ock 1
z9t Osazc42dpt g
184.53.38. 107 |lLhited Sates 147.237.72. 156 |anan.i df .i | Uhaut hori zed URL Access to /t nmunbl ock. cgi B ock 1
93.190. 92. 127 |Ger many 147.237.77. 176 [nat pash. i df . i | Ml ti pl e signatures from93.190. 92. 127 Bl ock 1
84.21. 142. 230 zlnt:gom 147.237.77.74 |lawidf.il Mil tipl e signatures from84. 21.142. 230 Bl ock 1
5.29.109.163  |Israel 147. 237.72. 166 |aka. i df .| Lhknown Parameter __VI BASTATEGENERATIR In None 1
v aka. i df . i | / nai n/ sachar/registrati onw zard/ regi st er. aspx
188. 165. 15. 241 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 188. 165. 15. 241 Bl ock 1
84.109. 4. 146 | srael 147.237.0. 17 Imny- kosher -kravi . i df .| SS. Untraceabl e Gonnection - Uhknown Server Certificate None 1
54.153.14.125 |lhited Sates 147.237.76.39 |[nobile neitav.idf.il Suspi ci ous Response Code B ock 1
184.53.38.107 |lhited Sates 147.237.72. 166 |aka. i df .i | Unaut hori zed URL Access to /tmunbl ock. cgi Bl ock 1
93.190. 92. 127 Cer many 147.237.77. 176 [nat pash. i df . i | PHP At t enpt Bl ock 1
84.21. 142,230 |Uted 147.237.77.74 |lawidf.il PHP ALt enpt B ock 1
Ki ngdom
5.29.109.163  |Israel 147. 237.72. 166 |aka i df . i Unknoun Par ameter __VI ENBTATEGENERATCR i n None 1
ww aka. i df . i1/ mai n/ sachar/regi strati onw zar d/ st ep3. aspx
188. 165. 15. 241 |Fance 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww idf.il/newsite/hebrew 0914-1b. st m|B ock 1
157.55.39.143 |lhited Sates 147.237.77. 176 |nat pash. i df .i | Unaut hori zed URL Access to www cogat. i df.il/894-he Bl ock 1
84.111.23.128 |Israel 147. 237.72. 166 |aka i df . i Wnknown Par anet er __VI EVETATEGENERATCR i n None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
68. 180. 228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 68. 180. 228. 117 Bl ock 1
Unaut hori zed URL Access to
184.173.183. 170|lhited Sates 147.237.76. 42 |refuah.idf.il waw ref ua. atal . idf.il/1250-he/ ref uah. aspx&usg=al kj r hhwsbbck5i - bc- |B ock 1
21dvmmj hkpgpkf a
109. 253, 67. 234 |Israel 147. 237.72. 166 |aka. i df . i Wnknown Paraneter __VI EASTATEGENERATCR i n None 1
v aka. i df . i |/ mai n/ sachar/ nai | box. aspx
84.21. 142. 230 w ted 147.237. 77. 216 |dover.idf .il Dstributed PHP At enpt Bl ock 1
Ki ngdom
Russi an o : . .
31.184. 195. 166 ration 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response CGode Bl ock 1
Unhaut hori zed URL Access to
207. 46.13. 79 Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i df . il/sites/resources/chi nuch/styl es/inport/bottomavi gato |B ock 1
n. asp
157.55.39.172 |Wited Sates  [147.237.72. 166 |aka.idf. il Wnaut hori zed URL Access to B ock 1
wan aka. i df . i |/ sachar/ f or ns/ downl oadf or m asp
68.180. 228. 117 |Wited Sates |147.237.77. 216 |dover.idf. il Wnaut hori zed LRL Access to B ock 1
wwy i df . i | / shar ed/ user cont r ol s/ header upper /
184.173.183. 173|lhited Sates 147.237.76. 42 |refuah.idf.il Ml ti pl e Unhaut hori zed URL Access from 184, 173. 183. 173 Bl ock 1
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