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Top Attackers

M dover.idf.il

M refuah.idf.il

B naar achot . i df . i |

Wiawid.il

W aka. idf.il

W atal .idf.il

I nat pash. i df . i |

M navy.idf.il
tikshuv.idf.il

B nadimatal .idf.i

Il 131. 194. 108. 98
66. 249. 78. 14
I 66. 249. 78. 28
199. 203. 240. 37
Il 136.85. 6. 32
M 66.249.78. 21
I 66. 249. 78. 82
M 66. 249. 78. 104
82. 80. 25. 221
M 70. 215. 13. 141




|Top Attackers | n DDoS- Def ence |
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Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count
66. 249. 78. 14 Lhited Sates 147. 237.76. 42 refuah.idf.il Block Ip Vb In drop 71
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip V¢b In drop 62
66. 249. 78. 21 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b In drop 35
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il Bl ock |p Vb In drop 31
66. 249. 78. 104 Lhited Sates 147.237.77.170 naar achot . i df .l B ock_|p VWb In drop 30
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 27
66. 249. 78. 111 Lhited Sates 147.237.77. 170 n@ar achot . i df . i | Block Ip Vb In drop 24
66. 249. 78. 97 Lhited Sates 147.237.77.170 naar achot . i df . il B ock |p Vb In drop 24
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Vb In drop 23
66. 249. 78. 86 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock |p Vb In drop 23
66. 249. 67. 22 Lhited Sates 147.237.76. 86 navy.idf.il B ock_|p VWb In drop 20
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 19
66. 249. 78. 79 Lhited Sates 147.237.77. 233 atal.idf.il B ock |p Vb In drop 18
66. 249. 65. 132 Lhited Sates 147.237.0.19 nadi matal .idf.il Block Ip Véb In drop 17
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . i | B ock Ip Vb In drop 17
66. 249. 67. 30 Lhited Sates 147.237.76. 86 navy.idf.il B ock_Ip V¢b I n drop 17
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df . i | B ock_|p VWb In drop 17
66. 249. 78. 134 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Ip Véb In drop 16
66. 249. 67. 14 Lhited Sates 147.237.76. 86 navy.idf.il B ock |p Vb In drop 14
66. 249. 78. 93 Lhited Sates 147.237.77. 233 atal.idf.il B ock |p Vb _In drop 14
66. 249. 78. 197 Lhited Sates 147.237.77. 176 nat pash. i df . i | B ock Ip V¢b In drop 14
66. 249. 65. 200 Lhited Sates 147.237.0. 19 nedi matal .idf.il Bl ock |p Vb In drop 13
66. 249. 78. 38 Lhited Sates 147.237.77. 226 vy chamat z. aka. i df . i | B ock_|p VWb In drop 13
66. 249. 69. 109 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 12
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il B ock |p Vb In drop 12
66. 249. 69. 101 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip Véb In drop 12
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip V¢b In drop 12
66. 249. 78. 120 Lhited Sates 147.237.0. 34 ti kshuv.idf.il Bl ock |p Vb In drop 12
66. 249. 69. 42 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 11
66. 249. 69. 93 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 9
66. 249. 65. 147 Lhited Sates 147. 237.76. 30 hi nush. i df . i | Bl ock |p V¢b In drop 9
66. 249. 64. 125 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip V¢b In drop 8
66. 249. 69. 16 Lhited Sates 147.237.77. 234 hal ag. i df . il B ock Ip V¢b In drop 8
66. 249. 69. 34 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock |p Vb In drop 7
66. 249. 64. 121 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_|p VWb In drop 7
66. 249. 80. 67 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 7
66. 249. 78. 60 Lhited Sates 147.237.77. 233 atal.idf.il B ock |p Vb In drop 7
66. 249. 69. 8 Lhited Sates 147.237.77.234 hal ag.i df .il B ock |p Vb In drop 7
66. 249. 78. 22 Lhited Sates 147.237.77. 74 lawidf.il B ock_Ip V¢b In drop 7
66. 249. 89. 103 Lhited Sates 147.237.77. 216 dover.idf.il B ock_Ip V¢b I n drop 7
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il B ock_|p VWb In drop 6
66. 249. 78. 74 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Véb In drop 5
66. 249. 64. 129 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock |p V¢b In drop 5
66. 249. 89. 101 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip V¢b In drop 5
66. 249. 69. 50 Lhited Sates 147. 237. 72. 166 aka.idf.il B ock Ip Vb In drop 5
66. 249. 64. 10 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock |p Vb In drop 5
66. 249. 64. 146 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 4
66. 249. 69. 128 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Ip Véb In drop 4
66. 249. 64. 45 Lhited Sates 147.237.77.176 nat pash. i df .i | B ock |p Vb In drop 4
66. 249. 64. 55 Lhited Sates 147.237. 72. 156 anan.idf.il B ock Ip V¢b In drop 4
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|Top Attackers In IPS|

Attacker Address

|Attacker Gount ry
46.137. 134. 188

| Target Address
I rel and

|Ste

|Narre |Devi ce Action |Oount
147.237. 72. 156 anman. i df.i| DVRep_P- N _40-59 Per mt 10
46.137. 134. 188 I rel and 147.237.72. 166 aka idf.il DVRep_P- N _40-59 Per mt 10
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|Top Attackers In |D|

Atacker Address |Attacker Gountry |Target Address |ste | Name | count |
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 28
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LV wth fake user agent 6
183. 136. 216. 7 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
221.235.188.213 |China 147.237.77.227 |e.hanaz.idf.il ET SCAN Potential SSH Scan 1
119. 235. 30. 50 | ndonesi a 147.237.0.16 ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
221.235.188.213 |China 147.237.77.170 |m@arachot.idf.il ET SCAN Potential SSH Scan 1
99. 244. 135. 30 Canada 147.237.76.176 |test.ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
221.235.188.213 |China 147.237.76.201 |e.atal.idf.il ET SCAN Potential SSH Scan 1
88. 249. 106. 23 Tur key 147.237. 8. 27 e nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188.213 |China 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.76.198 |e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.235.188.213 |China 147.237.72.166 |aka.idf.il ET SCAN Potential SSH Scan 1
217.91.181.112 Cer many 147.237.76.196 |e.sviva.idf.il ET SCAN NVAP -sS w ndow 4096 1
203. 151. 27. 95 Thai | and 147.237.0. 17 m ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
183. 136. 216. 7 Chi na 147.237.77.216 |dover.idf.il ET SCAN Potential SSH Scan 1
173.170.182.212 |Whited Sates 147.237.77.205 |prisha.idf.il SERVER VVEBAPP bad HITP/ 1.1 request, Potentially wormattack 1
221.235.188.213 |China 147.237.77.176 |natpash.idf.il ET SCAN Potential SSH Scan 1
119. 235. 30. 50 | ndonesi a 147.237.0.15 kosher - kravi .idf.il ET SCAN Potential SSH Scan 1
221.235.188.213 |China 147.237.77.121 |e.navy.idf.il ET SCAN Potential SSH Scan 1
99. 244. 135. 30 Canada 147.237.76.176 |test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188.213 |China 147.237.76.177 |ncore.idf.il ET SCAN Potential SSH Scan 1
221.235.188.213 |China 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
221.235.188.213 |China 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
209. 126. 230. 72 Lhited Sates 147.237.77.121 |e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country
131.194.108.98 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 159
199. 203. 240. 37 |l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 49
186. 85. 6. 32 Col onbi a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 38
185. 11. 8. 185 Yenen 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 28
70.215.13. 141 |lLhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 28
37.48.120. 214  |Net her| ands 147.237.77.216 |dover.idf.il First packet isn't SN drop drop 21
109. 253. 131. 171l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 16
89. 139. 185. 104 |l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 14
109. 253. 141. 214/l srael 147.237.77. 216 |dover. i f i1~ |\ V@ 1d segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 14
dr opped. Ret r ansn ssi on
149. 78. 154. 69 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 13
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 10
76. 26. 162. 97 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 9
93.172.34.126 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 9
46.19. 86. 168 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 9
108. 208. 206. 40 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
157. 55. 39. 6 Wited Sates  |147.237.77. 216 |dover.icf.i1 | V@1 d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 8
dr opped. Ret r ansni ssi on
99.237.141.86 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 6
50. 87.144. 145 |lLhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
109. 65. 74. 105 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
46.19. 85. 126 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
157.55.39. 114 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 6
8. 37.227.70 ’;{”&';V"D“S 147.237.77. 216 |dover.idf.il  |Response out of state Bl ock HTTP Non Conpl i ant noni t or 5
109. 253. 142. 97 |l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
173.170.182. 212|lhited Sates 147.237.77. 227 |e.hanaz.idf .il |Geo-| ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 4
31.13.102.121 |lrel and 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 4
173.170.182.212|lhited Sates 147.237.77.61 |e.cogat.idf.il |Geo-location i nbound enforcenent Geo- | ocati on enf or cenent drop 4
31.13.102.116 Irel and 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
173.170. 182. 212|Lhited Sates 147.237.77. 121 |e.navy.idf.il |Geo-1ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 4
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
173.170. 182. 212|Lhited Sates 147.237.77. 178 |e. nat pash. i df . i I|Geo- 1 ocat i on i nbound enf or cenent Geo- | ocat i on enf or cenent dr op 4
54.72.0. 55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 4
173.170.182.212|lhited Sates 147.237.77. 212 |e.dover.idf.il |Geo-location i nbound enf or cenent Geo- | ocati on enf or cenent drop 4
31.13.102. 120 Irel and 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
104. 128. 23. 155 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
157.55.39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 3
109. 120. 157. 179 gj:;;”ion 147.237.77. 216 |dover.idf.il  |Frst packet isn't SWN drop drop 3
89. 216. 115. 8 147.237.77. 216 |dover.idf.il SAMrul e drop drop 3
104. 140. 80. 213 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
204. 237.22. 235 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 3
8. 37.228. 81 ’;{”&';V"D“S 147.237.77. 216 |dover.idf.il  |First packet isn't SN drop drop 3
196. 45.48.254 |Ngeria 147.237.76.196 |e.sviva.idf.il |Geo-Ilocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 3
8.37.228.81 gng(r;yrmus 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 3
24.15. 83. 48 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 2
198.58. 103. 158 |Lhited Sates 147.237.77.216 |dover.idf.il First packet isn't SN drop drop 2
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Ste

Devi ce

‘Oount

Country Action
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il W navy. i df . i | / 994- 8613- hel navy. aspx. aspx B ock 2
173.170.182.212|lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to /tnunbl ock. cgi B ock 1
209.126.230.72 |Uited Sates  |147.237.77. 216 |dover.idf il %ﬂgﬁfgﬁgffﬂ“ﬂ - Protocol violation None 1
173.170.182. 212|lhited Sates 147.237.77. 170 |naarachot . i df . i | Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
173.170. 182. 212|Lhited Sates 147.237. 77. 226 |ww chanat z. aka. i df . i | |Uhaut hori zed URL Access to /t nmunbl ock. cgi B ock 1
157.55.39. 114 |Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwwn idf.il/ml net B ock 1
178. 255. 215. 87 |Rance 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wan i df.il/newsite/french/nahal . stm B ock 1
173.170.182. 212|lhited Sates 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to /tnunbl ock. cgi B ock 1
207.46. 13.2 Lhited Sates 147.237. 77. 226 [wwn chanat z. aka. i df . i |Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
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