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04-10-2015-04:03:00 to 04-10-2015-05:03:00

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
220.181.108. 187 Chi na 147.237. 76. 42 refuah.idf.il TCP handshake vi ol ation, first packet not syn drop 366
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df i | Bl ock | p Véb In drop 34
66. 249. 78. 111 Lhited Sates 147. 237. 77. 170 nmar achot . i df . i | Block Ip Véb In drop 33
66. 249. 78. 197 Lhited Sates 147. 237. 77. 176 nat pash. i df . i | Block Ip Véb In drop 31
66. 249. 78. 134 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock | p_V¢b In dr op 29
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In drop 28
66. 249. 78. 120 Lhited Sates 147.237.0. 34 tikshuv. i df il Bl ock | p Véb In drop 28
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In drop 27
66. 249. 78. 97 Lhited Sates 147. 237. 77. 170 nmar achot . i df . i | Block Ip Véb In drop 26
66. 249. 65. 155 Lhited Sates 147. 237. 76. 30 hi nush. i df . i | Block Ip Véb In drop 26
66. 249. 65. 151 Lhited Sates 147.237. 76. 30 hi nush. i df . i | Bl ock | p_V¢b In dr op 25
66. 249. 78. 14 Lhited Sates 147. 237. 76. 42 refuah.idf.il Block Ip Véb In drop 25
66. 249. 78. 204 Lhited Sates 147. 237. 77. 176 nat pash. i df .i | Block Ip Véb In drop 23
66. 249. 65. 147 Lhited Sates 147. 237.76. 30 hi mush. i df i | Block Ip Véb In drop 18
66. 249. 78. 104 Lhited Sates 147. 237. 77. 170 naar achot . i df . i | Block Ip Véb In drop 18
66. 249. 78. 159 Lhited Sates 147. 237. 77. 216 dover.idf.il Block Ip Véb In drop 17
66. 249. 78. 21 Lhited Sates 147.237. 76. 42 refuah.idf.il Bl ock | p_V¢b In dr op 16
66. 249. 67. 22 Lhited Sates 147.237. 76. 86 navy.idf.il Block Ip Véb In drop 16
66. 249. 78. 166 Lhited Sates 147. 237. 77. 216 dover.idf.il Block Ip Véb In drop 15
66. 249. 67. 14 Lhited Sates 147. 237. 76. 86 navy.idf.il Bl ock | p V¢b_In drop 14
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In drop 14
66. 249. 69. 8 Lhited Sates 147. 237. 77. 234 hal ag.i df . i Block Ip Véb In drop 13
66. 249. 69. 109 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p_V¢b In dr op 12
66. 249. 64. 147 Lhited Sates 147.237.72. 156 anan.idf.il Block Ip Véb In drop 12
66. 249. 69. 101 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Ip Véb In drop 11
66. 249. 69. 93 Lhited Sates 147.237.72. 166 aka idf.il Bl ock | p V¢b_In drop 11
66. 249. 69. 50 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Ip Véb In drop 10
66. 249. 80. 83 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 9
66. 249. 67. 30 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock | p_V¢b In dr op 9
66. 249. 89. 101 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In drop 8
66. 249. 69. 42 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p Véb In drop 8
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il B ock | p V¢b In drop 8
66. 249. 65. 186 Lhited Sates 147.237.0. 19 nedi matal .idf.il [Block Ip Vb In drop 7
66. 249. 64. 63 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock_Ip Véb In drop 6
66. 249. 78. 28 Lhited Sates 147.237. 76. 42 refuah.idf.il Bl ock | p_V¢b In dr op 6
66. 249. 67. 3 Lhited Sates 147.237. 76. 86 navy.idf.il Block Ip Véb In drop 6
66. 249. 65. 132 Lhited Sates 147. 237.0. 19 nadi matal .idf.il [Block Ip Veb In drop 6
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p Véb In drop 6
66. 249. 78. 127 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock Ip Vé¢b In drop 5
66. 249. 78. 79 Lhited Sates 147. 237. 77. 233 atal.idf.il Block Ip Véb In drop 5
66. 249. 67. 155 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock | p_V¢b In dr op 5
66. 249. 65. 178 Lhited Sates 147.237.0. 19 nadi matal .idf.il Block Ip Véb In drop 5
66. 249. 64. 146 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip V¢b In drop 4
66. 249. 81. 207 Lhited Sates 147. 237. 72. 156 anan. i df il Bl ock | p Véb In drop 4
66. 249. 69. 34 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Ip Véb In drop 4
66. 249. 78. 22 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Véb In drop 4
66. 249. 81. 209 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p_V¢b In dr op 4
66. 249. 64. 151 Lhited Sates 147.237.72. 156 anan.idf.il Block Ip Véb In drop 4
66. 249. 81. 212 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p Véb In drop 3
66. 249. 78. 86 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p Véb In drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess

|Ste |Name |DaviceAction |Oount|
93. 120. 27. 62 Romani a 147.237.76.197 |e.hinush.idf.il |DVRep_B-N 60_100 B ock 1
192. 67.133.200 |lhited Sates 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1




04-10-2015-04:03:00 to 04-10-2015-05:03:00

|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name |count |
82. 80. 25. 221 | srael 147.237.77.216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
43.255. 191. 141 Japan 147.237.77. 121 e navy.idf.il ET SCAN Potential SSH Scan 1
209. 126. 230. 72 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf .il ET SCAN NVAP -sS w ndow 1024 1
43.255. 191. 141 Japan 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
177.85. 235. 107 Brazi | 147.237.77.121 e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255.191. 141 Japan 147.237.72. 156 anan.idf.il ET SCAN Potential SSH Scan 1
94.131. 14. 10 Russi an Federation 147.237.77. 74 lawidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
43.255. 191. 141 Japan 147.237. 8. 46 e. chinuch.idf.il ET SCAN Potential SSH Scan 1
94. 102. 56. 231 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 67 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237.77.170 naar achot . i df.il ET SCAN NVAP -sS w ndow 1024 1
43.255. 191. 141 Japan 147.237.77.170 naar achot . i df . il ET SCAN Potential SSH Scan 1
213. 136. 84. 245 Ger many 147.237. 8. 45 eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
43.255. 191. 141 Japan 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 Japan 147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
174.226.194. 155 Lhited Sates 147.237.77.216 dover.idf.il portscan: TCP D stributed Portscan 1
43.255.191. 141 Japan 147.237. 8. 50 e tikshuv.idf.il ET SCAN Potential SSH Scan 1
94. 102. 56. 231 Net her | ands 147.237.77. 235 sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.77. 226 W chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.0. 17 mny- kosher -kravi . i df . il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237.0.16 ny- kosher-kravi .i df.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Jte

Country
78. 46. 174. 55 Ger many 147. 237. 72. 166 laka i df i Inval i d segnent retransnission. Packet Sreanimg Etjgi ne: TP Invalid drop 54
dr opped. Ret r ansni ssi on
31.168. 71. 97 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 26
149.78.154.69 |Lhited Sates 147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 23
46. 19. 85. 185 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 23
204.12.251.37 |Uited Sates  [147.237.0.15  |kosher—kravi i, i S0 [STANSME WD diTTerent Wndow g 1p sequence monitor |20
89. 139. 185. 104 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 18
76.219.190.87 |lLhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 16
50. 51. 82. 104 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 15
79.181.113. 105 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 12
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 10
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 10
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
185.11.11.242 |Yenen 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 7
85. 64. 151. 72 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 6
54.72.73. 168 Lhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 6
185.23.127.21 |Bahrain 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
194.187.168. 26 |Pol and 147.237.77. 176 |nat pash. i df . i | SAMrul e drop drop 6
93. 168. 255. 74 |Ronani a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 5
108. 82.173. 237 |lLhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
81. 218. 80. 226 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
174.226.194. 155|lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
110. 142. 129. 112|Australia 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 4
204. 237.22. 235 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 4
46.19. 86. 226 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
190. 156. 104. 191|Col onbi a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
99. 235. 104. 105 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
104. 162. 241. 87 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 3
157.55.39. 114 |Wited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet |Sreaming Engine: TCP Inval id drop 2
dr opped. Ret r ansni ssi on
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
204. 12. 251. 37 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
109. 65. 43. 74 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
5. 255. 253. 124 :32::1”' on 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 2
85.135.76. 178 |Czech Republic |147.237.77.216|dover.idf.il Frst packet isn't SYN drop drop 2
198. 58. 103. 160 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
68. 180. 228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
151.203.67.34 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 2
37.139. 52. 36 CGer many 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
5.29.104. 14 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
220.255. 1. 139 |9 ngapore 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
24.29.224. 88 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
75.147.181. 145 |Whited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
5.29.248. 12 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 2
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste ; ‘Count
Country Action
78.46.174.55 CGer many 147.237.72. 166 |aka.i df .i | Mil tiple Unhauthori zed URL Access from 78. 46. 174. 55 B ock 437
78.46.174. 55 Ger many 147.237.72. 166 |aka.idf .il Mil tiple Abnornal |y Long Request from 78.46. 174. 55 B ock 301
78.46.174. 55 Ger many 147.237.72. 166 |aka.idf .il Miltiple Illegal HITP \ersion from?78.46.174. 55 B ock 301
204.12.251.37 |lhited Sates |147.237.72.156 |anan.idf.il Uhaut hori zed URL Access to waww anan.idf.il/' B ock 2
’ C e Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df . i | / 994- 8613- he/ navy. aspx. aspx B ock 2
204.12.251.37 |lLhited Sates |147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to wan aka.idf.il/defaul t.aspx B ock 2
68.180.228. 117 |lhited Sates |147.237.77.216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 117 B ock 2
157. 55. 39. 67 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
78.46.174. 55 CGer many 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
190. 107. 176. 148|Chil e 147.237. 77. 216 |dover.idf.il DOstributed |11 egal Byte Gde Character in Mthod B ock 1
78.46.174. 55 CGer many 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to aka.idf.il/main/hone/ X2/ mai n/ gi yus B ock 1
157. 55. 39. 130 Lhited Sates |[147.237.77.19 |lawforumidf.il Uhaut hori zed URL Access to 147.237.77.19/ B ock 1
Il11egal HTTP Version X"x—xTMx xex§ Xex"x Xe
78.46.174.55 Ger many 147.237.72. 166 |aka. i df .il x¢x" &ody=ht t p: // waw aka. i df . i |/ chi nuch/ hone/ def aul t. asp?cat | d=4 |B ock 1
2142&docl d= HTTP/ 1. 1
5.79.16.135 tnited 147.237.72. 166 |aka.i df .i PHP At t enpt B ock 1
Ki ngdom
192.67.133.200 |wnited Sates |[147.237.77. 216 |dover.idf .il Wnaut hori zed URL Access to . B ock 1
ww i df .il/english/organi zati on/ navy/ servi ce. stm
94. 159. 160. 107 |Israel 147.237.72. 166 |aka. i df i Unknown Parareter ctl00_ct!00_Scri ptMnager H ddenField in None 1
v aka. i df . i |/ nai n/ sachar/
74.82.47. 3 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
: e URL is Above Root Drectory
204. 12. 251. 37 Lhited Sates 147.237.77. 216 |dover.idf.il waw i of i 1/ ./ shar ed user cont r ol s/ header upper / Bl ock 1
188. 40. 28. 160  |Ger many 147.237.77. 216 |dover.idf.il Extrenel y Long HTTP Request B ock 1
5. 255. 253. 124 RJSf;:I”i on 147. 237. 77. 216 |dover. i of . i | Mil tipl e Unaut hori zed URL Access from 5. 255. 253. 124 B ock 1
203.217.64.68 |Australia 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
104. 131. 210. 158 147.237. 72. 156 |anan. i df .i | Uhaut hori zed URL Access to list.ips.gov.il/nodiin/default.aspx B ock 1
74.112.131.246 |lhited Sates |147.237.77.216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/1133-220 B ock 1
] L S Whtraceabl e Gonnection - Protocol violation
209. 126.230. 72 |Whited Sates 147.237.0. 16 ny-kosher-kravi .idf.il (SSL_CONN SERVER HELLO) None 1
188. 40. 28. 160 CGer many 147.237.77. 216 |dover.idf.il Illegal Byte Gode Character in Method B ock 1
37.140. 141. 27 RJSIS:;ni on 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
’ S URL is Above Root Directory
204. 12. 251. 37 Lhited Sates |147.237.0.15 kosher-kravi .idf.il wiw kosher-kravi .i dof .1/ . ./ shared/ user cont r ol s/ header upper / B ock 1
155. 94. 222. 12 147.237.0. 15 kosher-kravi .idf.il Uhaut hori zed URL Access to 147.237.0. 15/ B ock 1
78.46.174. 55 Ger many 147.237.72. 166 |aka.idf .il Abnornal |y Long Request request versi on B ock 1
] mny-kosher-kravi.idf.i [Miltiple Untraceabl e SS. Sessi ons from 209. 126. 230. 72 (P ot ocol
209. 126.230. 72 |Whited Sates 147.237.0. 17 | viol ati on (SSL OONN SERVER HELLO)) None 1
189. 212. 234. 209 Mexi co 147.237.72. 166 |aka.i df .i Unknown Parameter _VI EVETATEGENERATCR i n None 1

v aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx
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