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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
87.69.9.118 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 819
220.181.108. 123 Chi na 147.237. 76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 398
185. 22. 32. 86 Lebanon 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 382
84.108. 81. 124 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 311
79.180. 194. 164 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 113
66. 249. 78. 14 Lhited Sates 147. 237. 76. 42 refuah.idf.il B ock Ip Vb In drop 44
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip Véb In drop 44
66. 249. 67. 14 Lhited Sates 147. 237. 76. 86 navy.idf.il B ock | p VWb In drop 37
66. 249. 67. 22 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_Ip V¢b In drop 35
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock | p V¢b In drop 33
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 33
66. 249. 78. 79 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Vb In drop 32
66. 249. 67. 30 Lhited Sates 147. 237. 76. 86 navy.idf.il B ock |p Vb In drop 29
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover. i df.il Bl ock | p V¢b In drop 28
66. 249. 78. 97 Lhited Sates 147.237.77.170 naarachot . i df . il Bl ock_Ip V¢b In drop 27
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 26
66. 249. 78. 21 Lhited Sates 147. 237. 76. 42 refuah.idf.il B ock_|p VWb In drop 23
66. 249. 78. 111 Lhited Sates 147.237.77.170 naar achot . i df .il B ock Ip Vb In drop 22
66. 249. 78. 197 Lhited Sates 147. 237. 77. 176 nat pash. i df . i | Block Ip V¢b In drop 21
66. 249. 78. 104 Lhited Sates 147. 237. 77. 170 n@ar achot . i df . i | Block Ip Véb In drop 21
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 18
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 18
66. 249. 69. 50 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 16
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df . i | B ock Ip Vb In drop 15
66. 249. 69. 34 Lhited Sates 147.237.72. 166 aka.idf.il B ock |p VWb In drop 14
66. 249. 69. 8 Lhited Sates 147. 237. 77. 234 hal ag.i df il Block Ip Véb In drop 13
66. 249. 69. 93 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock | p V¢b In drop 11
66. 249. 69. 109 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 11
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 10
66. 249. 69. 105 Lhited Sates 147.237.72. 167 ishurimaka.idf.il B ock Ip Vb In drop 9
66. 249. 69. 42 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p Ve¢b In drop 9
66. 249. 78. 29 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 9
66. 249. 69. 113 Lhited Sates 147.237.72. 167 ishurimaka.idf.il Bl ock_Ip Véb In drop 9
66. 249. 78. 93 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p V¢b In drop 9
66. 249. 78. 86 Lhited Sates 147.237.77. 233 atal.idf.il B ock_|p VWb In drop 8
66. 249. 78. 67 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Vb In drop 8
66. 249. 78. 174 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p Ve¢b In drop 8
66. 249. 78. 22 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip V¢b In drop 7
66. 249. 78. 120 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock_Ip Véb In drop 7
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 7
66. 249. 69. 97 Lhited Sates 147.237.72. 167 ishurimaka.idf.il B ock | p VWb In drop 7
66. 249. 69. 101 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Vb In drop 7
66. 249. 89. 103 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Vb In drop 6
66. 249. 80. 127 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p Véb In drop 6
66. 249. 64. 55 Lhited Sates 147.237. 76. 31 nakchal .idf.il Bl ock_Ip Véb In drop 6
66. 249. 64. 41 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock | p V¢b In drop 6
66. 249. 64. 151 Lhited Sates 147.237.72. 156 anan.idf.il B ock_|p VWb In drop 5
66. 249. 89. 105 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Vb In drop 5
66. 249. 78. 127 Lhited Sates 147.237.0. 34 ti kshuv. i df .i | Bl ock |p Ve¢b In drop 5
66. 249. 64. 132 Lhited Sates 147.237.77. 170 naar achot . i of . i | Bl ock | p V¢b In drop 4
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|Top Attackers In IPS|

At tacker At tacker .

Qount ry ’Tar get Address |Ste
89. 216. 115. 8 147. 237. 77. 216 |dover. i df .i | gzg HITP. Suspicious User-Agent (WndowsNT) Wth No Separating g 5
93.120.27.62 |Romani a 147.237.76.86 |navy.idf.il DVRep_B-N 60 100 B ock 1
79.183. 35. 92 | srael 147.237.77.233|atal .idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 1
93. 120. 27. 62 Romani a 147.237.8.27 |e.nadimatal.idf.i|DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country | Target Address |ste | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB_SERVER Fake (oogl ebot UA 1 | nbound 5
91. 224, 132. 118 Russi an Federation 147.237. 0. 200 mdu. i df . il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
8. 29. 144. 205 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |ET SCAN NVAP -sS w ndow 2048 1
8. 29. 144. 205 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |ET SCAN NVAP -f -sS 1
151. 236. 58. 222 Uni ted Ki ngdom 147.237.77.216 dover.idf.il PCLI CY- OTHER Adobe ol dFusi on adnmin interface access attenpt 1
113. 21. 226. 56 New Zeal and 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
88. 249. 106. 23 Tur key 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.76. 176 test.ncore.idf.il |ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77.61 e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
8. 29. 144. 205 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |ET SCAN NVAP -sS w ndow 1024 1
151. 236. 58. 222 Uni ted Ki ngdom 147.237.77.216 dover.idf.il ET WEB SERVER ol dFusi on adnini strat or access 1
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|Top Attackers In FW |

A tacker

Attacker Address Qount ry Target Address ‘S te ‘Message
190. 24.146. 71  |Col onbi a 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 290
197. 32.52. 156  |Egypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 80
185. 22. 32. 86 Lebanon 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 48
135. 23.221. 218 |Canada 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 46
199. 115. 117. 214|lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop dr op 38
88. 235. 250. 157 |Turkey 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 36
109. 160. 134. 43 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 32
176. 12. 138. 23 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 30
176. 12. 138. 26 — 147. 237. 77. 216 |dover i df . i Inval i d segnent retransmssion. Packet S rean ng Er_19i ne: TP Invalid drop 24
dr opped. Ret r ansnii ssi on
2.115.17. 164 Italy 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 23
62. 90. 184. 90 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 23
46.19. 85. 103 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 22
109. 253. 128. 168l srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 22
82. 145. 222. 216 |Eur ope 147.237.77. 216 |dover.idf.i|Hrst packet isn't SN drop drop 20
188.48.243.211 [Saudi Arabia 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 19
109. 65. 177. 231 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 18
64.233.173.156 |United Qates |147.237.77. 216 |dover.idf.i| V31 d segnent retransmssion. Packet  (Sireaning Engine: TCP Invalid drop 18
dr opped. Ret r ansni ssi on
50.41.213.233 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 18
89. 139. 185. 104 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 15
37.48.120. 214 Net her | ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 15
5.57.242. 191 Sweden 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 12
84.94. 155. 30 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 12
109. 253. 137. 1461 sr ael 147.237. 77. 216 |dover. i of .i || V& 1d segnent retransmssion. Packet  |Sreamng Engine: TCP Invalid drop 12
dr opped. Ret r ansni ssi on
199. 119. 233. 154|Canada 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 12
178.153.81.31 |Qitar 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 11
166. 137. 244. 119|lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 11
109. 253. 143. 252|I srael 147.237. 72. 166 |aka i df i1 ||V 1d segnent retransmssion. Packet  |Sreamng Engine: TCP Invalid drop 10
dr opped. Ret r ansnii ssi on
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 8
188. 40. 28. 160  |Ger many 147.237.77. 216 |dover. i df . i |Response out of state Bl ock HTTP Non Conpl i ant noni t or 8
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8
74. 83.98. 90 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 7
46.19. 85. 121 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 7
87.68.57.239 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
99. 149. 20. 22 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 6
213.57.112. 93 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
190. 24.146. 71  |Col onbi a 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 6
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 5
190. 255. 39. 202 |Col onbi a 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 5
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 5
149.78.154.69 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 5
190. 255. 39. 202 |Col onbi a 147.237.77. 216 [dover.idf.i|l nval i d sequence nunber Bad TCP sequence noni t or 5
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
46. 19. 85. 170 | srael 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 5
197. 135. 127. 226 |Egypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 5
157.55.39.114 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 5
188. 40. 28. 160  |Ger many 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
192. 241. 245. 200|Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
79.179.125. 178 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 4
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Jte

Devi ce

Country

Action

‘Count

46.19. 85. 211 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 358
2.54.129. 168 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 38
188. 40. 28. 160  |Ger many 147.237.77. 216 |dover.idf.il Dstributed |11egal Byte Gode Character in Mthod B ock 8
188. 40. 28. 160  |Ger many 147.237.77. 216 |dover.idf.il D stributed Extrenel y Long HTTP Request B ock 7
S Unhaut hori zed URL Access to
213. 251. 182. 103|Fance 147.237. 77. 176 |nat pash. i df .i | wiw cogat i df i 1/si p_storage/ il es/ O/ si 26220x0/ 3410,  pg, ST C B ock 3
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Whaut hori zed URL Access from 68. 180. 228. 117 B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx |B ock 2
81. 31. 35. 48 Czech Republic |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 1
157.55. 39. 101 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1133- 14363- he/ dover. aspx |B ock 1
79.182. 126. 85 | srael 147.237.77. 176 [natpash.idf.il |Unauthori zed URL Access to waw cogat . i df.il/894-ar B ock 1
198. 170.241. 46 |lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed UR. Access to refua.atal .idf.il/bl og/wp-adm n/ B ock 1
84.228. 140. 106 |l srael 147.237.72. 166 |[aka.idf . il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
46.10.86.172  |israel 147, 237.72. 166 |aka.i . Wnknowun Par arret er _M EVBTATEGENERATCR i n None 1
v aka. i df . i | / nai n/ sachar/t f asi m aspx
162.243.202.56 |Lhited Sates 147.237.72. 156 |anan.i df .i | Lhaut hori zed URL Access to list.ips.gov.il/nodiin/ defaul t.aspx B ock 1
79. 183. 35. 92 | srael 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
109. 253. 143. 252|l srael 147.237.72. 166 |[aka.idf . il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
80. 67. 28. 130 Ger many 147.237.77. 216 |dover.idf.il Dstributed Extrenel y Long HITP Request B ock 1
5. 39.85.41 France 147.237.76. 42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp/ wp-adnmn/ B ock 1
134.0.11.76 Spai n 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal .idf.il/wp-adnin/ B ock 1
80. 67. 28. 130 Cer many 147.237.77. 216 |dover.idf.il Dstributed Il11egal Byte Gde Character in Method B ock 1
37.59. 29. 19 France 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
157.55.39.42  |Wiited Sates  |147.237.77. 216 |dover.iaf iy [@uthori zed UL Access to Bl ock 1
wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper /

75.119.222. 136 |Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wordpress/wp-adm n/ B ock 1
188. 40. 28. 160  |Ger many 147.237.77. 216 |dover.idf.il Mil tiple Extrenely Long HTTP Request from 188. 40. 28. 160 B ock 1
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