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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
156. 203. 4. 82 Egypt 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6644
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_|p Vb In drop 4019
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1144
156. 203. 4. 82 Egypt 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 155
41.109. 34. 189 Ageria 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 54
156. 203. 4. 82 Egypt 147.237.77. 216 dover.idf.il DOS- LA C- TCP- 80- cat dest - r eset 18
37.237.140. 107 Iragq 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 4
141. 0. 14. 147 Eur ope 147.237.76. 42 refuah.idf.il JLIMPurple Gon Limt_Htp drop 3
156. 203. 4. 82 Egypt 147.237.77. 216 dover.idf.il JLMPurple Gon Limt Htp drop 3
141. 0. 14. 147 Eur ope 147.237.76. 42 refuah.idf.il JLM Under Attack Con Htp drop 2
156. 203. 4. 82 Egypt 147.237.77. 216 dover.idf.il JLM Under _Attack _Con Htp drop 1
71.6.165. 200 Lhited Sates 147.237.77.121 e navy.idf.il ock Wdp Al _Nets drop 1
41.109. 54. 44 Ageria 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
176. 31. 60. 249 France 147.237. 8. 28 e.nobi l e-ks.idf.il |B ock Np Al _ Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
212.143. 142. 56 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

rget Address

Devi ce Action |Count

207. 232. 46. 209 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 12
84.111.234. 25 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 4
78. 46. 50. 246 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
5.9.151. 22 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot B ock 2
69. 30. 234. 2 Lhited Sates 147.237.77.176  |matpash.idf.il |Cl000074: HTTP. najestic bot Bl ock 2
149.78.57. 114 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
5.9.151. 22 Ger many 147. 237.76. 86 navy.idf.il CL000074: HTTP. maj estic bot B ock 2
78. 46. 50. 246 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
66. 249. 78. 120 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 1
66. 249. 78. 127 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
66.249. 78. 134 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
- ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil | er2 DDos
82.166. 118. 226 |147. 237. 77. 233 |l srael atal.idf.il
attack
208. 100. 26. 228 |147.237.0.34 [thited Sates |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
L ET QURRENT_EVENTS | nbound Low O bit |on Cannon LA C DDCS Tool
156.203.4.82  |147.237.77. 216 |Egypt dover.idf.il . 1
desu string
, o ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic, Potential
93.183.201. 2 147. 237. 8. 45 Lkr ai ne e.eitan.idf.il . 1
Scan or Infection
80. 82.78. 38 147.237.8.14  |Net herl ands e.orchot.idf.il [ET SCAN NMAP -sS w ndow 1024 1
208. 100. 26. 228 |147.237.72. 167 |Lhited Sates |ishurimaka idf.i|ET SCAN NVAP -sS w ndow 1024 1
101. 200. 181. 38 |147. 237. 76. 199 |Chi na e.nakchal .idf.il [ET SCAN NVAP -sS w ndow 1024 1
88.249. 106. 23 |147. 237. 77. 216 |Tur key dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
80.82.78.38 147. 237. 72. 167 |Net her | ands ishurimaka idf.i|ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
156. 203. 4. 82 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 517
192. 168. 173. 102 147.237.77. 216 |dover.idf.il |Geo-| ocati on enfor cenent Geo- | ocati on i nbound enf or cenent noni t or 358
192.168. 173. 102 147.237.72. 166 |aka.idf . il Geo-| ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent noni t or 168
Sreamng Engine: TCP Invalid i i ssi
79.181.11.67  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssion. Packet | 120
Ret r ansn ssi on dr opped.
17.138.56. 13 Lhited Sates [147.237.77.216|dover.idf.il |drop SAMrul e drop 53
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
141. 0. 14. 147 Eur ope 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 24
41.109.34.189 |Ageria 147.237.77. 216 |dover.idf.il |Bad TOP sequence iz;e”ansm't wth different wndow | ooivor |20
31.154. 148. 147 |Israel 147.237.77. 234 |halag.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
37.26.148.200 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 11
37.26.148.200 |[lsrael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 11
37.26.148.200 |Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
sl SYNVACK retransmit wth different .
37.26.148.200 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence “i ndow scal 6 noni t or 11
41.102.26.221 |Ageria 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
41.109.34.189 |Ageria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
37.237.140.107 |[Iraq 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 7
5.102.254. 234 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 7
37.237.140. 107 |[Irag 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 7
C e Unexpect ed post SYN packet - RST or
37.237.140. 107 |lraq 147.237.77. 216 |dover.idf.il |drop SYN expect ed drop 7
5.102. 195. 77 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or
109. 64. 143. 180 |l srael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
156. 203. 4. 82 Egypt 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid ' i ssi
37.26.148.175 |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g nval id segnent retransmssion. Packet |, 6
Ret r ansn ssi on dr opped.
79.178.194. 127 [Israel 147. 237. 72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
77.127.167. 153 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. Pecket |, 6
Ret r ansni ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
5.28.171.208  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.148.141 |israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
5.102. 195. 77 I srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
87.70.84.200  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g nvalid segnent retransmssion. Packet | 6
Ret r ansn ssi on dr opped.
109. 67.228.35 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
37. 46. 39. 59 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 5
) S Uhexpect ed post SYN packet - RST or
41.109.34.189 |Ageria 147.237.77. 216 |dover.idf.il |drop SYN expect ed drop 4
178.59.131.21 |Geece 147.237.76.86 |nawy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
41.109.34.189 |Ageria 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber aert 4
41.109.34.189 |Ageria 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 4
156. 203. 4. 82 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Response out of state noni t or 4
Sreamng Engine: TCP Invalid i i ssi
62.90.161.134 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. Packet | 3
Ret r ansn ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi
37.26.148.223 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssion. Packet |, 3
Ret r ansn ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
31.154. 156. 123 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. Packet | 3
Ret r ansn ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi
79.179.33.243 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssion. Packet |, 3
Ret r ansn ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 239. 26 |Israel 147.237.72. 166 |aka i f .11 9 =g nvalid segnent retransmssion. Packet |, 3
Ret r ansn ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi
5.22.135. 15 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. Packet |, 3
Ret r ansn ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
31.154.157.84 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. Packet |, 3
Ret r ansn ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi
79. 180. 154. 203 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. Packet |, 3
Ret r ansn ssi on dr opped.
46.2.25.117 Tur key 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
94.230.86.216 |lIsrael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
41.96.149.228 |Ageria 147.237.77. 216 |dover.idf.il |Bad TOP sequence ig;e”ansm't wth different wndow | uio |3
46.19. 85. 16 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
5.28.184.189  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. Packet |, 3
Ret r ansn ssi on dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
79.180. 167. 112 |l srael 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 79.180. 167. 112 B ock 12
79.180. 167. 112 |[Israel 147.237.76.31 |nakchal .idf.il |[Ostributed Unauthorized HITP Met hod Bl ock 10
37.187.131.127 |France 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 37.187.131. 127 B ock

149. 78. 23. 55 Lhited Sates 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 149. 78. 23. 55 Bl ock

109. 67. 106. 115 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
93.173.20.172 |Israel 147. 237.77. 243 |nobi | e. i df . | ﬁ;ﬂt:_?rc:fz_??/t‘;‘eggfy‘im O oo/l <t chi | ddocunent < 1152 Bl ock 3
87. 69. 225. 75 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.142.72.86 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249.65.217 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ sachar/f ag. aspx  |B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.74 [lawidf.il Mitiple Illegal Byte Gode Character in Method from 169. 229, 3. 91 B ock 1
41.74. 65. 183 'J‘;rt:;’h""i”rip;:b 147.237.77. 216 |dover . i df . i | Distributed Unauthorized URL Access on 147.237.77. 216/ Bl ock 1
46.19.86.213  |Israel 147.237.77.74 |lawidf il mu;ggr:f;dl ﬁoﬁcs(;fﬁc;?e/ doc._ e/ doc. mor. asp Bl ock 1
217.69. 133. 247 |Russian Federation|147. 237. 72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/afhyrim B ock 1
156. 203. 4. 82 Egypt 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
104. 131. 147. 112|United Sates 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to www i df.il/newsite/ hebrew nain. asp Bl ock 1
66.249. 65. 224 [Israel 147.237.77. 216 |dover.idf .l Uhaut hori zed LRL Access to waw idf.il/irag/ english/nedia stm B ock 1
173.252.115. 84 |Lhited Sates 147.237.72. 166 |aka. i df . i | Uhknown Paraneter sig2 in ww aka.idf.il/main/giyus/ general . aspx None 1
41.96.149.228 |Ageria 147.237.77.216|dover.idf . il Distributed Wauthorized URL Access on 147.237. 77. 216/ B ock 1
149. 78. 251. 134 |l srael 147.237.77.216|dover . i df . i Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
79.183.152. 110 |Israel 147.237.72. 166 |aka. i df . i | m";’k‘“g Iﬁr?ﬁg nlcéég?:f/tgaggficgg'\’:isgfcphsaChar$°t'09 n None 1
46.121.17. 114  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgc;réle??/geggfﬁsem e/ stchi | ddocunent s/ 1362 Bl ock 1
217.69. 133. 247 |Russian Federation|147.237.72. 166 |aka. i df . i | Unknown Par anet er 55594cf 0 in aka.idf.il/giyus/ None 1
157.55.39.194 |Uhited Sates 147.237.72. 166 [aka. i df . i | Unknown Paraneter docid in aka.idf.il/chamatz/klali/default.asp None 1
37.237.140.107 |[iraqg 147.237.77. 216 |dover.idf .l Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
109. 65. 114. 10 |l srael 147.237.77.216|dover . i df . il SSL Wntraceabl e Connection - Cpen Mde None 1
68. 180. 229. 226 |Lnited Sates 147.237.77.74 [lawidf. il vu\v;\‘)?\zult;vtrildzfé?l ﬁnppfacteesss} sth(;r ed/ user cont r ol s/ | obbyi nf ocent eri t emt Bl ock !
178.59.131.21 |Geece 147.237.77. 216 |dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
41.109.34.189 |Ageria 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on 147.237. 77. 216/ B ock 1
5. 29. 95. 54 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
156. 203. 4. 82 Egypt 147.237.77. 216 |dover.idf .l Ml tiple Abnornal |y Long Request from 156. 203. 4. 82 B ock 1
84.108.69. 118 I srael 147.237.77. 234|hal ag. i df . i | i;t rz'?)?u;‘;dZgi?mgre'sfziarilﬁfﬁi fgi . Bl ock 1
54, 153.33.233 |[Wnited Sates 147.237.76.200(ei tan. aka. i df . i | [Unaut hori zed URL Access to 147.237. 76. 200/ B ock

169. 229. 3. 90 Lhited Sates 147.237.0.34 [tikshuv.idf.il [Unauthorized URL Access to 147.237.0.34/ts. php Bl ock 1
40.77.167. 25 Lited Sates 147.237.76.31 |nakchal .idf.i|l |Wauthorized URL Access to 147.237.76. 31/ robots. t xt B ock
77.124.21.158 | srael 147.237.72. 166 |aka. i df . i | ﬁwa':::ri ?_""?I /C"n'a)l' n\f;';tj';’;i y'u?]/myunpmcessquesti onnai re.aspx | 1
196. 218. 59. 224 |Egypt 147.237.77.216|dover. i df . il Distributed Unaut hori zed URL Access on 147.237. 77. 216/ Bl ock 1
41.230.14.223 |Tunisia 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/hi nuch Bl ock 1
37.26.148.175 |[Israel 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code B ock 1
156. 203. 4. 82 Egypt 147.237.77.216|dover.i df . il Mil tiple Malformed LRL from 156. 203. 4. 82 B ock 1
65.55.210.119 [thited Sates 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to wawnidf.il/error. htm Bl ock 1
169. 229. 3. 90 Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/ts. php B ock 1
41.42.199.194 |Egypt 147.237.77.216|dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
109.173.145.70 [Pol and 147.237.77. 176 [nat pash. i df . i | \;Twa?;ge;t vpe M 7lga315i-0;n/8<?§;:?t§pxi " B ock 1
46.19. 85. 115 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock
207.46.13.169 |Lited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock

156. 203. 4. 82 Egypt 147.237.77. 216 |dover.idf .l Mil tipl e Unknown HTTP Request Met hod from 156. 203. 4. 82 B ock 1
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