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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 2806
5.164.70. 118 Russi an Federation 147.237.77. 233 atal.idf.il JLIMPurple Con Limt_Htp dr op 3
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
5.164.70.118 Russi an Federation 147.237.77. 233 atal.idf.il JLM Under Attack Con Htp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

93. 215. 25. 203 Cer many 147.237.0. 19 nadi matal .idf.il B ock Np Al _Net drop 1
104. 153.31. 3 Lhited Sates 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1

93. 215. 25. 203 Ger many 147.237.0. 15 kosher - kravi .idf.il B ock Np Al Net dr op 1

93. 215. 25. 203 Cer many 147.237.0. 33 idf.il Bock Np Al Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover. i df.il Block Udp All Nets drop 1

93. 215. 25. 203 CGer many 147.237.0. 16 ny- kosher-kravi.idf.il B ock Np Al Net drop 1

93. 215. 25. 203 Cer many 147.237.0. 34 tikshuv.idf.il B ock Np Al _Net drop 1
62.138. 2. 122 Cer many 147.237. 0. 200 nu.idf.il ock Wp Al _Nets drop 1
185. 103. 252. 93 Russi an Federation 147.237.0. 35 akaws. i df.il B ock Np Al Net dr op 1

93. 215. 25. 203 Cer many 147.237.0. 17 m ny- kosher -kravi .i df.il Bock Np Al Net drop 1

93. 215. 25. 203 Ger nany 147.237.0. 35 akaws. i df il Block Np All Nt drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

|Sgnature

Devi ce Action |Count |

63.141.226.178  |lhited Sates 147.237.77.176  |matpash.idf.il |Cl000074: HTTP: najestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 1
66. 249. 69. 79 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Scan or Infection

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
. . ... |ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
121.31.114.149 |147.237.8.46 |China e.chinuch.idf.il . 1
Potential Scan or Brute Force
112.196. 49. 101 |147.237.77.234|Indi a hal ag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
112.196. 49. 101 |147.237.77. 234 |Indi a hal ag.idf.il ET SCAN NVAP -f -sS 1
81. 27. 85. 28 147.237.8. 27 LK?';gegom e.nadi matal .idf.i|ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237. 76. 38 |Latvia eeneitav.id.il [ET SCAN NVAP -sS wi ndow 1024 1
192 82 11321 |147 237 8 28 |Fhili poi nes o nobi | e ks i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
T T m ' "7 |Potential Scan or Brute Force
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
121.31.42.241 |147.237.8.14 |China e.orchot.idf.il ) 1
Potential Scan or Brute Force
112.196. 49. 101 |147.237.77.234|Indi a hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
_ . |ET SCAN Behavi oral Wwusual |y fast Termnal Server Traffic, Potential
93. 183. 201. 2 147.237.76. 38 |lkrai ne eeneitav.idf.il 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Geo-1 ocat i on i nbound

192. 168. 173. 102 147.237. 77. 216 |dover.idf .i | Geo- | ocati on enf or cenent monitor 371
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka.i df . Geo- | ocati on enf or cenent Geo- ocati on i nbound monitor  [192
enf or cenent
17.138. 56. 13 Lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 56
5. 164. 70. 118 RJSf;;”ion 147.237.77. 233 |atal .idf .l SYN Att ack SYN -> SYN-ACK -> Timeout |reject 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Russi an . . -
5.164.70. 118 eration 147.237.77.233|ata .idf.il dr op Frst packet isn't SN drop 29
o SYN+ACXK retransnmit wth .
109. 65. 144.23 |l srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence different vindow scal & nonitor |23
109. 65. 144. 23 |l srael 147.237.72. 166 |aka.i of .i drop First packet isn't SN drop 22
141.0. 14. 27 Eur ope 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 19
77.30.247.253 |Saudi Arabia 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 17
Sreanming Engine: TCP Invalid i i ssi
46.19.85.224  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
192. 115. 133. 147|l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id sequence nunber nonitor |12
109. 65. 144.23  |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
Sreamng Engine: TGP Invalid i i ssi
37.26.148.180 |l srael 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
217.132.100. 195|l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 11
212.143.142.56 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 10
5.189. 190. 212  |Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 10
109. 65. 144.23 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |9
Sreanming Engine: TCP Invalid i i ssi
5.29.20. 6 I srael 147. 237. 76. 200 |ei tan. aka i of . i 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.192  |israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.65.16  |United Sates |147.237.0.19 |nadimatal.idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.70.112.235 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 239 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber monitor |6
Sreaming Engine: TGP Invalid i i ssi
2.53.6.45 I srael 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 64.32. 114 |Israel 147.237.76. 200 |ei tan. aka.i df . i Streamng Engi ne: TCP alid imvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.64.169 |Lnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
192. 115. 133. 147/l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d sequence nunber nonitor |6
46. 19. 85. 239 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 6
109. 186.53.23 |l srael 147. 237. 72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> Tinmeout |reject 6
46.19. 86. 114 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |5
46. 19. 86. 196 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 4
81.218.116. 129 |[Israel 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
5.102. 195. 70 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19.85.239  |israel 147.237.77. 226 | "}" chanat z. aka. 1df 1paq TOP sequence Inval i d AGK nunber alert 4
Sreaming Engine: TGP Invalid i i ssi
66.249.64.163 |lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
85.130.189.99 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46.19.85.239  |israel 147.237.77. 226 ["" chanat z. aka. 1df 1paq TOP sequence Invalid ACK nunber moni tor |4
91.200. 12. 79 Wkrai ne 147.237.72. 166 |aka.i of .i drop SAMrule drop
5.102.242.206 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TP Invalid i i ssi
109. 65. 84. 160 I srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181.133. 175 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
95.35.129.181 | srael 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
46.19. 86. 114 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 3
Sreaming Engine: TP Invalid i i ssi
87.70.150. 138 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84. 228. 0. 98 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
192.116.52.16 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.182.24.40  |israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.6.213  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.176.49. 230 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
149. 78. 146. 134 |Israel 147. 237 77. 206 | chamat z. aka. i df \oun A t a0k SYN -> SYN-ACK -> Timeout |reject 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
89.139.140.29 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 89. 139. 140. 29 Bl ock 70
79.180. 167. 112 |Israel 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 79. 180. 167. 112 Bock |26
79.180. 167. 112 |l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 25
81.218.116. 129 |[lsrael 147.237.76.31 |nakchal .idf.il D stributed UWaut hori zed HTTP Met hod B ock
81.218.116. 129 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to v nakhal .idf.il/sip storage/files/ 8/ B ock
89.139.140.29 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 89. 139. 140. 29 B ock
212 25.119. 193 |1 srael 147.237.76.39 |nobile. meitav.idf i Par_amet er_ Typg M (_JI ation ctI00$@nt ent A acetbl der 1$t xt Password in B ock 2
nobi | e. nei tav.idf.il/tenpl ates/| ogi n. aspx
87.70.21. 241 I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type M ol ati on Password i n nobil e.idf.il/sachar/login B ock 2
149. 78. 23. 55 g‘;tt:: 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 149. 78. 23. 55 Bock |2
79.180. 167. 112 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to w nakhal .idf.il/sip_storagel/files/ B ock
93.173.28.127 [Israel 147.237.72. 156 [aman. i df . i | Ill1egal Byte Gode Character in Header Nane B ock
207. 46. 13. 120 gﬁ;ttg: 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwwu aka.idf.il/portal niluinitenpl ates/ B ock 1
84.108.193.61 |[Israel 147. 237.76. 147 |chi nuch. aka. i df . i | [Uhaut horized URL Access to www chi nuch. aka. i df.il/404. htm B ock 1
68. 180. 231. 43 g‘;tt:: 147.237.77.216|dover.i df . il Paraneter Type Mol ati on PageNumin waw i df . il/1393-en/ dover. aspx Bock |1
Lhi ted m ny- kosher - kr av .
169. 229. 3. 91 147.237.0.17 |. . . Il1egal Byte Gode Character in Mt hod B ock 1
Sates iLidf.il
41.33.234.234 |Egypt 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to ww i df.il/xmrpc. php Bock |1
. . S Untraceabl e Gonnection - Protocol violation
93.173.28.127 |[Israel 147.237.72. 156 |arman. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
93.173.28.127 [Israel 147.237.72. 156 [aman. i df . i | Ostributed Abnornal |y Long Request B ock 1
169. 229. 3. 91 g;g: 147.237.72.167|i shurimaka.idf.il |lllegal Byte Gode Character in Mthod B ock 1
79.180.167.112 [israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to www nakhal .idf.il/sip_storagelfiles/8/ B ock 1
157. 55. 39. 108 g‘;tt:: 147.237.72. 166 |aka. i df . i | Unknown Paraneter docid in aka.idf.il/giyus/ ganda/ def aul t. asp None 1
54. 186. 248. 49 ;“;tteeg 147.237.77. 216 |dover.idf.i |l Unaut hori zed LRL Access to waw i df.il/1294-he/ v i df.il B ock 1
Il'legal HITP \ersion
N &+ dQe @e(] [ #24] 1 e[ [#30] ] b] ~[ [ #23] ] § [ #24] ] nf ¥4 *8PA[ [ #12] ] NB$LsI sn
Age dZ] [#12]]" Gl [#28] 1 [ [#27] 1 1T [[#1]]" ¢[[#2]]1 O~ oeq | cpl [#6]] [ [ #22
11EW>€)>ite Mg [#8]] < 1Q . Xyp—67[ [#7]] fo>"[[#0] INGOBU [ [#2]], " EO[ [
. . #14] 1 Q) gyNRf 13 VFe_m»[ [ #24] ] 0.2 [[#19]] YoU Y2 G WR2s ! [[#5]]
93.173.28.127 [Israel 147.237.72. 156 [aman. i df . i | &TEPg- +U [ #27] ] Bl ock 1
*o+l] <[ [#27] ] YA / ArabxG, 1; 8e: [[#11]] C qeS [#29]] &@&Q, ci [[#11] ][
#20] 1 T[[#15]]; $_ey2F[ [ #7]] « z&K[ [ #7]] "2~&5[ [ #18] ] £bE... <<, WO CH[ [
#19] 1A ' y2, ESD'ON | T o AAQ [#23] 1 [[#22] 131 +>. e[ [ #14] ] Eilde fio~ « [ [ #5] ]
—a1A
Czech . . ]
77.237.138. 202 Republ i ¢ 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to / Bl ock 1
169. 229. 3. 91 g“;:s 147.237.0.34 |tikshuv.idf.il Abnorral |y Long Request met hod Bock |1
118. 193. 163. 150|Chi na 147.237.77. 216 |dover.idf.il Uhaut hori zed LRL Access to waw i df .il/shared/ usercontrol s/ headerupper/ |B ock 1
46. 19. 85. 192 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
93.173.28.127 |[Israel 147.237.72. 156 |anman. i df . i | Dstributed |11egal Bte Gode Character in Mthod Bock |1
169. 229. 3. 91 g"alt:: 147.237.76.31 |nakchal .idf.il Illegal Byte Qode Character in Method Bock |1
157. 55. 39. 143 g“;:s 147.237.72. 156 |arman. i df . i | Lhaut hori zed URL Access to waw anan.idf.il/... B ock 1
66. 249. 65. 12 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ drushi mimi srot. aspx |B ock 1
2.53.6.45 | srael 147.237.77.243|nobi l e. i df . i | Suspi ci ous Response Code Bl ock 1
93.173.28.127 |[Israel 147.237.72. 156 |anman. i df . i | Mal forned UR | <f gy[ [#17]1[[#21]1[[ #14] 1p[ [#12] ] ¢x-$Nt hxo+ Bock |1
Lhited . . . Illegal Byte Gode Character in Mt hod
169.229.3.91 g oo 147.237.0.34 [tikshuv.idf.il  n4{ [ #4] ] 6] [ £7]] q2gP 15 x(h [ #26] ] TE<» & 271 <] Sk ¥ [ #14] ] Bock |1
. . Uhaut hori zed URL Access to
146.50.79. 106 Net her| ands 147.237.77. 216 |dover . i df . i | ww i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock !
46.19. 86. 49 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock
93.173.28.127 [Israel 147.237.72. 156 [aman. i df . i | Ostributed I11egal Byte Gode Character in URL Bl ock
199.47.81. 11 ;“;tteeg 147.237.77. 216 |dover.idf.i |l Unaut hori zed URL Access to www i df.il/1086- 14000- B ock 1
66. 249. 65. 223 | srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77.216/ 1153- 17350- en/ dover . aspx |B ock 1
169. 229. 3. 90 g“;:s 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ts. php B ock 1
37.187.131.127 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
. . Mil tiple Untraceabl e SS. Sessions from93.173.28. 127 (Protocol viol ation
93.173.28.127 |[Israel 147.237.72. 156 [aman. i df . i | ( SSL._CONN_APPL| CATI ON_DATA EXCHANGE) ) None 1
169. 229. 3. 91 ;h;:ee: 147.237.0.34 |tikshuv.idf.il Illegal Byte Gode Character in LRL B ock 1
46.121.60.242 |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul | et 1. gi f Bl ock 1
93.173.28.127 |[Israel 147.237.72. 156 |anman. i df . i | D stributed Wknown HTTP Request Met hod Bock |1
207. 46. 13. 93 g];::: 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
84.108. 165. 44 |l srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/https:/wwidf.il/ B ock 1
68. 180. 231. 43 ;h;:ee: 147.237.77.216|dover. i df . il Paraneter Type M ol ation PageNumin waw i df . il/1380-he/ dover . aspx B ock 1
' m ny- kosher - kr av
169.229.3.91  |Wted 147.237.0.17 | WF Abnornal |y Long Request net hod Bock |1
Sates iLidf.il
41.33.234.234 |Egypt 147.237.77.216|dover.idf .l PHP At t enpt B ock 1
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