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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 3099
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Up Al _Nets drop 6
123. 59. 59. 52 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-traf 1l forward 4
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df .i | B ock_Udp Al Nets drop 3
62.138. 2. 122 Cer nany 147.237.76. 202 e halag.idf.il B ock Wp Al Nets drop 1
82. 145. 209. 29 Eur ope 147.237.77. 216 dover.idf.il B ock _|Ip V¢b In drop 1
74.82.47.9 Lhited Sates 147.237.77. 216 dover.idf.il B ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
109. 107. 233. 15 Jor dan 147.237.77.216 |dover.idf.il |ClL000064: HTTP. Access to - admin.asp B ock 30
46.19. 86. 81 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 8
109. 107. 233. 15 Jor dan 147.237.77. 216 dover.idf.il C1000016: HTTP. adnministrator in UR B ock 4
69. 30. 221. 250 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
109. 107. 233. 15 Jordan 147.237.77.216  |dover.idf.il C1000003: HTTP: phpM/Adni n access Bl ock 2
66. 249. 66. 59 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 1
66. 249. 78. 134 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
63. 141. 226. 178 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Address Attacker Qountry |Signature

109.107.233.15  [147.237.77.216 |Jordan dover.idf.il Adnmin | ogi n page scan - Havij 48
109. 107. 233. 15 147.237.77.216  |Jordan dover.idf.il SERVER- WEBAPP admi n. php access 6
109. 107. 233. 15 147.237.77.216  |Jordan dover.idf.il SERVER- WEBAPP adni nl ogi n access 5
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
109. 107. 233. 15 147.237.77.216  |Jordan dover.idf.il SERVER VEBAPP | ogi n. ht m access 4
46. 60. 17. 32 147.237.77.216  |Pdestinian Territory, Qcupied dover.idf.il ET SCAN NVAP -sA (2) 2
86.9.217. 179 147.237.72.217 |United Ki ngdom eidf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 103 147.237.77.216  |China dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.76.197 [China e. hi mush. i df .i | ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147. 237.76. 30 Chi na hi nush. i df . i 1 ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.8. 46 Chi na e. chinuch. i df .il ET SCAN Potential SSH Scan 1
61.182.170. 38 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.77.179  |China e.nazi.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.76.176  |China test.ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147. 237. 8. 27 Chi na enadimatal .idf.il |ET SCAN Potential SSH Scan 1
208. 100. 26. 228 147.237.77.179  |wnited Sates e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

192. 168. 173. 102 147.237. 77. 216 [dover. i df il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent [noni t or 351

192. 168. 173. 102 147.237.72. 166 |aka.idf .i| Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |noni t or 201

5.189.190.212 |Germany 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 61

17.138.56. 13 Wited Sates [147.237.77.216 |dover.idf.il drop SAMirul e drop 41

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34

197.118.54.106 |Ageria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12

5.189.190. 212 |Ger many 147.237.77. 170 |msarachot .idf .il  [dr op SAMirul e drop 10
Sreaning Engine: TCP Invalid i i ssi

109. 64.149. 46 |Israel 147.237.0.34  |tikshwv.idf.il 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 64.183.32 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.

17.138.56. 13 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 9

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9

8.37.227.29 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 8

94.212.125.24 |Netherlands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

87. 83. 18. 234 LK!i“r:gegom 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6

109. 67. 228. 35 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreanmng Engine: TCP Invalid i i ssi

80. 246.137. 48 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

109. 253. 139. 123|1 srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

87. 83. 18. 234 LK!i“r:ge(cijom 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d sequence nunber monitor |6
Sreanming Engine: TCP Invalid i i sSi

185.3.147.228  |Israel 147. 237.77. 243 |nobi l e. i . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

31.210.187. 117 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 5

46.19. 85. 168 I srael 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

5.102. 195.156 |l srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber noni t or 5

107.167.109. 64 |Wited Sates [147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

192. 116. 158. 99 |l srael 147.237.72. 167 |ishurimaka. i df .11 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

5.29.103. 137 I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

2.55.10.85 | srael 147.237.76.42 |refuah.idf.il SYN Attack rej ect 4

189. 219. 156. 169|Mexi co 147.237.8.27 |e.nadimatal .idf.i|Geo-1 ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 4
Sreaning Engine: TCP Invalid i i ssi

207.46.13.120 |Uited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

192. 116. 158. 99 |l srael 147.237. 77. 216 |dover.idf .i | SYN Att ack rej ect

189. 219. 156. 169|Mexi co 147.237.8.28 |e.nobile-ks.idf.il|Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |drop
Sreaning Engine: TP Invalid i i ssi

37.46.38.9 I'srael 147.237.76. 200 |6 tan. aka. i of . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

189. 219. 156. 169|Mexi co 147.237.8.50 [e.tikshuv.idf.il |Geo-1ocation enforcenent Geo-1 ocation inbound enf orcenent |drop

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

189. 219. 156. 169|Mexi co 147.237.8.14 |e.orchot.idf.il |Geo-1ocation enf or cenent Geo-| ocati on i nbound enf or cenent |[dr op
Sreaning Engine: TCP Invalid i i ssi

149. 78. 146. 134 |1 srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.

189. 219. 156. 169|Mexi co 147.237.8.24 |elifestyle.idf.il|Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 4
Sreaming Engine: TGP Invalid i i ssi

109. 65. 48. 24 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

87.70.24.240  |israel 147. 237, 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

80. 246. 136. 136 |l srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.178.130. 101 |i srael 147. 237, 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

5.22.131. 53 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

87.70.59.170  |israel 147. 237, 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 253. 206. 127|1 srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.

192. 116. 158. 99 |l srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3

46. 19. 85. 143 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi

79.178.194. 171 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.

5.22.135.10 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi

87.70. 99. 36 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.

2.52.153. 96 I srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi

185.3.147. 224 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 107. 233. 15 |Jordan 147.237.77.216|dover. i df . il Mil tiple Waut horized URL Access from 109. 107. 233. 15 B ock 297
109. 107. 233. 15 [Jordan 147.237.77.216|dover . i df . i Ml ti pl e Admin Bl ocking from 109. 107. 233. 15 B ock 95
109. 107. 233. 15 |Jordan 147.237.77. 216 |dover.idf.il PHP Att enpt Bl ock 86
109. 65. 49. 219 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
109. 253. 218. 91 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
: . . Unaut hori zed URL Access to
207.46.13.120 |Wnited Sates |[147.237.72.166|aka.idf .il aka.i o i1/ ri ght's/ aspl hone. asp/i nf 0. asp B ock 2
96. 125. 181. 175 |Canada 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed URL Access from 96. 125, 181. 175 B ock 2
80.246.137.48 |[Israel 147.237.77.243|nobi [ e.i df . il D stributed Suspici ous Response Code Bl ock
. . . Uhaut hori zed URL Access to
66.102. 9. 91 Lhited Sates |147.237.77.216|dover.idf .il vwe i i /1294 en/ v i o . i 1/ engl i sh B ock 1
125. 162. 213. 1321 ndonesi a 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df.il/shared clientscripts/ass= B ock
80. 230. 216. 212 |l srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock
. . D stributed Unaut hori zed URL Access on
46. 19. 85. 41 I srael 147.237.77.234|hal ag.i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
169. 229. 3. 90 Uited Sates |[147.237.72.156|anan. i df.il Unaut hori zed URL Access to 147.237.72.156/ts. php Bl ock
87.71.126.144 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None
. ] . Paraneter Type Mol ati on SearchText in
212. 66. 41. 147 Lkr ai ne 147.237.77.216|dover . i df . il Wi df i | / 1065- en/ dover . aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 12 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gi yus/ gener al . aspx B ock 1
131. 253.25.217 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
. . Unaut hori zed URL Access to
109. 65.237.50 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
80. 230. 216. 221 |l srael 147.237.77.216|dover.idf .il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
185. 3. 147. 228 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock
. . Unaut hori zed URL Access to
46.19. 86. 71 | srael 147.237.76.31 |nakchal .idf.il nakhal . df .1/ consol ef corel doc.ngr/ doc_ ngr. asp B ock 1
109. 253. 139. 123|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
89.248.172.78 |Netherl ands 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to / B ock 1
213. 8. 204. 66 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.65.217 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72.166/ robots. t xt B ock 1
m ny- kosher-kravi . id i i
37.26.146.251 |Israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 1
foil mny-kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
131. 253.25.247 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
109. 107. 233. 15 [Jordan 147.237.77. 216 |dover.i df . il Admi n Bl ocki ng B ock 1
80. 230. 216. 255 |l srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on v i df.il/error. htm B ock 1
190. 34. 149. 226 |Panama 147.237.72.167i shurimaka. i df . i | Unhaut hori zed URL Access to 147.237.72. 167/ B ock 1
54. 75. 228. 43 Irel and 147.237.72.167|i shurimaka.idf . il D stributed Unaut horized URL Access on 147.237. 72. 167/ B ock 1
Lhi ted . . D stributed Unaut hori zed LRL Access on
94.199.151.22 | . ngdom 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ r obot 5. t xt B ock 1
. . Unaut hori zed URL Access to
66.249.73.243 I srael 147.237.72.166 |aka. i df . | aka. i df.i1/nil uinitenpl at es/ wi behazdaa. or g Bl ock !
m ny- kosher - kravi . i d _ _
37.26. 146. 251 | srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encodi ng from 37.26. 146. 251 None 1
. . Unaut hori zed URL Access to
146.50.79.106 [Netherlands  |147.237.77.176|mat pash.idf.il v cogat i df . 1/1392- en cogat . asp B ock 1
80. 230. 217. 0 I srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on v i df.il/error. htm B ock 1
192.116. 158. 99 |Israel 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
54.153.32.246 |Lhited Sates |[147.237.77.233|atal .idf.il D stributed Unaut horized URL Access on 147.237. 77. 233/ B ock 1
. . . Unaut hori zed URL Access to
123. 59. 59. 52 Chi na 147.237.72. 166 |aka. i df . i | . el ong. cond i / hone/ def aul t . aspx B ock 1
77.125.122.59 |Israel 147.237.76.86 |navy.idf.il Qooki e Tanpering on cookie _atrfs: Bxpected ab/ None 1
37.187.114.171 |France 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to /irj/portal Bl ock 1
157.55.39. 108 |lhited Sates |[147.237.72.166|aka.idf .il Lhknown Paraneter catid in aka.idf.il/tiznoret/nens/ None 1
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