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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Vb In drop 3187
79.180.113. 119 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets dr op 3

118. 236. 120. 102 Japan 147.237.77. 61 e.cogat.idf.il ock Wp Al Nets drop 2
208.67.1.19 Lhited Sates 147.237.77. 212 e.dover.idf.il |Bock Np Al Net drop 1
208.67.1.19 Lhited Sates 147.237.77. 235 svivaidf.il B ock Np Al Net drop 1

168. 235. 196. 227 Lhited Sates 147.237.77. 216 dover.idf.il  |JLM Under Attack Con Htp drop 1

93. 201. 71. 212 Ger nany 147.237.0. 33 idf.il Block Np Al _Net drop 1
208.67.1.19 Lhited Sates 147.237.76. 201 e atal.idf.il [Bock Np All Net dr op 1




04-09-2016-13:04:01 to 04-09-2016-14:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |C0unt |
89. 138. 39. 61 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 6
106. 38.241.106  |China 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 3
87.71.54. 102 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
151. 80. 31. 158 France 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er B ock 1
151. 80. 31. 172 France 147.237.76.86  [navy.idf.il C1000146: HITP.  AnrefBot craw er Bl ock 1
151. 80. 31. 177 France 147.237.77.170 |maarachot.idf.i|l |[Cl000146: HTTP. AhrefBot craw er B ock 1
52.1.90.117 Lhited Sates 147.237.72.166 |aka.idf.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
151. 80. 31. 101 France 147.237.77.176 |nmat pash.idf.il C1000146: HITP.  AnrefBot craw er Bl ock 1
151. 80. 31. 179 France 147.237.77. 74 lawidf.il Cl000146: HTTP. AnrefBot craw er B ock 1
85.187.236.218 |Rigaria 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
151. 80. 31. 107 France 147.237.77.216 |dover.idf.il C1000146: HTTP. AhrefBot craw er B ock 1




04-09-2016-13:04:01 to 04-09-2016-14:04:01

|Top Attackers In ID|

Target Address

At acker
Count ry

‘Ste

‘Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
. ... |ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
106. 81. 44. 255 [147.237.76.31 |China nakchal .idf.il .
Potential Scan or Brute Force
198.20.69.98 [147.237.76.197 |Lnited Sates |e himush.idf.il|ET DROP Dshi el d B ock Listed Source 1
124, 105. 63. 208 |147. 237 76. 34 |FHi 11 opi nes ohal an.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
R T m y © 7 |Potential Scan or Brute Force




04-09-2016-13:04:01 to 04-09-2016-14:04:01

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
192. 168. 173. 102 147.237. 77. 216 [dover.i df .i | Geo- | ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |noni t or 335
192. 168. 173. 102 147.237.72. 166 |aka. i df il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent [noni t or 175
17.138.56. 13 Wited Sates |147.237.77.216 |dover.idf.il drop SAMrule drop 56
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
o SWNretransmit wth different
2.55.31.171 I srael 147.237.77. 234 |hal ag.idf i1 Bad TCP sequence wi ndow scal e aert 14
2.55.31.171 I srael 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence Sretransmt wth i fferent monitor (14
w ndow scal e
5.189.190.212 |Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 10
91. 200. 12. 58 Lkr ai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 10
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
37.26.148.194 |Israel 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYNACK -> Ti meout rej ect
Sreaming Engine: TGP Invalid i i ssi
157.55.39.108 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 65.83.112 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.178.193. 254 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
93.173.53.215 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
185.3.147.241 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
149. 78.197. 216 |l srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
105.102. 4. 21 Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
79.180.187.5  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.131. 25 I srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g o, 3
Ret r ansni ssi on Packet dropped.
91. 200. 12. 58 Lkr ai ne 147.237.72. 166 |aka.idf .il drop SAMrul e drop 3
reanmn ine: TCP Invali i i ssi
79.181.118. 208 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.12. 15 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
77.127.66.78 |l srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
118. 173. 140. 248|Thai | and 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
reanming BEngine: TCP Invali i i ssi
176.13.13.192 [ srael 147.237.77. 23 |rmbit e i1 |7 €AmNg Engine: TCP Invalid imvalid segnent retransmssion. |, op 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
79.182. 141. 126 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
109. 67. 171. 215 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
46.117. 129. 156 |[lIsrael 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
213.8.129.153 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.183. 105. 135 |I srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 85. 31 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 135. 1721 sr ael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
85.144.24.129 |Netherl ands 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 2
Sreanming Engine: TCP Invalid i i SSi
149. 88. 255. 124 |Israel 147.237.77. 243 |nobi l e.i df .| 9 =g Inval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
213. 8. 204. 19 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
82.166.237. 150 |[lIsrael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
149.50. 26. 6 I srael 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
195. 154. 173. 103|F ance 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
5.102.254.189 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 2
Sreaning Engine: TCP Invalid i i ssi
213.57.153.5  |israel 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
46.19.85.7 I srael 147.237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engine: TCP Invalid i i SSi
85.65.57.222  |israel 147. 237.77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
193. 43. 245. 250 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
5.102. 195.156 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 2
37.187.114. 171 |FRance 147.237.8.28 |e.nobile-ks.idf.il|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
169. 229. 3. 91 Lhited Sates 147.237.72. 14 |dover.idf.il (ol d) [dr op SAMrul e drop 1
195. 62. 53. 168 RJSS::t”ion 147.237.72. 217 |e.i cf . i Geo- | ocati on enf or cenent Geo-1 ocat i on i nbound enf or cerent |dr op 1
5.102. 242. 45 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
79.180.39.138 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
185.77.91.113  |Turkey 147.237.72. 167 |i shuri maka.i df . i I[SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 70 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
96. 125. 181. 175 |Canada 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 96. 125, 181. 175 B ock 3
109. 65. 83. 112 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 109. 65. 83. 112 B ock 2
46.19. 86. 77 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
84.111.1.84 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
. . . Paraneter Type M ol ati on PageNumin
68.180.231.43 |lhited Sates 147.237.77. 216 [dover. i df . il v i df i 1/1395- en/ dover . aspx B ock 1
41.109.167.94 |Ageria 147.237.77.216|dover.i df . il Unaut hori zed URL Access to www i df . il/894-he/ B ock 1
157.55.39. 205 |Uhited Sates 147.237.77.216|dover.idf .l D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
96. 125. 181. 175 [Canada 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-adnmn/ Bl ock 1
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df .i |l D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 1
185. 30. 90. 132 |Azerbaij an 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
109. 67.3.239  |Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to v idf.il/international _training Bl ock 1
79. 183. 105. 135 |l srael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter _ in ww aka. idf.il/main/giyus/terns.aspx |None 1
’ . . Unaut hori zed URL Access to
157.55.39.226 |tited Sates 147.237.76.86 [navy.idf.il navy. i df . i |/ i v dr ushi i st ot . aspx B ock 1
. . Unaut hori zed URL Access to
66.249.66.23 [l srael 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1501- he/ at al . aspx B ock 1
. . Unaut hori zed URL Access to
2.55.31.171 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
188. 161. 113. 12 ga;lcis;i'gc'ja” Territory. 1147, 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to 147. 237.77. 216/ B ock 1
109. 241.135. 1 |Pol and 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df . il/894-en/ dover . aspx/ B ock 1
. . D stributed Uhauthorized URL Access on
82. 166. 118. 226 |I srael 147.237.77.234|hal ag.i df . i | 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
176.13.13.192 |[Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 1
109. 65. 83. 112 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df.il/sip_storage B ock 1
66.249.75.44 [Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to 147.237.72. 166/ B ock 1
38.111.147.88 |[thited Sates 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to v i df . il/894-he B ock 1
207.46.13.118 |Lhited Sates 147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
. . . Unaut hori zed URL Access to
114.97.56. 215 |Chi na 147.237.77. 176 [nat pash. i df . i | waw cogat . i df . i | /901- 11435- he/ cogat . aspx/ t r ackback/ Bl ock !
. . Unaut hori zed URL Access to
46.120. 116. 210 |Israel 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1134- he/ at al . aspx B ock 1
182.33.49. 129 |China 147.237.77. 216 |dover. i df . i | WL i's Above Root Directory Bl ock 1
vwwy i df . il /. ./ shared/ usercontrol s/ header upper/
109. 65. 85.55 |l srael 147.237.77. 176 |mat pash. i df . i|  |Ostributed Suspicious Response Code B ock 1
) . . . |[Uhknown Paraneter &SortDr in
68. 180. 230. 155 [Lhited Sates 147.237.76.200|ei tan. aka. i df . i | v i tan. aka i df i1/ 1103-hel ei t an. aspx None 1
41.109.167.94 |Ageria 147.237.77. 216 |dover.i df . il Ml tiple Uhauthorized URL Access from41l.109. 167. 94 B ock 1
) . . Unaut hori zed URL Access to
157.55.39. 177 [Whited Sates 147.237.77.233|atal .idf.il W atal i f i1/t enpl at es/ depart ment sl obby/ B ock 1
65.55.210.33 |lhited Sates 147.237.77.216|dover. i df .il D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 1
185. 30. 90. 132 |Azerbaij an 147.237.77.216|dover.idf .l PHP At t enpt B ock 1
109. 65. 194. 107 |I srael 147.237.77. 216 |dover. i df . i | Distributed thaut horized LRL Access on B ock 1
v i df il /https: /v i df.il/
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