04-09-2016-11:04:09 to 04-09-2016-12:04:09

@
1"PT SwNn [ )

GOV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
6, 0004
5, 000+
4, 000: M dover.idf.il
] M aka.idf.il
3, 000+ M navy.idf.il
T M atal.idf.il
Number 2, 0001 M hal ag.idf.il
m‘icks L 0004 W robi e, i f i1
’ I tikshuv.idf.il
0- : Meitan aka. idf.il
R R SR T S S T D S maar achot . i df . |
& P @ﬁ' ,Z}'g S N é@‘ f?}g’ o\\ 2 B nadi matal .idf.i
& N RN N

Top Tar get

[Top Attackers |

3, 600+

1, 800-
Nunber
(6]
At acks 900-

- 0" " . >
N N GRS I N N N S
D > > >
N Q > N : O %> D N
A7 e N NS v S A
SN % o @ A

Top Attackers

M 167. 114. 156. 16
156. 203. 99. 213

I 192. 168. 173. 102
17.138.56. 13

Il 37. 26. 149. 233

M 5. 189. 190. 212

I 41.33.231. 90

W 84.94.105. 215
89. 138. 38. 71

M 77. 126. 68. 215




04-09-2016-11:04:09 to 04-09-2016-12:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 27152
156. 203. 99. 213 Egypt 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6112
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Block Ip Véb In drop 3844
156. 203. 99. 213 Egypt 147.237.77.216 dover.idf.il DOS- HTTP-fi r ef | ood dest - r eset 196
156. 203. 99. 213 Egypt 147.237.77. 216 dover.idf.il Bl ock Udp All _Nets drop 129
149. 78. 233. 233 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 101
156. 203. 99. 213 Egypt 147.237.77.216 dover.idf.il DOS- LA C- TCP- 80- | gn dest - r eset 29
156. 203. 99. 213 Egypt 147.237.77.216 dover.idf.il DOS- LA G- TCP- 80- cat dest - r eset 11
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 9
208.67.1.19 Lhited Sates 147.237.0. 33 idf.il Block Np All _Net drop 1
208.67.1.19 Lhited Sates 147.237.76. 44 e.refuah.idf.il Block Np All _Net drop 1

185. 70. 184. 164 Net her | ands 147.237.77. 61 e.cogat.idf.il L4 Source or Dest Port Zero drop 1
208.67.1.19 Lhited Sates 147.237.0. 34 tikshuv.idf.il Block Np Al _Net drop 1
208.67.1.19 Lhited Sates 147.237.77. 19 lawforumidf.il B ock Np Al _Net dr op 1
185.94.111.1 Russi an Federation 147.237.72. 217 eidf.il Bl ock Udp All Nets drop 1
208.67.1.19 Lhited Sates 147.237.0. 35 akaws. i df.i | Block Np All _Net drop 1
74.82.47.9 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il |Bock Udp Al Nets drop 1
185.94. 111. 1 Russi an Federation 147.237.77. 205 prisha.idf.il Bl ock_Ulp Al _Nets drop 1
208.67.1.19 Lhited Sates 147.237. 8. 50 e. tikshuv.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

|Sgna1ure

Devi ce Action |Oount

87.71.37.41 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 4
199. 30. 25. 177 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LR B ock 2
156. 203. 99. 213 Egypt 147.237.77.216  |dover.idf.il 10725: TCP. LQ C DDoS Tool B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
156. 203.99. 213 |147. 237, 77. 216 | Egypt 4 il ET CURRENT_EVENTS I nbound Low Orbit Ion Cannon LA C 5
. . . . . . over . . .
7P CDC5 Tool desu string
141. 101. 178. 137|147. 237. 76. 176 ?;Z:;:I”ion test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
106. 184. 2. 29 147. 237. 77. 216 |Japan dover.idf.il ET SCAN Potential SSH Scan 1
84.200.15.174 |147.237.0.17 |Ger many mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
208. 100. 26. 228 |147.237.0.33 |Lhited Sates idf.il ET SCAN NMAP -sS wi ndow 1024 1
178. 162. 199. 206|147. 237. 77. 216 |Ger many dover.idf.il SHRVER || S trace. axd access 1
145.132.1.222 |147.237.77. 121 |Net her| ands e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
145.132.1.222 |147.237. 77. 121 |Net her | ands e navy.idf.il ET SCAN NVAP -f -sS 1
141. 101. 178. 137|147. 237. 76. 177 gjzigﬂon ncore. i df.il ET SCAN NVAP -sS wi ndow 1024 1
121. 40. 195. 144 |147.237.8.50 |China e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.200.15.174 |147.237.0.17 |Ger many mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 3072 1
84.200.15.174 |147.237.0.17 |Ger many mny-kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1
208. 100. 26. 228 |[147.237.77.205|Wnited Sates prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
145.132.1.222 |147.237.77. 121 |Net her | ands e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
141. 101. 178. 137|147, 237. 76. 199 |USS! &1 e.nakchal . i df.i ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
192. 168. 173. 102 147.237. 77. 216 |dover.i df .i Geo- | ocati on enf or cerrent Geo-1 ocation i nbound enf orcenent  |noni t or 375
17.138.56. 13 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 261
192. 168. 173. 102 147.237.72. 166 |aka. i df . i | Geo- | ocati on enf or cerment Geo-1 ocation i nbound enforcenent |nonitor 173
156. 203. 99. 213 |EHgypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 127
17.138.56. 13 Lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 49
5.189.190. 212  |Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
156. 203. 99. 213 |Egypt 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 26
37.26. 149. 233 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 22
89. 138.38.71 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
37.26.149.233 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 22
84.94.105.215 | srael 147.237.77.233|atal .idf.il  [Bad TOP sequence mdgitrsaé:"y wth different monitor |15
77.126.68.215 | srael 147237, 77, 243 |mbit e i i1 | €AM NG Engi ne: TGP Invalid - finvalid segnent retransnissi on dr op 15
Ret r ansni ssi on Packet dr opped.
84.94.105.215 |israel 147.237.77.234|nalag.idf.il  [Bad TCP sequence V?':dﬁrsaé:"y Wth different monitor |14
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
46. 19. 85. 254 | srael 147.237.76. 200 |eitan. aka.idf .iI|SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
5.189.190. 212 |Ger many 147. 237. 77. 170 |naar achot . i df . i I|dr op SAMrul e drop 10
37.26.149.233 |l srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence Sweoe e reansm wehdifferent fonitor o
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
45. 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 9
46. 19. 85. 27 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
109. 186. 49. 99 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
109. 226. 26. 144 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
197. 45. 132. 217 |Hgypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
207. 46. 13. 67 Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 7
79.179.61.209 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
2.54.164. 112 | srael 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 116. 209. 191 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.19. 86. 18 I srael 147. 237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid  invalid segnent retransssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
84.109. 152. 101 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
5.10.227.2 Irag 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
79.178.24.19 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
156. 203. 99. 213 |Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 6
85. 64. 112. 228 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
157. 55. 39. 65 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 6
109. 67. 210. 152 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
37.211.228.121 |Qtar 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.116.113.49 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
85.64. 136.134  |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6
84.94.105.215 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
50.87.144.145 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 5
207.46.13.107 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 5
79.182.194. 241 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
188. 247. 76. 108 |Jordan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
185. 120. 126. 111 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
87.70. 34. 85 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
139.162. 216. 112|lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
156. 203. 99. 213 |Egypt 147.237.77. 216 |dover . i df . i | Mil tipl e Unknown HTTP Request Method from 156. 203. 99. 213 |Bl ock 28
156. 203. 99. 213 |Egypt 147.237.77. 216 |dover . i df . i | Ml tiple Ml formed URL from 156. 203. 99. 213 B ock 25
109. 64. 88.236 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 109. 64. 88. 236 B ock 8
208.115.113. 88 Lhited Qates 147.237.76.86 |navy.idf.il ﬁi;t ihgfr.i izle/dgiL)J/?J_s/'icocreusr‘TSj ;S‘;/ shout or um asp Bock |6
219. 155. 147. 158|Chi na 147.237.77.216|dover.i df .i | Dstributed PHP At tenpt B ock 5
219. 155. 147. 158|Chi na 147.237.77.216|dover . i df .i | Ml tipl e Unhaut hori zed URL Access from 219. 155. 147. 158 B ock 4
156. 203. 99. 213 |Egypt 147.237.77.216|dover. i df .i | Mil tiple Abnormal |y Long Request from 156.203.99. 213 B ock 2
84.111.1. 84 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 2
185. 32.179. 148 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
197.231.70.20 |Gabon 147.237.72. 166 [aka. i df . i | Mitiple Illegal Bite Gode Character in URL from197. 231. 70. 20 B ock 2
185.120.125.8 |l srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 2
185.27.106.60 |Israel 147. 237.72. 166 |aka. i df . i | P © e g " zed Method Tor Known LRL from Bock |2
84.94.114.161 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
77.126.68.215 |[Israel 147.237.77.243|nobi [ e. i df . i | O stributed Suspicious Response Code B ock
66.249.65.223  Israel 147. 237.77. 216 |dover . i df . i | e o e - 1o/ dover . aspx Hock |1
197.231.70.20 |Gabon 147.237.72. 166 |aka. i df . i | LLLEC’%Z]/ i?'tageegf’;jﬁnggzraz(g/zoggcgi ;m’j IV kapat 2/ r es#012 B ock 1
178. 162. 199. 206 |Ger many 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation SearchText in B ock 1

waw i df . i | /1065- he/ dover . aspx
Uhaut hori zed URL Access to

217.132. 146. 134|I srael 147.237.77.233|atal .idf.il 147, 237. 7. 233/ 1134- he/ at al . aspx B ock 1

ny- kosher - kravi . i df [unaut hori zed UR. Access to
il v ny- kosher -kravi . i df.il/robots. txt

66. 249. 79. 120 | srael 147.237.0.16 B ock 1

Pal estinian Territory,

Cecupi ed 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawn i df.il/admin B ock 1

46. 43. 126. 57

: : D stributed Waut hori zed URL Access on
79.177.196.12  |israel 147.237.77.233|atal .i df . il 147. 237, 77. 233/ 1134- hel at al . aspx B ock 1

Uhaut hori zed URL Access to

66.249. 66. 121  [Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ si p_storage/ 11 es/ 5/ si e100x0/ 3045. ] pg Bl ock 1
178. 162. 199. 206 |Ger many 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wawidf.il/trace. axd B ock 1
5. 10. 229. 226 I'raq 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
85. 250. 185. 104 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/val tam B ock 1

ny- kosher - kravi . i df [unaut hori zed UR. Access to

66.249.79.124 |[Israel 147.237.0. 16 bt v ny- kosher -kravi . df . i |/ webr esour ce. axd Bl ock 1
46.120. 150. 5 I srael 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
. . SS. Lhtraceabl e nnection - Protocol viol ation
80. 246. 136. 201 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
66.249. 66. 125 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt Bl ock 1
: . . Uhknown Par anet er 4f 9c0c80 in
207.46.13.120 |[whited Sates 147.237.72. 166 |aka. i df . i | vaw aka i i 1/ mai n/ home/ def aul t . aspx None 1
. . ; ] Ostributed Paraneter Type Mol ation on
185.10.3.15 Russi an Federation [147.237.77.216|dover.idf.il vow i o i 1/ 1294- en/ dover . aspx_par anet er i d B ock 1
37.187.114.171 |France 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to /irj/portal B ock 1
71.227.55.147 |Wited Sates 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt Bl ock 1
54.153.33.152 [thited Sates 147.237.72.167]i shuri maka. i df .i| |Unauthorized URL Access to 147.237.72. 167/ B ock 1
196. 128. 108. 41 |Egypt 147.237.77. 216 |dover.idf . il Dstributed PHP At tenpt B ock 1
169. 229. 3. 90 Lhited Sates 147.237.72.167|i shurimaka. i df .il |Wauthorized URL Access to 147.237.72.167/ts. php Bl ock 1

. . Unhaut hori zed URL Access to
84.94.105.215 |[Israel 147.237.77.234|hal ag. i df . il 147. 237 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1

Uhaut hori zed URL Access to

66. 249. 69. 2 I sr ael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
207.46.13.174 |nited Sates 147.237.77. 216 [dover . i df . i | Distributed Unauthorized URL Access on 147.237.77. 216/ B ock 1
40.77. 167. 54 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to waw navy. i df. i/ capt cha. ashx B ock 1
151. 249. 196. 141|Bel arus 147.237.77.216|dover.i df .i | Paraneter Type Molation id in widf.il/1294-en/ dover.aspx |B ock 1
219. 155. 147. 158|Chi na 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to waw i df.il/plus/nytag_js. php B ock 1
71.227.55.147 |lnited Sates 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/xmrpc. php B ock 1
54.153.33.152 |lhited Sates 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
196. 128. 108. 41 |Egypt 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df.il/xnrpc. php B ock 1
178. 162. 199. 206|Ger nany 147.237.77.216|dover.idf . il Ml ti pl e Unhaut hori zed URL Access from 178. 162. 199. 206 B ock 1
66. 249. 69. 93 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 69. 93 Bl ock 1
185.27.106.60 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for waw aka. i df . il/mai n/gi yus/ B ock 1
46.43.126. 57 ga:lcisgii:;a” Territoryly 47 237.77. 216 |dover . i df . i | Adnin B ocki ng B ock 1
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