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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Vb In drop 4142
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 4
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . il ock Wp Al Nets drop 3
117. 205. 131. 205 Indi a 147.237.76. 86 navy.idf.il Invalid TGP H ags drop 2
104. 156. 240. 205 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Udp Al Nets drop 1
91. 15. 193. 249 Ger nany 147.237.0. 35 akaws. i df.il Block Np Al _Net drop 1
66. 240. 192. 138 Lhited Sates 147.237.77. 243 nobi | e.i df i ock_Wp Al Nets drop 1
212.143.225.116 | srael 147.237.8. 50 e. tikshuv.idf.il JLM Purple Gon Limt_Tcp drop 1
184. 105. 139. 106 Lhited Sates 147.237.8. 45 e.etanidf.il Bock Np All Net drop 1
184. 105. 139. 74 Lhited Sates 147.237.77. 205 prisha.idf.il Bock Np All _Net drop 1
93. 215. 17. 228 Cer many 147.237.0. 33 idf.il Bock Np Al _Net drop 1
91. 15. 193. 249 Ger nany 147.237.0. 16 ny- kosher-kravi .i df .il Block Np Al _Net drop 1
184. 105. 139. 122 Lhited Sates 147.237.0. 33 idf.il Block Np All Net drop 1
184. 105. 139. 94 Lhited Sates 147.237.77. 74 lawidf.il B ock Np Al Net drop 1
93. 215. 17. 228 Ger nany 147.237.0. 15 kosher-kravi .idf.il Bock Np All Net drop 1
184. 105. 139. 106 Lhited Sates 147.237.77. 233 atal.idf.il Bock Np Al Net dr op 1
184. 105. 139. 82 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) Block Np Al Net drop 1
93. 215. 17. 228 Ger nany 147.237.0. 34 tikshuv.idf.il Block Np Al _Net drop 1
91. 15. 193. 249 Ger nany 147.237.0. 17 mny- kosher -kravi . i df . il B ock Np Al _Net drop 1
184.105. 139. 122 Lhited Sates 147.237.8. 28 e.nobil e-ks.idf.il B ock Np Al Net drop 1
184. 105. 139. 102 Lhited Sates 147.237.8. 14 e.orchot.idf.il Bock Np All Net drop 1
93. 215. 17. 228 Cer many 147.237.0. 16 ny- kosher-kravi . i df .il Bock Np All _Net drop 1
82. 145. 219. 139 Eur ope 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 1
184. 105. 139. 114 Lhited Sates 147. 237. 8. 50 e.tikshuv.idf.il Block Np Al Net drop 1
184. 105. 139. 82 Lhited Sates 147.237.72. 166 aka.idf.il Block Np All Net drop 1
93. 215. 17. 228 Ger many 147.237.0. 35 akaws. i df . il B ock Np Al Net drop 1
91. 15. 193. 249 Ger nany 147.237.0. 33 idf.il Bock Np All Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Block Wdp All Nets drop 1
212.143.225. 116 | srael 147.237. 8. 46 e.chinuch.idf.il JLMPurple Gon Limt_Tcp drop 1
184. 105. 139. 102 Lhited Sates 147.237.77. 61 e.cogat.idf.il Block Np Al Net drop 1
184. 105. 139. 70 Lhited Sates 147.237.0. 17 mny- kosher -kravi . i df . il Bl ock Np Al _Net drop 1
93. 215. 17. 228 Ger many 147.237.0. 17 mny- kosher - kravi . i df . i | B ock Np Al _Net drop 1
91. 15. 193. 249 Ger nany 147.237.0. 15 kosher-kravi.idf.il Bock Np All Net drop 1
184. 105. 139. 118 Lhited Sates 147.237.77. 234 hal ag.idf.il Block Np All Net drop 1
184. 105. 139. 82 Lhited Sates 147.237.77. 235 svivaidf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
106. 38. 241. 149 Chi na 147.237.77.216  |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 5
103. 21. 58. 191 India 147.237.77.74 lawidf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 4
23.91.70. 119 Lhited Sates 147.237.0. 34 tikshuv.idf.il [5670: HTTP. SQ Injection (SELECT) B ock 4
177.185. 194, 45 Brazil 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
74.63.228. 226 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 4
199. 58. 86. 211 Lhited Sates 147.237.77.216  |dover.idf.il |ClL000074: HITP. najestic bot B ock 4
84. 245, 33. 104 Net her | ands 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

103.21.58.191 |147.237.77.74 |india lawidf.il QA Injection - Select From 12
84.245.33.104 |147.237.77. 74 |Netherl ands lawidf.il SQ Injection - Select From 6
23.91.70. 119 147.237.0.34 |lhited Sates [tikshuv.idf.il S Injection - Select From 6
177.185.194. 45 |147.237.77.74 |Brazil lawidf.il QA Injection - Select From 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
74.63.228.226 |147.237.72.166|lLhited Sates [akaidf.il S Injection - Select From 2
120. 199. 111. 137|147. 237. 72. 167 |Chi na ishurimaka.idf.il |ET SCAN NVAP -f -sS 1
93. 183. 201. 2 147.237. 77. 243 |kr ai ne nobi | e.idf.il ET SCAN Potential SSH Scan 1
69.30.197.124 [147.237.76.86 |Lhited Sates |navy.idf.il ET SCAN NMAP -sS w ndow 4096 1
185.114. 157. 12 |147.237.0.15 |Netherl ands kosher-kravi .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
120. 199. 111. 137|147. 237. 72. 167 |Chi na ishurimaka.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
93. 183. 201. 2 147.237.0.33 |kraine idf.il ET SCAN Potential SSH Scan 1
69.30.197. 124 [147.237.76.86 [lLnited Sates |navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
019 143, 295 116|147 237, 0.19 |1 s ael vadimatal idf il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potenti a1

Scan or Infection
185. 114. 157. 12 |147.237.0.15 |Netherl ands kosher-kravi .idf.i|ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
192. 168. 173. 102 147.237.77. 216 |dover. i df . Geo- | ocati on enf or cenent Geo-1 ocati on i nbound nonitor  |366
enf or cenent
s . Geo- | ocati on i nbound .
192. 168. 173. 102 147.237.72. 166 |aka.i df .il Geo- 1 ocati on enf or cenent enf or coment nonitor 170
17.138. 56. 13 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 56
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
5.189.190.212 |Germany 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 27
reamn ine: TCP Invali i i ssi
79.181.139. 122 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnissi on, drop 15
Ret r ansni ssi on Packet dropped.
73.10. 164. 59 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 15
reaming BEngine: TCP Invali i i ssi
109. 64.38.68  |Israel 147.237.77. 243 |nobil e. i of . Streamng Engi ne: TCP alid invalid segnent retransnissi on, drop 12
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
Sreaning Engine: TGP Invalid i i sSi
37.26.146.173 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 9
Ret ransm ssi on Packet dropped.
37.26.147.132 |israel 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
110.171.55.59  |Thail and 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |8
reaming BEngine: TCP Invali i i ssi
176.13.21.37  [israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Inval id invalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dropped.
37.26.147.132 |lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
130. 193. 178. 236(Iraq 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Tineout [reject 6
46.19.85.7 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
46.19.85.7 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber monitor |6
Sreaning Engine: TGP Invalid i i sSi
79.182. 225. 222 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
46.19. 85. 55 I'srael 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46.19.85.7 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber monitor |5
46.19.85.7 I srael 147. 237. 77. 216 |dover. i dof . i | Bad TCP sequence I'nval i d ACK nunber alert 5
54.75.228.43  |ireland 147.237.8.28 |e.nobile-ks.idf.il|Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 4
enf or cenent
62.210. 225. 135 |Fance 147.237.77.74 |lawidf.il drop SAMrul e drop 4
66.76. 174. 2 Lhited Sates 147.237.77. 233 |atal .idf . il drop SAMrul e drop 4
Sreanming Engine: TCP Invalid i i ssi
5.28.191. 62 I srael 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
164. 138. 23. 232 'O;a” stanc Republid, 47 237, 77. 216 |dover. i o il Bad TCP sequence Inval i d ACK nunber aert 3
82. 205. 56. 106 z'cf;i'géa” Territory.l147. 237. 77. 216 |dover. i df . i1 SYN At t ack SYN -> SYN-ACK -> Tineout |reject 3
213.57.242. 127 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 3
164. 138. 23. 232 :)fra”' Islanic Republiqy 47 937, 77. 216 |dover. i df i1 Bad TCP sequence Inval i d ACK nunber moni tor |3
reaming BEngine: TCP Invali i i ssi
46.19. 85. 17 I'srael 147.237.77. 203 | e i1 |27 €M NG Engine: TCP Invalid invalid segrent retransnission. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.71.236.25  |Israel 147.237.72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
141.8.142. 1 Russi an Federation  |147. 237. 76. 200 |ei tan. aka ior. i1 || €M NG Engine: TQP I nvalid|invalid segment retransnission. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 4 I'srael 147.237.77. 243 |mbile.i o i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi
87.70.53.233  |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185.120. 125. 29 |Israel 147.237.72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi
149.78.236. 129 I srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.142. 57 I srael 147. 237.72. 166 |aka. i of .11 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi
84.228.235. 253 |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
93.158.152. 49 |Russi an Federation 147.237. 76. 147 |chi nuch. aka. i df .i | g _g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi
176.13.18.44 [ srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183.29.184 | srael 147.237.72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
194.28.115. 226 [Net her| ands 147. 237. 77. 216 |dover i of i Bad TCP sequence SNretramsmt with different — oniior s
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.54.154.199  |israel 147. 237.72. 166 |aka. i of .11 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i Ssi
87.71.15.126  |Israel 147.237.72. 166 |aka. i df .1 9 =g Inval id segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
188. 161. 58. 168 | 2 SN an Territory.ly 1z 537 77 216 |dover. i df il dr op Frst packet isn't SN drop 2
Qccupi ed
46. 19. 85. 115 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 2
87.69.118. 57 | srael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop 2
5.102. 254. 240 |l srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence I'nval i d AGK nunber nonitor |2
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Attacker Address |Attacker Qountry Target Address |Ste Signature
176.126. 85. 176 |Net her| ands 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 2
46.19. 85. 115 I srael 147.237.77. 233 |atal .i df il Bad TCP sequence Invalid AGK nunber moni tor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |[Site S gnature Action ‘Count

46.19.86.4 | srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Uhaut horized LRL Access from46. 19. 86. 4 Bl ock 5
91.200.12.58 |Wkraine 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt Bl ock 4
91.200.12.58 |lkraine 147.237.77. 216 |dover.idf . il Ml tipl e Unauthorized URL Access from 91.200. 12. 58 Bl ock 3
37.26.148.198 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
66. 249. 65. 224 [l srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 65. 224 Bl ock 2
185. 120. 125. 8 |Israel 147.237.0.19 |[madi matal .idf.il Suspi ci ous Response Code Bl ock 2
54.153.33.145 |Whited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
37.187.114. 171 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to /irj/portal Bl ock 1
119. 154. 49. 89 |Paki stan 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat . idf.il/xnrpc. php Bl ock 1
66.249.69.34 |Israel 147. 237.72. 166 |aka. i df . i | mn:k“;izéf”. ?rf;;r nlzri“;;u‘ij’;;:eri;.aspx None 1
46.19.85.174 |[Israel 147.237.76.86 |navy.idf.il Unknown HTTP Request Method odzg; in URL __atuvc=l Bl ock

194. 28. 115. 226 |Netherlands ~ [147. 237.77. 216 [dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock

54.153.33.145 |Lhited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock

40.77.167. 31 Lhited Sates |[147.237.0. 16 nfll_ kosher -kravi..i df Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt |B ock 1
157.55.39. 205 [Whited Sates |(147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwwidf.il/tenpl ates/article/watch Bl ock 1
66. 249. 79. 133 |Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt Bl ock 1
5.28.191. 62 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/sip_storage/files/ Bl ock 1
207.46.13.67 [lnited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wwidf.il/ar/ Bl ock 1
46.19.85.174 |Israel 147.237.76.86 |navy.idf.il Abnornal |y Long Request request version Bl ock 1
177. 242. 161. 48 |Mexi co 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to /tnunbl ock. cgi Bl ock 1
84. 108. 88. 60 | srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
46.19.86. 4 I'srael 147.237.77. 243 |nobi | e. i df . i | nlf;;“f : olrd'fzf‘lj / geggf;zmztesn <t ohi | ddocunent </ 1152 Bl ock 1
5.28.191. 62 I srael 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to ww i df.il/mai n/ hone/ def aul t . aspx Bl ock

213.57.199. 131 |I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  [B ock 1
91.200.12.58 |lkraine 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/xmrpc. php Bl ock 1
66.249. 69. 2 | srzel 147.237.72. 166 |aka. i df . i ﬂ;u;g;r;;el%;:_ai ﬁ/cgzzﬁart/or esour ces/ scripts/ticker.js Bl ock !
46.19.85.174 [israel 147.237.76.86 [navy.idf. il fafiijc;"zfeﬁgiﬁrm s=5708af df be39al7ca000: B ock 1
84.108.88.60 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal .idf.il/xmrpc. php Bl ock 1
46. 120. 201. 183 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
119. 154. 49. 89  [Paki stan 147.237.77. 176 [mat pash. i df . i | Distributed PHP Attenpt Bl ock 1
66.249.69.34 |Israel 147.237.72. 166 [aka. i df . i | Unknown Par anet er anp; docld i n waw aka. i df . il/giyus/logi n/ None 1
46.19.85.174 |lIsrael 147.237.76.86 |navy.idf.il Mal formed URL __atuve=1 B ock 1
185. 120. 125. 8 |l srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/mlluiniindex Bl ock 1
87 71. 103, 47 lsrael 147.237.72. 166 |aka. i df .i | Uhknown Par anet er ct | 00$ct | 00$cphMai n$cphSachar $ctl 75 in None 1

wwv aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx

04-09-2016-10:04:07

to 04-09-2016-11:04:07




