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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4136
82. 145. 209. 108 Eur ope 147.237.77. 216 dover.idf.il B ock | p VWb In drop 10
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df .i | B ock Wp Al Nets drop 3
184. 105. 139. 84 Lhited Sates 147.237.77. 74 lawidf.il Block Np Al Net drop 1
184. 105. 139. 96 Lhited Sates 147. 237. 8. 50 e.tikshuv.idf.il B ock Np Al _Net dr op 1
184. 105. 139. 72 Lhited Sates 147.237.77. 226 W chamat z. aka. i df . i | B ock Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147.237.77.212 e.dover.idf.il ock Wp Al _Nets drop 1
184. 105. 139. 84 Lhited Sates 147.237.77.212 e.dover.idf.il B ock Np Al Net drop 1
184. 105. 139. 96 Lhited Sates 147.237.77. 243 nobi |l e.idf.il Bock Np Al Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.77. 170 n@ar achot . i df . i | Block Np All Nt drop 1
184. 105. 139. 92 Lhited Sates 147.237.0. 35 akaws. i df . il B ock Np Al Net drop 1
184. 105. 139. 108 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock Np Al _Net drop 1
184. 105. 139. 80 Lhited Sates 147.237.8. 28 e.nobil e-ks.idf.il B ock Np Al _Net drop 1
184. 105. 139. 92 Lhited Sates 147.237.77. 227 e hanaz.idf.il B ock Np Al Net drop 1
184.105. 139. 124 Lhited Sates 147.237.0. 19 nadi matal .idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
106. 38. 241. 149 Chi na 147.237.77.216  |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 5
91.219.122. 4 Pol and 147.237.77.233 |atal .idf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 4
174. 34. 135. 242 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot B ock 4
174. 34.135. 242 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot B ock 2
174. 34, 135. 242 Lhited Sates 147. 237.76. 86 navy. i df.il C1000074: HITP: naj estic bot B ock 2
174. 34. 135. 242 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot B ock 2
174. 34.135. 242 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [Cl000074: HITP. najestic bot B ock 2
207. 46. 13. 45 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1
123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

port denial of service attenpt

91.219.122. 4 147.237. 77. 233 |Pol and atal.idf.il A Injection - Select From 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66. 249. 69. 34 147.237.72.166 |Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
64. 31. 98. 203 147.237.8.50 [lhited Sates |e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
14.169.75. 189|147 237 8. 28 M etnam o nobi | e ks, i df i | ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
145.132.1.222 |147.237.0.17 |Netherlands  |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 4096 1
106. 184. 2. 29 147. 237. 72. 156 [Japan anan.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 8. 28 |Canada e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 3072 1
93. 183. 201. 2 147.237.0. 200 |Wkraine rdu. i df i ET SCAN Potential SSH Scan 1
49,140, 137. 178 |147. 237.76.31 |Fti i ppi nes nakehal i df i ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
208. 100. 26. 228 [147.237.8.28 [Wnited Sates |e nobile-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 76. 170. 207 |147.237.76.86 |Chi na navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
145.132.1.222 |147.237.0.17 |Netherlands  [mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 3072 1
104. 128. 144. 131|147. 237. 72. 156 |Canada aman.idf.il ET SCAN NMAP -sS wi ndow 4096 1
95. 45, 254. 123  |147.237.72. 166 |Irel and aka.idf.il SERVER APACHE Apache mod_ssl non- SSL. connection to SSL 1




04-09-2016-06:04:02 to 04-09-2016-07:04:02

|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Geo-1 ocati on i nbound

192. 168. 173. 102 147. 237. 77. 216 |dover. i df . Geo- | ocati on enf or cenent nonitor  |369
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka.i df . i Geo-l ocati on enforcement | 0! ocation inbound nonitor  [175
enf or cenent
17.138.56. 13 Lited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 57
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
94.123.197. 177 |Turkey 147. 237. 77. 216 |dover. i f . drop SaMrule drop
155. 254. 215. 182|Bahrai n 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engi ne: TCP i i ssi
66.249.65.16  |Uited Sates 147.237.0.19 |nadimatal .idf.il mng tngine. 1 Invalid segnent retransmssion. | 6
Inval id Retransm ssion Packet dr opped.
73.171.202.86 [lLited Sates 147.237. 77. 216 |dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
213. 244. 118. 251 g‘ilcisgi':('ja” Tertitony s 47 237.77. 216 |dover. i of . i1 SYN Att ack SYN -> SYN-ACK -> Timeout |reject 3
Sreaning Engi ne: TCP i i ssi
79.181.231. 193 |Israel 147. 237. 72. 166 |aka. i of . i | mng tngine. Invalid segnent retransmssion. | 3
Inval id Retransm ssion Packet dr opped.
213. 244. 118, 251 |8 SN AN TErTitory ;7 537 77 216 |dover.i df . il Bad TCP sequence STNFACK retransnit wth monitor |3
Qcecupi ed di fferent w ndow scal e
S reaning Engi ne: TCP i i sSi
199.30.24. 136 |Wnited Sates 147. 237. 76. 200 |ei tan. aka. i of . i | mng tngine. 1 Invalid segnent retransmssion. | 2
Invalid Retransnission Packet dr opped.
S reaning Engi ne: TCP i i ssi
109.30.25.29  |wited Sates 147.237.76. 200 |ei tan. aka.i of . il mng thgi ne. Invalid segnent retransmssion. | . 2
Inval i d Retransni ssion Packet dr opped.
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
S reamng Engi ne: TCP i i ssi
157.55.2.143  |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine: 1 Inval i d segnent retransmssion. | 2
Inval id Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP i i ssi
207. 241. 229. 237|Wi ted Sates 147. 237. 76. 200 |ei tan. aka. i df . i | mng Engine: Invalid segnent retransmssion. | 2
Inval i d Retransm ssi on Packet dr opped.
106.184.3.122  |Japan 147.237.76. 202 |e.hal ag.i df . i1 Geo- | ocation enforcenent |Co0! ocation inbound drop 1
enf or cenent
216. 218. 206. 115|Whi ted Sates 147.237.77. 233 atal i of .l SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 68 |Uhited Sates 147.237.77.74 |lawidf. il drop SMrul e drop 1
74.82. 47. 10 Lhited Sates 147. 237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cenent gﬁ?;'rggihfn I nbound drop 1
184. 105. 247. 252|Wnited Sates 147.237.8.24 |e.lifestyleidf.il Geo- 1 ocation enforcement  |0! ocation inbound drop 1
enf or cenent
169.229.3.90  |wited Sates 147.237.76. 199 |e. nakchal . i df i Geo- | ocat i on enf or cenent Sﬁ?o'rggihf” I nbound drop 1
104. 156. 240. 216|lhited Sates 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Pal estinian Territory . . SYNFACXK retransnmt wth .
213. 244.119. 251 7 1T 147. 237. 77. 216 |dover. i df . Bad TCP sequence ST oront vindon ocal o monitor |1
74.82. 47. 47 Lhited Sates 147. 237. 76. 198 |e. yohal an.i df . i | Geo- | ocation enforcement  |0! ocation inbound drop 1
enf or cenent
195. 62.53. 168 |Russian Federation |[147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |reject 1
184.105.139. 75 |Wited Sates 147. 237.76. 202 |e. hal ag. i df . i | Geo- | ocati on enf or cenent S;]?O'rggi'nf” I nbound drop 1
. s . Geo- | ocati on i nbound
117.114. 135. 68 |China 147.237.77. 212 |e. dover.idf.il CGeo- 1 ocati on enf or cenent onf or coment drop 1
104. 128. 144. 131|canada 147. 237. 72. 156 |anan. i of . SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.18 Lited Sates 147.237.8.14 |e.orchot.idf.il Geo- 1 ocation enforcement  |0! ocation inbound drop 1
enf or cenent
186. 143. 131. 125|Argenti na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.77. 176 |mat pash.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 149 |chi na 147. 237. 77. 216 |dover. i df . SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
216.218.206. 70 |Wnited Sates 147.237.76. 198 |e. yohal an. i df .| Geo- | ocat i on enf or cenent Sﬁfolrggihfn I nbound drop 1
74.82.47.58 Lited Sates 147. 237.77. 226 :A:"W chanatz. aka. 1df- 1oyN At t ack SYN -> SYN-ACK -> RST rej ect 1
72.9.148. 10 Lhited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop 1
184.105. 139. 75 |Wnited Sates 147.237. 77. 212 |e. dover. i df . i Geo- | ocation enforcement  |0! ocation inbound drop 1
enf or cenent
104.148. 44. 149 |Whited Sates 147.237.77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout |reject 1
74.82.47.19 Lhited Sates 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.90  |Wited Sates 147. 237.77. 226 :A:"W chanatz. aka. 1df. 1oyN At t ack SYN -> SYN-ACK -> RST rej ect 1
106.184.3.122  |Japan 147.237.0.17 ;"I”Iy kosher-kravi.id o\ At t ack SYN -> SYN-ACK -> Timeout |reject 1
216. 218.206. 71 |Whited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 106 |Uhited Sates 147.237.8.27 |enadimata.idf.il  |[Geo-location enforcement gﬁ?olrggﬁ:nfn I nbound drop 1
104. 148. 44. 149 |Uhited Sates 147.237.77. 176 |mat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
74.82.47.31 Lhited Sates 147.237.0.19 |medimatal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.133.98.138 |Lkrai ne 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 1
180. 76. 170. 207 |Chi na 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
106. 184.3.122  |Japan 147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
216.218.206.79 |Uited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
107.77.72.125 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error.htm |B ock 6
91.200.12.58  |kraine 147.237.77. 176 |nat pash. i df . i | PHP At enpt B ock 4
91. 200. 12. 58 kr ai ne 147.237.77. 176 |mat pash. i df . i | Mil tipl e Uhaut horized URL Access from 91.200. 12. 58 B ock 3
194. 187. 168. 208|France 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx |B ock 1
130. 185. 155. 10 |Sweden 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . i df . il/wp-1ogin. php B ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 18 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
157. 55. 39. 243 Lhited Sates 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock
91. 200. 12. 58 kr ai ne 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df.il/xmrpc. php B ock 1
23.81.235.118 |United Sates |147.237.77. 216 |dover. i df .i | Wnauit hor i zed LRL Access to B ock 1
wan i df . i | / shar ed/ user cont r ol s/ header upper /
157.55. 39. 21 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on wawidf.il/error.htm |B ock
66. 249. 69. 34 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 69. 34 B ock
169. 229. 3. 90 Lhited Sates |[147.237.77.176 |nat pash. i df . i | Unhaut hori zed URL Access to 147.237.77.176/ ts. php Bl ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
95. 45. 254. 123 [Ireland 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT HELLO) None 1
62.210.77.51  |France 147.237.77. 216 |dover . i df . i | thaut hori zed UR. Access to B ock 1
wav i df . i |/ 1008- en/ +navnenu. qc+
157. 55. 39. 29 Lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw tikshuv.idf.il/site/links. aspx |B ock 1
74.82.47.3 Uited Sates [147.237.0.19 [nadimatal.idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
) wwy. chanat z. aka. i df . )
169. 229. 3. 90 Lhited Sates |147.237.77.226 il Unaut hori zed URL Access to 147.237.77.226/ts. php B ock 1
. . Unaut hori zed URL Access to
66.249. 65. 224  [Israel 147.237.77.216|dover. i df . i | v i df i 1/ 1283- 17551- en/ dover . aspxand Bl ock 1
} . . Uhaut hori zed URL Access to
157.55.39. 108 |lhited Sates [147.237.72.166|aka.idf.il aka i df i1/ Kanar/ nevs/ wavidf i1/ vt za B ock 1
. . . Unaut hori zed URL Access to
188.214.14.52 |Ronani a 147.237.77.216|dover. i df . i | v i i |/ nevsi t e/ engl | s/ mai n. asp Bl ock 1
130. 185. 155. 10 |Sweden 147.237.77. 176 |nat paSh. idf.il Dstributed PHP Attenpt Bl ock 1
66. 249. 69. 2 I srael 147.237.72. 166 |[aka. i df . i | D stributed Whaut hori zed URL Access on 147. 237. 72. 166/ Bl ock
157.55.39.205 |lhited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wawwidf.il/error.htm |B ock
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