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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4145
120. 132. 50. 135 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 4
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 3
184. 105. 139. 76 Lhited Sates 147. 237. 77. 234 hal ag.i df . i Block Np Al Net drop 1
184. 105. 139. 108 Lhited Sates 147. 237. 0. 200 . i of i | Block Np All Nt drop 1
184. 105. 139. 92 Lhited Sates 147.237.0. 34 ti kshuv.idf.il Bock Np Al Net drop 1
184. 105. 139. 72 Lhited Sates 147.237. 8. 45 e.eitanidf.il B ock Np Al _Net drop 1
184. 105. 139. 104 Lhited Sates 147.237.0.16 ny- kosher-kravi .idf.il B ock Np Al Net dr op 1
184. 105. 139. 84 Lhited Sates 147.237.72. 166 aka.idf.il Bock Np Al Net drop 1
184. 105. 139. 108 Lhited Sates 147.237.77. 205 prishaidf.il B ock Np Al Net drop 1
184. 105. 139. 96 Lhited Sates 147. 237. 8. 46 e. chinuch.idf.il B ock Np Al Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.8. 24 elifestyle.idf.il B ock Np Al _Net drop 1
184. 105. 139. 104 Lhited Sates 147. 237.8. 27 e.nadimatal .idf.il Block Np Al Net drop 1
184. 105. 139. 84 Lhited Sates 147.237.77. 121 e.navy.idf.il B ock Np Al Net dr op 1
184. 105. 139. 120 Lhited Sates 147.237.0. 33 idf.il Bock Np Al Net drop 1
184. 105. 139. 96 Lhited Sates 147.237.72. 156 anan. i df.il Bock Np Al _Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.72. 167 ishurimaka.idf.il B ock Np Al _Net drop 1
52.53.222.9 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il B ock Np Al _Net drop 1
184. 105. 139. 104 Lhited Sates 147.237.77. 178 e. nat pash. i df .i | Block Np Al Net drop 1
184. 105. 139. 92 Lhited Sates 147.237.0. 17 mny- kosher-kravi .idf.il B ock Np Al Net dr op 1
184. 105. 139. 68 Lhited Sates 147.237.77. 179 e.nazi.idf.il Bock Np Al Net drop 1
184. 105. 139. 124 Lhited Sates 147.237.77. 233 atal.idf.il Block Np Al Net drop 1
184. 105. 139. 96 Lhited Sates 147.237.77. 61 e.cogat.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
106. 38. 241. 149  [Chi na 147.237.77.216 |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 5
61. 135. 189. 99 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 2
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
66. 249. 66. 62 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1
106. 120.173.85 |China 147.237.76.42 |refuah.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
109. 127.78.253 |lraq 147.237.77.216 |dover.idf.il 14170: HITP. B ank User-Agent (descriptor but no string) B ock 1
66. 249. 66. 56 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1




04-09-2016-05:04:09 to 04-09-2016-06:04:09

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

66.249.78.104 |147.237.77.170|W0ited Sates [maarachot.idf.il |ET SCAN NVAP -sA (2) 4

198. 20. 69. 98 147.237.76. 176 |Whited Sates |test.ncore.idf.il [ET DROP Dshi el d B ock Listed Source 1

189, 218. 204. 61 1147 237 76. 34 |vexd co yohal an.i i1 ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

162. 248. 100. 195|147. 237.0. 34 |lhited Sates |[tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1

119.93.105.98  [147.237.76. 44 |Phili ppi nes e.refuah.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel et Cbonnections, 1
Potential Scan or Brute Force

195. 216. 176. 244(147. 237. 72. 156 |Latvia aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1

190. 196. 178. 78 |147.237.77.212|Chile e.dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1

180. 76. 170. 207 |147.237. 76. 148 |Chi na gqcenter. aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1

1923176, 31 147, 237.76.34 |Fhi i ppi nes yohal an i o i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

119.93.33.111 [147.237.76.39 |Philippines nobi | e. nei tav. i df . i ET SCAN Behavi oral Lhusual ly fast inbound Telnet Cbnnections, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Geo- 1 ocat i on i nbound

Territory, Qcupi ed

192. 168. 173. 102 147. 237.77. 216 |dover.idf .i| Geo- | ocati on enf or cenent monitor 374
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka. i df . i Geo-l ocation enforcement  |C0;!ocation inbound monitor  [172
enf or cenent
17.138.56. 13 Lited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 56
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 18
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Pal esti ni an e ) .
213.244. 118. 251 Territory, Gecupi ed 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 4
Sreaning Engi ne: TCP i i ssi
66.249.69.93  |Uited Sates 147. 237. 72. 166 |aka. i o . i mng tngine: ! Invalid segnent retransmssion. | 4
Inval i d Retransmnission Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77. 176 |nat pash. i df . i | drop SAMrule drop 4
54.186.16.79  |ited Sates 147. 237. 76. 197 |e. hi nush. i df . i Geo-1 ocation enforcenent  |0!ocation inbound drop 4
enf or cenent
S reaning Engi ne: TCP i i ssi
62.219. 134. 154 | srael 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransmnission Packet dropped.
37.26.147.222  |israel 147.237.77. 226 [\ chanat z. aka. 1df 1pad TCP sequence Inval i d ACK nunber moni tor (3
Pal esti ni an C e SYN+tACXK retransmt wth .
213.244.118. 251 Terri tory, Gooupi ed 147.237.77. 216 |dover. i df il Bad TCP sequence gifferent v ndow scal e nonitor |3
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il drop SMrule drop
72.9.148.10 Lhited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop
Sreaning Engi ne: TCP i i ssi
157.55.39. 241 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i of .| mng tngine: ! Invalid segnent retransmssion. | 2
Inval i d Retransmnission Packet dropped.
50.5.5.43 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
S reaning Engi ne: TCP i i sSi
68.180. 230. 155 |Lhited Sates 147.237.76.200 |eitan. aka. i of . mng Engine: 1 Invalid segnent retransmssion. |, 2
Inval i d Retransmi ssion Packet dropped.
109. 67.29.180 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |1
69. 139. 5. 135 Lhited Sates 147. 237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
. . SYNtAXK retransmt with .
197. 165. 240. 92 |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence di fferent w ndow scal monitor |1
37.46.38. 170 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber monitor |1
184. 105. 139. 111|lhited Sates 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 219|nited Sates 147.237.77. 235 |sviva.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Pal esti ni an C e SYN+tACXK retransmt with .
213.244.119. 251 Terri tory, Gooupi ed 147.237.77. 216 |dover.idf il Bad TCP sequence gifferent wi ndow scal e nonitor |1
74.82.47.58 Lited Sates 147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocation enforcement  |C20;!ocation inbound drop 1
enf or cenent
61.135.189.99 |China 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 1
31.210.188.5 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
180. 76. 170. 207 |Chi na 147.237.76. 177 |ncore.idf . il dr op SAMrul e drop 1
121. 54. 44. 94 Phi | i ppi nes 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber monitor |1
184. 105. 139. 123|lhited Sates 147. 237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212.122. 220|nited Sates 147.237.77. 235 |sviva.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.94.32. 197 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber monitor |1
37.26.147.222 |israel 147.237.77. 226 [\ chamatz. aka.1df |gag TOP sequence Invalid ACK nunber aert 1
184.105. 139. 67 |Lhited Sates 147.237.72. 167 |i shurimaka. i df .i | drop SAMrul e drop
123.126.113. 80 [China 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
46. 19. 86. 50 I srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 216|Wnited Sates 147.237.76. 197 |e. hinush. i df . | Geo- | ocati on enf or cenent gﬁ?;)'rggﬁ:n?n  nbound drop 1
104. 148. 44. 149 |Uhited Sates 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
197. 165. 240. 92 |Egypt 147. 237.77. 216 |dover. i of .i | SYN At t ack SYN -> SYN-ACK -> Tineout [alert 1
184.105. 139. 67 |lLhited Sates 147.237.76.42 |refuah.idf.il dr op SAMrul e drop 1
141.212. 122. 211 |Wited Sates 147. 237. 77. 227 |e. hanaz. i df .| Geo- | ocati on enf or cenent Sﬁ?olzgixn  nbound drop 1
184. 105. 247. 219|Wnited Sates 147.237.76.201 |e. atal i df .il Geo- | ocati on enf or cement gﬁ?;)'rggﬁ:n?n  nbound drop 1
169. 229. 3. 90 Lhited Sates 147.237.77.235|sviva.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
106.184.3.122  |Japan 147.237.76.34 |yohal an.idf.il drop drop 1
197. 165. 240. 92 |Egypt 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
37.28.152.58  |Pol and 147.237.77. 121 |e. navy. i of . Geo- | ocation enforcement  |C20;!ocation inbound drop 1
enf or cenent
184. 105. 139. 111|lhited Sates 147. 237.72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 212|Wited Sates 147. 237. 77. 227 |e. hanaz. i of . i | Geo- | ocati on enf or cenent Sg?olrggi'n?” i nbound drop 1
Pal esti ni an . . ) .
213.244. 119. 251 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Tinmeout [reject 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Acti on ‘Count
66.249. 83. 158 |l srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock
66. 249. 65. 224 | srael 147.237.77.216|dover . i df . i | Distributed Uhaut hori zed URL Access on wwu idf.il/error.htm B ock
157. 55. 39. 205 Lhited Sates 147.237.77. 216 |dover.i df .i | O stributed Whaut horized URL Access on waw idf.il/error.htm B ock
213. 244. 119. 245 gjceus;i|:ém ferritory. {147 237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed LRL Access on ww i df.il/error. htm B ock 2
. . . Dstributed Paraneter Type Mol ation on
94.231.178.126 |Lkraine 147.237.77. 216 [dover . i df . i | wan i df . i |/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx paraneter f Bl ock !
66. 249. 69. 93 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Whaut horized URL Access from 66. 249. 69. 93 B ock 1
40.77. 167. 59 Lhited Sates 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to ww atal .idf.il/tenpl ates/ news/ Bl ock 1
157.55.39.205 |lhited Sates 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw i df.il/tenpl ates/fag/fag. aspx B ock 1
46.116. 124. 147 |Israel 147. 237.72. 166 |aka. i df . i | thauthorized URL Access to B ock 1
ww aka. i df . i |/ mai n/ snal i nd undef i ned
. . . Dstributed Paraneter Type Mol ation on
94.231.178.126 |Lkraine 147.237.77. 216 [dover . i df . i | wan i df . i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx paraneter | Bl ock !
. . Unaut hori zed URL Access to
66. 249. 69. 93 I srael 147.237.72. 166 |aka. i df . i | vw aka. i dff . i 1/ mai v kapat 2/ def aul t . aspx<br > B ock 1
41.34.111. 132  |Egypt 147.237.77.216|dover . i df . i | Distributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock
157.55.39. 241 |Uhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/klali.aspx Bl ock
] . . Paraneter Type M ol ati on PageNumin
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf .il v i df i 1/1133- he/ dover . aspx B ock 1
109. 127.78. 253 |iraq 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to v idf.il/arr/ Bl ock 1
66. 249. 69. 93 I srael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter anp;cat!d in ww aka.idf.il/londi i bakashot/ |None 1
45.244.2.178 Egypt 147.237.77.216|dover.idf . il Distributed Lhaut hori zed URL Access on wwidf.il/error.htm B ock 1
157.55.39. 241 |Uited Sates 147.237.72. 166 [aka. i df . i | Unknown Paranet er docid in aka.idf.il/giyus/ ganda/ def aul t. asp None 1
85. 65. 55. 104 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx |B ock 1
66. 249. 69. 34 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 69. 34 Bl ock 1
40.77.167.25 Lhited Sates 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76.31/robots. t xt B ock 1
109. 253. 207. 19 |l srael 147.237.0.19 |madi matal . i df. i |Suspi ci ous Response Code Bl ock 1
66. 249. 75. 44 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 75. 44 Bl ock 1
45.244.18. 146  |Egypt 147.237.77.216|dover. i df . il Distributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 1
213. 244. 118. 245 glcis;ilgéan ferritory. {147 237.77. 216 |dover . i df . i | Distributed Uhaut hori zed LRL Access on w i df.il/error. htm B ock 1
. . . Unaut hori zed URL Access to
89. 46. 252. 233  |Romani a 147.237.77.216|dover. i df .i | vw i i |/ newsi t ef engl i shi docunent s. asp B ock 1
66. 249. 69. 34 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df .il/nai n/gi yus/ general Bl ock 1
’ . . Unaut hori zed URL Access to
40.77. 167. 40 Lhited Sates 147.237.77.216|dover.idf .il v i df i | / 1283- 18907- en dover . aspx <a href = B ock 1
66. 249. 83. 155 | srael 147.237.77.216|dover . i df . i | O stributed Whaut horized URL Access on ww idf.il/error.htm B ock 1
45,244, 122. 185 |Egypt 147.237.77. 216 |dover. i df . i | O stributed Lhauthori zed URL Access on www i df.il/error.htm Bl ock 1
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