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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 4132

92. 45. 105. 2 Tur key 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
81.218. 65. 210 | srael 147.237.77.176 natpash.idf.il |Bl ock Udp All Nets drop 3
81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

46. 242. 121. 156 Russi an Federation 147.237.76. 42 refuah.idf.il |[JLM Under Attack Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 7
106. 120. 173. 85 Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 5
144.76.61. 21 Ger nany 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Bl ock 4
61.135. 189. 99 Chi na 147.237.77.176  |matpash.idf.il [Cl1000071: HTTP: User Agent Sogou+web+spi der B ock 4
108. 59. 8. 70 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
144.76.61. 21 Ger nany 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
144.76. 61. 21 Ger many 147.237.0. 34 tikshuv.idf.il [ClL000074: HITP. najestic bot B ock 2
144.76.61. 21 Ger many 147. 237.76. 86 navy.idf.il C1000074: HTTP. naj estic bot B ock 2
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature

66. 249. 69. 34 147.237.72. 166 |Uhited Sates [akaidf.il ET SCAN NVAP -sA (2) 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66. 249. 66. 18 147.237.77.170|Lhited Sates |nmarachot.idf.il |[ET SCAN NVAP -sA (2) 2
208. 100. 26. 228 [147.237.76.200 [Wited Sates |eitan.aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
195. 216. 176. 244|147.237.0. 19 |Latvia nedi matal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
176.119. 3. 246  |147.237.0.34 |Wkraine tikshuv.idf.il |ET SCAN Potential SSH Scan 1
88.204.187.90 [147.237.0.33 [Kazakstan idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 216. 176. 244|147, 237. 72. 166 |Latvi a aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
129 116, 104. 140|147 237, 033 |Tai vian il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

‘Count

Country Action
192. 168. 173. 102 147.237.77. 216 |dover. i df .| Geo- | ocati on enf or cenent Geo-1 ocati on i nbound nonitor  |339
enf or cenent
o . Geo- | ocati on i nbound .
192. 168. 173. 102 147. 237.72. 166 |aka. i df .i | Geo- | ocati on enf or cenent enf or cement monitor  |169
17.138. 56. 13 Lhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 56
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 16
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
72.9.148. 10 Lhited Sates |147.237.77.176 |natpash.idf.il drop SAMrul e drop 6
187.132. 38. 134 |Mexi co 147.237.77. 216 [dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
70.194.137.63 |[Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber mnitor |5
123.126. 113. 109|Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
128. 199. 218. 181| ngapor e 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 4
enf or cenent
Sreaming Engine: TCP Invalid i i ssi
66.249.66.59  |Uited Sates |147.237.0.34  |[tikshov.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an : e Sreamng Engine: TGP Invalid|invaid segnent retransnissi on.
130. 193.51.91 eration 147.237. 76. 200 |ei tan. aka. i df .i | Ret r ansni ssi on Packet dr opped. drop 3
130.203.136.75 |lhited Sates [147.237.77.74 |lawidf.il drop SMrule drop 3
Sreaning Engine: TCP Invalid i i ssi
157.55.39. 194 |Wnited Sates [147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
72.9.148.10 Lhited Sates [147.237.77.74 [lawidf.il drop SAMrule drop
70.194.137.63 |lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber aert
Sreaning Engine: TGP Invalid i i ssi
199.30.24.185 |Wited Sates |147.237.76. 200 |ei tan. aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dr opped.
: S ; Geo- | ocati on i nbound
74.82.47.8 Lhited Sates |[147.237.0.200 |[mdu.idf.il Geo- | ocati on enf or cenent enf or cenent drop 1
216.218. 206. 108|tited Sates |147.237.77. 178 |e. natpash.idf. il Geo- | ocati on enf or cenent Sﬁfo',ﬁgﬁggf’” i nbound drop 1
62. 75. 247. 20 Ger many 147.237.0.19 |nadi matal .idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
100. 127. 228. 228 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 1
70.194.137.63 |lhited Sates |147.237.77.234|halag.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
208.115.111.68 |[Lhited Sates |147.237.77.74 |lawidf.il drop SAMrule drop 1
46.121.221.14 |Israel 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber nonitor |1
184. 105. 247. 228|lnited Sates [147.237.0.35 |akavs.idf.il drop drop 1
74.82.47.23 Lhited Sates [147.237.72.166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
195. 62. 53. 168 RJSf;:I”ion 147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
169.229.3.90  |Wnited Sates [147.237.76.201 | atal .idf. il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
104. 148. 44. 149 |Uited Sates [147.237.77.19 [lawforumidf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
61.135.189.99 [China 147.237.77. 176 |mat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
74.82. 47. 44 Wited Sates |147.237.76. 197 |e. hi nush.i df . i Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
70.39.186.222 |[Whited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state mnitor |1
195. 62. 53. 168 R‘SIS::I”ion 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates |147.237.77. 170 |maar achot . i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 184.3.122  |Japan 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.76 |[Lhited Sates |147.237.77.233|atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
62. 75. 247. 20 Ger many 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
190. 148.78. 175 |Quatemal a 147.237.76.86 |navy.idf.il Bad TCP sequence SYNFACK retransmt with monitor  [1
di fferent wndow scal e
74.82. 47.58 Whited Sates |147.237.8.50 |e.tikshuv.idf.il Geo-1 ocati on enf or cenent Geo- ocati on i nbound drop 1
enf or cenent
195. 62. 53. 168 RJSIS::t”ion 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates |[147.237.77.234 |halag.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106.184. 3. 122 |Japan 147. 237. 76. 148 |gqcenter. aka. i df . i | drop drop
216.218.206.80 |Wiited Sates |147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
62.75.247.20  |Germany 147.237.0.17 | kosher-kravi.id |qy\ At t ack SYN -> SYN-ACK -> Timeout |reject 1
87.71.1.176 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber monitor |1
46.121.221.14 |Israel 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
184. 105. 247. 216|Wnited Sates  [147.237. 77. 227 |e. hanaz. i of . Geo- 1 ocati on enf or cement Sﬁfolrggﬁ;ton  nbound drop 1
123.59. 55. 92 Chi na 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149. 202. 239. 134|France 147.237.77.216|dover. i df .i | Paraneter Type M ol ation PageNumin v i df . il/1283-en/ dover. aspx Bl ock 5
192.198. 151. 44 |Eur ope 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwy aka. i df.il/main/ B ock 2
134.191.232.72 |israel 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw idf.il/error.htm B ock 1
66. 249. 65. 230 |l srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
. . . Paraneter Type Molation | in
217.174. 237. 196|Turkneni stan  |147.237.77.216|dover.idf .i | v i df i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1
169. 229. 3. 90 Lhited Sates  [147.237.77. 170 |mmar achot . i df . i [|haut hori zed URL Access to 147.237.77.170/ts. php B ock
66. 249. 75. 44 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
207.46.13.105 |lLited Sates [147.237.72.166|aka.idf.il Unhknown Paranet er docid in aka.idf.il/main/sachar/klali.aspx None
. . Unhaut hori zed URL Access to
66.249. 66. 121 | sr ael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storage/ fi | es/ 8/ si ze100x0/ 3468. gi f B ock 1
169. 229. 3. 90 Wited Sates [147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77.234/ts. php B ock 1
74.82.47.3 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to 147.237.72. 166/ B ock 1
37.142.64.98 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237. 77. 233/ 1501- he/ at al . aspx Bl ock 1
207.46.13.140 |tnited Sates |147.237.77.176 |mat pash. i df.i| |Uhauthorized URL Access to 147.237.77.176/ B ock 1
. . Unaut hori zed URL Access to
149. 202. 239. 134|France 147.237.77. 216 |dover.i df . i | vow i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper / B ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 123 | srael 147.237.76. 42 refuah.idf.il 147. 237. 76. 42/ shar ed/ cl i ent scri pt s/ j query/ expand. j s B ock 1
. . . Unaut hori zed URL Access to
174.129. 237. 157 |United Sates |147.237.76.42 |refuah.idf.il voww ref ua. atal i of.i|/tenpl at es/ shar ed/ user cont rol s/ header upper/ B ock 1
130. 185. 155. 82 |Sweden 147.237.77. 176 |mat pash. i df . i| |Distributed PHP Atenpt Bl ock 1
54.186.248.49 |lLnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . i|/1294- he/ v i df . i B ock 1
216.218.206.66 |lLhited Sates [147.237.77.243|nobile.idf.il Lhaut hori zed URL Access to 147.237.77.243/ B ock 1
157.55.39.201 |Uited Sates [147.237.0.34 |tikshuv.idf.i|l |Paraneter Type Molation catld in wwytikshuv.idf.il/site/contactus.aspx |B ock 1
. . Unaut hori zed URL Access to
66.249.66.125 |lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_stor agel 111 es/ 0/ si ze100x0/ 3350. ] pg B ock 1
130. 185. 155. 82 [Sweden 147.237.77. 176 |mat pash. i df . i | |Waut horized URL Access to www cogat . idf.il/wp-1ogin. php Bl ock
66. 249. 64. 74 I srael 147.237.76.31 |nakchal .idf.il |Wauthorized UR. Access to ww nakhal .idf.il/n B ock 1
. . . Paraneter Type Molation f in
217.174.237.196|Turkmeni stan  [147. 237. 77. 216 |dover.idf .i vow i df i |/t enpl at es/ sendt of i end/ sendt of ri end. aspx B ock 1
157.55.39. 205 |[Lhited Sates 147.237.77.216|dover . i df .i | O stributed Whaut hori zed URL Access on v i df.il/error. htm B ock 1
. . D stributed Whaut hori zed URL Access on
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
193. 252. 118. 176|France 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/robots.txt Bl ock 1
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