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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |Block Ip Véb In drop 4099
181. 54. 81. 104 Col onbi a 147.237.77.216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 3293
46.19. 85. 115 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 2983
95. 145. 28. 178 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 1711
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1297
66. 102. 9. 81 Lhited Sates 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 833
199. 30. 24. 246 Lhited Sates 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 809
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 9
123. 59. 59. 52 Chi na 147.237.76. 31 nakchal .idf.il|bl ock-sp-trafl forward 4
105. 91. 213. 208 Egypt 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 4
94.77.196. 82 Saudi Arabia 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 2
42.112.10. 74 i et nam 147. 237.0. 200 mdu. i df . i | Invalid TGP H ags drop 1
109. 67.5. 92 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1

46. 19. 85. 166 | srael 147.237.77.216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 1
42.112.10. 68 i et nam 147.237.0. 200 ndu.idf.il Invalid TP H ags drop 1
42.112.10.75 M et nam 147.237. 0. 200 mdu. i df . i Invalid TGP H ags drop 1
37.15.138. 133 Spai n 147.237.76. 34 yohal an.idf.il|B ock Wp Al Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il |Bock Udp All Nets drop 1
42.112.10. 70 i et nam 147.237. 0. 200 mdu. i df . i | Invalid TGP H ags drop 1
42.112.10. 93 \i et nam 147. 237. 0. 200 ndu.idf.il Invalid TGP H ags drop 1
42.112.10. 65 i et nam 147.237.0. 200 ndu.idf.il Invalid TP H ags drop 1
42.112.10.73 M et nam 147. 237. 0. 200 mdu. i df . i Invalid TGP H ags drop 1
42.112.10. 66 M et nam 147. 237. 0. 200 mdu. i df . i Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address tacker Gountry |Target Address |Site Devi ce Action |Oount |
61.135. 189. 99 Chi na 147.237.77.176 |nmat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 5
106.120.173.85 |Chi na 147. 237.76. 42 refuah.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 5
23.91.70.121 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) Bl ock 4
158. 85.253. 245 |Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 3
23.91.70. 121 Lhited Sates 147.237.77. 74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 3
51.254. 141. 46 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
202.124.109.87 |New Zeal and 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 2
123.126.113.80 |China 147.237.72.166 |aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 59 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 1
106. 38.241.106  |Chi na 147.237.77.176 |matpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
23.91.70.121 Lhited Sates 147.237.77. 74 lawidf.il 9785. HITP. SQ Injection (Referer Header) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

23.91.70.121 147.237.77.74 |Whited Sates  [lawidf.il SQ Injection - Select From 12
202.124.109. 87 |147.237.77.74 |New Zeal and lawidf.il SQ Injection - Select From 6
158. 85. 253. 245 [147.237.77.74 |Whited Sates  [lawidf.il SQ Injection - Select From 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 69. 34 147.237.72.166|Whited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
104. 171. 122. 176|147. 237. 76. 34 [lhited Sates yohalan.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
104. 128. 144. 131|147. 237.0. 200 |Canada rdu. i df il ET SCAN NVAP -f -sS 1
159. 8. 100. 84 147.237. 77. 179 |France enazi.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
105. 91, 213. 208 |147. 237, 77. 216 |Egypt dover i df il ET DC5 Large amount of TCP ZeroWndow - Possible Niller2 DDos 1
attack
104. 128. 144. 131(147. 237. 0. 200 |Canada . idf il ET SCAN NVAP -sS w ndow 2048 1
198. 20. 69. 74 147.237.72. 156 |Lnited Sates aman.idf.il ET DRCP Dshield B ock Listed Source 1
180. 76. 170. 207 |147.237. 77. 170 |Chi na maarachot.i df .i [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Address |Ste

Signature

Country

Geo-1 ocati on i nbound

192. 168. 173. 102 147.237.77. 216 |dover.idf il Geo- | ocati on enf or cenent enf or cenent monitor  [357
192. 168. 173. 102 147.237.72. 166 |aka. i df . i Geo- | ocati on enf or cenent gﬁ?;ggi;ﬁn I nbound monitor  [199
17.138. 56. 13 Lhited Sates 147.237.77. 216 |dover.idf .il dr op SAMrule drop 56
73.248.250.162 |United Qates  |147.237.77. 216 |dover. i of .i Streamng Engi ne: TCP Inval id|invalid segnent retransnission. |, 34
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
80.246.133.94 I srael 147.237.77. 234 |nal ag.i . i Bad TCP sequence SiNretransmt with different 1 o0y |21
w ndow scal e
196. 112.58.42  |Mor occo 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 17
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.i df .i | drop SAMrul e drop 16
188. 72. 103. 230 ;"ﬂirtaetdeskab 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
50.131.217. 141 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . | SYN Attack SYN -> SYN-ACK -> RST rej ect 12
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
46. 19. 85. 115 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 115 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
123. 126. 113. 109|Chi na 147. 237.77. 216 |dover.i df .i | drop SAMrule drop 5
130. 203.136. 75 |lLhited Sates 147.237.77.74 |(lawidf.il dr op SAMrul e drop 4
46.19. 85. 115 I srael 147.237. 77. 216 [dover.i df . il Bad TCP sequence Invalid ACK nunber alert 4
94.102.153.58 |Unhited Ki ngdom [147.237.72. 156 |anan.idf.il drop SAMrul e drop 4
72.9.148. 10 Lhited Sates 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 4
46. 19. 85. 115 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 166 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
141.8.132. 112 :Zg::t”i o 147.237.72. 166 |aka.i df . i ;: ?2:'5':2 S[?ig('):e: TP Invalid 'Pg‘éf(!td ;egggga retransmssion. |y o0 3
87.70.103.206 |l srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP Invalid]invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
185.106. 92. 47 |LSSI 147.237.72. 167 |ishurimaka idf.il  |drop SMrule drop 3
Federati on
46. 19. 85. 166 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 3
73.171.202.86 |Lnited Sates 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 2
66. 102. 9. 81 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
118. 173. 140. 248|Thai | and 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 2
72.9.148.10 Lhited Sates 147.237.77.74 |lawidf.il dr op SAMrule drop 2
46.19.85.166  |[Israel 147.237.77. 226 ["" chanatz. aka. 1df 1pad TCP sequence Invalid ACK nunber moni tor |2
84.108. 246.13 |Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |2
61.135.189.99 |[China 147.237.77.176 |nat pash.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
104. 148. 44. 148 |wnited Sates 147. 237. 76. 147 |chi nuch. aka. i df . | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
208.115.111. 68 |Lnited Sates 147.237.77. 74 |lawidf.il drop SAMrule drop 1
169. 229. 3. 90 Lhited Sates 147.237.0.19 |nadi matal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147. 237. 76. 199 |e. nakchal . i df . i1 Geo- | ocati on enf or cenent Sﬁfolrgzi:]f” I nbound drop 1
87.69. 62. 195 I srael 147.237.72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACGK nunber aert
104. 148. 44. 148 |lWhited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop
46.19.85.166 I srael 147.237.77. 226 [} chanatz.aka. 1df 1pad TGP sequence Inval i d ACK nurber alert 1
180. 76. 170. 207 |Chi na 147.237.77. 170 |n@ar achot . i df . i | drop SAMrul e drop 1
5. 29. 120. 229 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
149.78.188.92 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
106. 120. 173.85 |Chi na 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
77.237.138.202 |Czech Republic |[147.237.77.233|atal.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
218.22.211.69 |China 147.237.0.35 |akavs.idf.il drop drop 1
120.132.68.73  |China 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
197.207.132. 173|A geria 147.237.77. 176 |nat pash. i df . i1 dr op First packet isn't SYN drop 1
149.78.215.48 |Israel 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147.237.0.34 |[tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
104. 128. 144. 131|Canada 147.237.0.200 |ndu.idf.il drop drop 1
202.124.109. 87 |New Zeal and 147.237.77. 74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |Site Sgnature Acti on ‘Count

68.180.231.43 |Uited Sates 147.237.77.216|dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 68. 180. 231. 43 B ock 1
157.55.39.60 [lLhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock
54.210.18.124 |Wnited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock
178. 214. 94. 131 gi'celzi':('ja” Territory, 1147.237.77. 176 |mat pash. i df . i | |naut hori zed LR Access to waw cogat . i df .i1/894-ar Bl ock 1
68.180.231.43 [lnited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/newsite/english/1226- |B ock
5.31.187.83 Wited Arab Enirates  [147.237.77. 176 |natpash.idf .il [PHP Attenpt B ock

! . . Lhknown Paraneter catid in
157.55.39.108 |thited Sates 147.237.72. 166 |aka. i df . i | aka.i o .i1/gi yus/witetous/ defaul t. asp None 1
54.210.18.124 |Wnited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robots. txt B ock 1

: . . Uhaut hori zed URL Access to
208. 115. 111. 74 |Lnited Sates 147.237.77.233|atal .idf.il atal i cf.il/tenpl at es/ shar ed user cont rol s/ header upper/ B ock 1
77.237.138. 202 |Czech Republic 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to / B ock 1
5.31.187.83 Lhited Arab Emirates 147.237.77. 176 |mat pash. i df . i|  [Unauthorized URL Access to waw cogat.idf.il/xnrpc. php B ock
159.203.4.15 |Canada 147.237.77. 176 |mat pash. i df . il |Dstributed PHP Attenpt B ock
66.249.69.2  |Israel 147.237.72. 166 |aka. i df . i | Wnautt hori zed LRL Access to B ock 1

147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx

. . Unhaut hori zed URL Access to
80.246.133. 94 |Israel 147.237.77.234|hal ag. i df . il 147.237. 77, 234/ i nages/ shar ed/ bul | et 1. g f B ock 1

. . Uhaut hori zed URL Access to
31.44.128.61 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ sty ef shar ed/ reset . css B ock 1

159.203.4.15 |Canada 147.237.77. 176 [mat pash. i dff .| |2 Stributed Uhauthorized LR Access on Bl ock 1
wawe cogat . i df . i |/ xnhrpc. php

. . Unaut hori zed URL Access to
66.249.69.34 |Israel 147.237.72. 166 |aka. i df . i | Wi aka, i df i 1/si p storage/files/2/ Topw12 Bl ock 1

123.59.59.52  |china 147.237.76.31 |nakchal .idf.j| [Wauthorized UR Access to B ock 1
waw. el ong. cond 894- he/ nakhal . aspx
Unaut hori zed Met hod HEAD f or

46.4.22.136 Ger many 147.237.72. 166 [aka. i df . i | v aka i df .1 1/ br ot her s/ ski raf def aul t . asp B ock 1

169. 229. 3. 90 Lhited States 147.237.0.19 |nadi matal . idf.i|uauthorized URL Access to 147.237.0.19/ts. php B ock 1
04-09-2016-02:04:09 to 04-09-2016-03:04:09




