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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target
Address

Signature

Attacker Country ‘

212.143.142.56 I srael 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet not |, ., 15165
46. 19. 85. 94 I srael 147.237.77.216  |dover.idf.il 1;]; handshake violation, first packet mot |, . 7301
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b In drop 3911
128.177.133.102  |Wited Sates 147.237.77.216  |dover.idf.il l;]; handshake violation, first packet not |, ., 3591
85. 114. 116. 114 Pal estini an Territory, 147.237.77.216  |dover.idf.il TP handshake viol ation, first packet not |, 2903
Qccupi ed syn
66. 249. 83. 155 I srael 147.237.77.216  |dover.idf. il l;]; handshake violation, first packet not |, ., 1424
144.76. 4. 148 Ger many 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |, 1102
46. 19. 85. 236 I srael 147.237.77.216  |dover.idf. il l;]; handshake violation, first packet not |, ., 772
72.9.148. 10 Uited Sates 147.237.77.216  |dover.idf.il ;Cl]; handshake violation, first packet mot |, 200
82. 166. 171. 208 I srael 147.237.77.216  |dover.idf.il l;]; handshake viol ation, first packet not . 80
85. 114. 116. 123 g‘zjcisgi';'ja“ ferritory, 147.237.77.216  |dover.idf.il DOS- HTTP-fi ref | ood dest - reset 69
185. 120, 125. 41 I srael 147.237.77.216  |dover.idf. il l;]; handshake violation, first packet not |, ., 3
81 218. 65. 210 I srael 147.237.77. 176 |matpash.idf.i| Block Uip Al Nets drop 3
209. 126. 127. 17 Uited Sates 147. 237. 8. 28 e.nobi | e-ks.idf.il Block Up Al Nets drop 2
209. 126. 127. 17 Lhited Sates 147.237.8. 24 elifestyle.idf.il B ock Wp Al _Nets drop 1
105. 91. 213. 208 Egypt 147.237.77.216  |dover.idf.il ;?; handshake viol ation, first packet not f, 1
185. 61. 137. 66 Lkrai ne 147.237.77. 226 win chamat z. aka. i df .i | |Bock Np ALl Net drop 1
17.138.56. 13 Lhited Sates 147.237.77.216  |dover.idf.il :;J; handshake viol ation, first packet not . 1
209. 126. 127. 17 Lhited Sates 147.237.8. 45 e.eitan.idf.il B ock_Wp Al _Nets drop 1
197. 116. 186. 233 Ageria 147.237.77.216  |dover.idf.il 1;]; handshake violation, first packet mot | . 1
209. 126. 127. 17 Lhited Sates 147.237. 8. 50 e. tikshuv.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address Devi ce Action |Count
106. 120. 173. 85 Chi na 147. 237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 6
77.125.2.7 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
79.176. 99. 227 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
144.76. 4. 148 Ger nany 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 1
165. 215. 209. 15 Lhited Sates 147.237.77.216 |dover.idf.il 14511: HITP. Wn32/diga Fake User Agent B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

132.252.173.4 |147.237.77. 216 |Ger many dover.idf.il GPL SCAN nmap TCP 2
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
59.45.79.103 |147.237.77.176|Chi na nat pash. i df .i | ET SCAN Potential SSH Scan 1
59.45.79.103 |147.237.76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
59.45.79.103 [147.237.8.14 |[China e.orchot.idf.il ET SCAN Potential SSH Scan 1
52.34.151.221 |147.237.72.156|thited Sates |aman.idf.il ET SCAN NVAP -sS w ndow 3072 1
208. 100. 26. 228 [147. 237. 76. 200 |Lhited Sates |eitan aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
52.34.151.221 [147.237.72.156|hited Sates  |aman.idf.il ET SCAN NVAP -f -sS 1
208. 100. 26. 228 [147.237.76.34 |lnited Sates |yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
5.199.172. 154 |(147.237.76.39 |Lithuania nobi | e. nei tav. i df.il ET SCAN NVAP -f -sS 1
93.183.201.2  |147.237.76. 148 |krai ne gacenter. aka.i df . il ET SCAN Potential SSH Scan 1
59.45.79.103  |147.237.77. 226 |Chi na vwwn chanat z. aka. i df . il [ET SCAN Potential SSH Scan 1
59.45.79.103  |147.237.76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
59.45.79.103 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
59.45.79.103 |147.237.0.33 |[China idf.il ET SCAN Potential SSH Scan 1
52.34.151.221 |[147.237.72.156|lUited Sates |aman.idf.il ET SCAN NMAP -sS wi ndow 2048 1
208. 100. 26. 228 [147. 237. 76.38 |[lLhited Sates [e. e neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.199.172. 154 |147.237.76.39 |Lithuania nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 2048 1
105. 91. 213. 208 [147. 237. 77. 216 |Egypt dover.idf.il ET D5 Large anount of TCP ZeroWndow - Possible Niller2 1
DDos attack
65. 98. 40. 74 147.237.0.17 |Uiited Sates |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1




04-09-2016-01:05:18 to 04-09-2016-02:05:18

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
192. 168. 173. 102 147.237.77. 216 |dover.idf.il |Geo-| ocati on enfor cenent Geo-l ocati on inbound enforcenent [nonitor  |360
192. 168. 173. 102 147. 237. 72. 166 |aka i df .i | Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enforcenent |nonitor 197
17.138.56. 13 Whited Sates 147.237.77. 216 [dover.idf.il  [dr op SAMrul e drop 55
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 30
Sreaning Engine: TGP Invalid i i ssi
87.71.195.14  |israel 147. 237. 76. 200 |ei tan. aka. i o .| 9 =9 nval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 16
147. 236. 32. 143 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber nonitor |10
45. 59. 183. 149 'J" by""i”rip;:b 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 10
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
85. 114. 116. 123 (F;ajcis;i';'ja” Tertitoryl 47 237.77. 216 |dover.icf.i1 |SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TQP Invalid i i SSi
149.78.26.209 |Wited Sates 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dr opped.
66.249.83.155 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop
62.199. 186. 15 |Dennar k 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
reamn ine: TCP Invali i i SSi
185.3.147.215 |Israel 147.237.72. 166 |aka i or 11 | €M NG Engi ne: TP alidfinvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
2.53.41. 196 I srael 147.237.77. 234 |hal ag.i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
79.182.104.86 |Israel 147, 237.72. 166 |aka i or 11 | €M NG Engi ne: TP alidfinvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 65 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 6
123.126. 113. 109|Chi na 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 5
46. 19. 86. 223 | srael 147.237. 72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 86. 223 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
185. 3. 144. 66 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber nonitor |4
72.9.148. 10 Lhited Sates 147.237.77. 176 |nat pash.i of .i | |dr op SAMrul e drop 4
reaming BEngi ne: TCP Invali i i SSi
5.28.173.194  |israel 147.237.72. 166 |aka it i1 | €AM NG Engine: TCP Inval id|invalid segnent retransnissi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
178. 255. 215. 87 |France 147. 237.72. 166 |aka. i f .11 9 =9 vl i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
reaming BEngi ne: TCP Invali i i SSi
87.70.111.128 | srael 147.237.72. 166 |aka i i1 | €AM NG Engine: TCP Inval id|invalid segnent retransnissi on. drop 3
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 223 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber aert 3
Sreaning Engine: TGP Invalid i i sSi
79.178. 224. 188 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
130.203.136.75 |Wnited Sates 147.237.77.74 [lawidf.il drop SAMrul e drop 3
Sreanmng Engine: TCP Invalid i i ssi
109. 64. 136. 120 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
185.3.146.194 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
109. 253. 213. 139|i srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
17.138.56. 13 Lhited Sates 147.237.77. 216 |dover.idf.il |drop drop 2
84.108.246.13 |[lIsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber monitor |2
17.138.56. 13 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2
105. 91. 213. 208 |Egypt 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber nonitor |2
Sreaning Engine: TGP Invalid i i ssi
199.30.24.197 |wited Sates 147. 237. 76. 200 |ei tan. aka. i o . 9 =9 vl i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.
72.9.148. 10 Lhited Sates 147.237.77.74 [lawidf.il drop SAMirul e drop 2
46. 19. 85. 250 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
87.69. 62. 195 I srael 147.237.72. 156 |anan.icf.il  |Bad TCP sequence Inval id ACK nunber monitor |1
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1
164. 138. 23. 232 L;a”' Islanic Republ 4, 47 237.77. 216 [dover.idf. il [Bad TCP sequence Invalid ACK nunber aert 1
37.142.236.5 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
104. 148. 44. 148 |United Sates 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
84.108.246.13 |[lIsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber alert 1
141.212. 122. 212|hited Sates 147.237.77.212|e.dover.idf.il |Geo- | ocat i on enf or cenent Geo-1ocation i nbound enf orcenent  |drop 1
46.19.85.94  [Israel 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpliant ~ |\|'ega header format detected: Illegq gy (o |4
start line in request
106. 186. 113. 132 |Japan 147.237.77.61 |e.cogat.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
217.78.141. 141 |Ger many 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
185.11.180.67  |Nor way 147.237.77. 216 [dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
. . Paramet er Type M ol ati on PageNumin
37.211.228.121 |Qtar 147.237.77. 176 |nat pash. i df . i | v cogat . i df . i 1/ 1038- en/ cogat . asp B ock 5
. . Paraneter Type Molation SortOr in
37.211.228.121 |Qitar 147.237.77. 176 [mat pash. i df . i | v cogat . i df . i 1/ 1038- en/ cogat . asp B ock 4
. . Paraneter Type Molation lang in
37.211.228.121 |Qtar 147.237.77. 176 |mat pash. i df . i | vanw cogat . i df . i 1/ 1038- en/ cogat . asp B ock 3
_ m ny- kosher - kr avi . i ,
169. 229. 3. 90 Lhited Sates 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0.17/ts. php Bl ock 1
. . Unaut hori zed URL Access to
66.249.66.23  |Israel 147.237.77.233|atal .idf .il 147. 237.77. 233/ 1517- hel at al . aspx Bl ock 1
207. 46. 13. 67 Lhited Sates 147.237.77.216|dover. i df .i |l D stributed Lhauthori zed URL Access on waw idf.il/error.htm |B ock 1
130. 185. 155. 10 |Sweden 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df .il/wp-1ogin. php B ock 1
46. 19. 85. 94 I srael 147.237.77.216|dover. i df . il Mil ti pl e Abnormal |y Long Request from 46.19. 85. 94 B ock 1
174.129. 228.67 |Uited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
66. 249. 69. 2 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
207.46.13.105 |lhited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paraneter catid in aka.idf.il/main/sachar/faq. aspx None 1
157. 55. 39. 21 Lhited Sates 147.237.77.216|dover. i df .i |l D stributed Lhauthori zed URL Access on waw idf.il/error.htm |B ock 1
46.19. 85. 94 I srael 147.237.77. 216 |dover.idf.i |l Mil tiple Ml formed URL from46. 19. 85. 94 B ock 1
31.6.38.194 Tur key 147.237.77.216|dover. i df . il D stributed Whaut horized URL Access on ww i df.il/894-ar Bl ock 1
Pal esti ni an . . . . .
178.214.94. 131 Territory, Grcupi ed 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat . i df .il/894-ar B ock 1
68.180.231.43 |lnited Sates 147.237.77. 216 |dover . i df . i | Paraneter Type i ol ation PageNumin B ock 1
wan i df . i | /1380- he/ dover . aspx
46.19. 85. 94 I srael 147.237.77.216|dover.idf .l Abnormal |y Long Request net hod B ock
157.55.39. 108 |lhited Sates 147.237.72. 166 [aka. i df . i | Uhknown Paraneter catid in aka.idf.il/chanatz/klali/default.asp |None
46. 19. 85. 94 I srael 147.237.77.216|dover. i df . il Mil ti pl e Unknown HTTP Request Method from 46. 19. 85. 94 B ock 1
. . Unaut hori zed URL Access to
31.44.128. 61 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
197.116. 186. 233|A geria 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to v i df.il/894-ar B ock 1
. . Unaut hori zed URL Access to
79.176.96.124 |lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ nai 1/ gi yus/ ge. . . 37&doci d=68534 B ock 1
Illegal HITP \ersion
46.19. 85. 94 I srael 147.237.77.216|dover. i df . il _pk_i d. 20. 8af c=4220bc9769a9810e. 1460156389. 1. 14601563 |B ock 1
89. 1460156389. ; _pk_ses. 20. 8af c=*
157.55.39.194 |Uhited Sates 147.237.72. 166 |aka. i df . i | Unhknown Paraneter catid in aka.idf.il/main/snalindsnal i maspx [None 1
. . Unknown HTTP Request Met hod
46.19.85.94 | srael 147.237.77. 216 |dover . i df . i | L. he: =0. 8, en- US; q=0. 6, en: q=0.4 in URL Bl ock 1
204.79.180.179 |lLnited Sates 147.237.77.216|dover.i df . il D stributed Lhauthorized URL Access on wawnidf.il/error.htm |B ock 1
130. 185. 155. 10 |Sweden 147.237.72. 166 [aka. i df . i | PHP At enpt B ock 1
46.19. 85. 94 I srael 147.237.77.216|dover.idf.il Mal formed URL B ock 1
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