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|Top Attackers | n DDoS- Def ence |

| Attacker Country

Attacker Address

| Target Address

|veb Ste

|9 gnature

| Devi ce Action

|Count

66. 249. 73. 228 Lhited Sates 147. 237. 77. 176 nat pash. i df . i | Bl ock Ip Véb In drop 102
66. 249. 73. 193 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p Véb In drop 89
66. 249. 73. 185 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock I p Véb In drop 85
79. 180. 15. 205 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 80
66. 249. 73. 212 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock |p_ V¢b_In dr op 64
66. 249. 78. 28 Lhited Sates 147.237. 76. 42 refuah.idf.il Block Ip Vb In drop 55
66. 249. 73. 201 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock |p Véb In drop 54
66. 249. 67. 22 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock Ip Vb In drop 44
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock I p Véb In drop 38
66. 249. 93. 164 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 38
66. 249. 73. 220 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bl ock | p_ V¢b_In dr op 34
66. 249. 78. 21 Lhited Sates 147. 237. 76. 42 refuah.idf.il Block Ip Vb In drop 33
66. 249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock |p Véb In drop 29
66. 249. 67. 30 Lhited Sates 147. 237. 76. 86 navy.idf.il Bl ock |p V¢b_In drop 23
66. 249. 93. 160 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 20
84.110. 213. 73 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 19
66. 249. 78. 111 Lhited Sates 147.237.77.170 naar achot . i df .il Bl ock |p_ V¢b In dr op 19
37.142.162.221 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 18
66. 249. 67. 147 Lhited Sates 147. 237. 76. 86 navy.idf.il Bl ock |p Véb In drop 17
66. 249. 67. 155 Lhited Sates 147. 237. 76. 86 navy.idf.il Bl ock |p V¢b_In drop 17
66. 249. 67. 14 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock Ip Vb In drop 16
107. 167. 103. 16 Lhited Sates 147.237.77. 176 nat pash. i df i | Frk Purple Con Linit Htp drop 15
66. 249. 78. 31 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Bl ock | p_ V¢b_In dr op 15
66. 249. 78. 93 Lhited Sates 147.237.77. 233 atal.idf.il Block Ip Vb In drop 15
66. 249. 78. 104 Lhited Sates 147. 237. 77. 170 n@ar achot . i df . i | Bl ock Ip Véb In drop 14
66. 249. 78. 97 Lhited Sates 147.237.77.170 naar achot . i df . il Bl ock |p V¢b_In drop 14
66. 249. 93. 240 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock Ip Véb In drop 13
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Véb In drop 13
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p_ V¢b_In dr op 12
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Vb In drop 11
66. 249. 78. 38 Lhited Sates 147.237.77. 226 v chanat z. aka. i df . i | Bl ock |p V¢b In drop 11
66. 249. 67. 3 Lhited Sates 147. 237. 76. 86 navy.idf.il Bl ock |p V¢b_In drop 11
66. 249. 93. 243 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock Ip Véb In drop 11
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df i | Bl ock Ip Véb In drop 10
66. 249. 81. 215 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p_ V¢b_In dr op 10
66. 249. 78. 167 Lhited Sates 147. 237. 76. 42 refuah.idf.il Block Ip Vb In drop 9
66. 249. 73. 223 Lhited Sates 147. 237. 77. 234 hal ag.idf.il Bl ock |p Véb In drop 9
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Vb In drop 9
66. 249. 78. 2 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip Véb In drop 9
66. 249. 78. 153 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock Ip Véb In drop 8
66. 249. 75. 111 Lhited Sates 147.237.72. 156 anan. i df.il Bl ock | p_ V¢b_In dr op 8
66. 249. 78.9 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Vb In drop 7
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Vb In drop 7
66. 249. 78. 79 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock | p Véb In drop 7
66. 249. 75. 103 Lhited Sates 147. 237. 72. 156 anan. i df il Bl ock Ip Véb In drop 7
66. 249. 78. 213 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock Ip Véb In drop 7
66. 249. 78. 45 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Bl ock | p_ V¢b_In dr op 7
66. 249. 78. 127 Lhited Sates 147.237.0. 34 tikshuv.idf.il Block Ip Vb In drop 6
66. 249. 73. 239 Lhited Sates 147. 237. 77. 234 hal ag.idf.il Bl ock |p Véb In drop 6
192. 168. 1. 107 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6
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|Top Attackers In IPS|

At t acker

’At tacker Qountry

Target Address

dte

84.137.216. 152 |CGer nany 147.237.77. 216 |dover.idf.il|7120: TP Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 3

46. 32. 203. 208 Pal est'| nian Territory, 147. 237. 77. 216 |dover i df . i1 12634: HITP. JS LA C DS Tool (QA\LY enabl e when under DoS B ock 2
Qccupi ed at t ack)

93. 120. 27. 62 Romani a 147.237.72. 156 |anan.idf.i| [DVRep_B-N 60_100 Bl ock 1

85. 96. 154. 140 |Turkey 147.237.76.86 |navy.idf.il |7120: TGP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1

5 34.160. 178 Pal est_| nian Territory, 147. 237. 77. 216 |dover i df . i1 12634: HITP. JS LA C DS Tool (QA\LY enabl e when under DoS B ock 1
Cceupi ed at t ack)

93. 120. 27. 62 Romani a 147.237.0. 35 akavs. i df.il|DVRep_B- N 60 100 Bl ock 1

46.19. 85. 231 | srael 147.237.77. 216 [dover.idf.il{7120: TQP? Segnent Overlap Wth Cifferent Data, e.g., Fagroute Bl ock 1
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|Top Attackers In |D|

A tacker

Attacker Address Target Address |Ste
Country
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 22
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
37.237.152.85 |irag 147. 237. 77. 216 |dover i df i1 gtsgﬁé\ldvhat Vb Vb Application Fngerprint Scanner Default User-Agent 2
109. 64. 164. 63 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
37. 26. 146. 232 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
213.204.127. 33 |Lebanon 147.237.77.233|atal .idf.il ET SCAN NVAP -sA (2) 2
175. 139. 219. 194 |Ml aysi a 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
114.112. 90. 54 Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
222.69. 94, 13 Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
114.112.90.54 [China 147.237.0.16 |ny-kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235. 188. 212|Chi na 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 1
94. 102. 56. 231 Net her | ands 147.237.77.233|atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 212|Chi na 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.77. 212 |e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 212|Chi na 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 1
218. 77. 79. 43 Chi na 147. 237. 76. 196 |e. sviva i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or 1
Brute Force

36.72.228.72 | ndonesi a 147.237.77. 178 |e.matpash.i df.i | ET SCAN NVAP -sS w ndow 2048 1
213.26.203.138 |ltaly 147.237.0.15 |kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
36.72.228.72 | ndonesi a 147.237.77. 178 |e. nat pash. i df .i | ET SCAN NVAP -f -sS 1
175.139. 219. 194 |\ aysi a 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 3072 1
128. 199. 254. 26 |9 ngapor e 147.237.72. 166 |aka.i df .i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
222.69.94. 13 Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 2048 1
114.112.90.54 |China 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
222.69.94. 13 Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -f -sS 1
221, 235.188. 212|Chi na 147.237.77. 227 |e. hanaz. i df . i | ET SCAN Potential SSH Scan 1
221.235.188. 212|Chi na 147.237.76.86 [navy.idf.il ET SCAN Potential SSH Scan 1
43. 255. 190. 60 Japan 147.237.0.34 |tikshuv.idf.il ET SCAN Potential SSH Scan 1
221.235. 188. 212|Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
36.72.228.72 | ndonesi a 147.237.77. 178 |e.matpash.i df .i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S’ te ‘ Message

193. 109. 196. 134|Uhi t ed Ki ngdom 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 738
107.167.103.16 |lhited Sates 147.237.77. 176 |natpash.idf.il|H rst packet isn't SYN drop drop 670
213.204.127. 33 |Lebanon 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop dr op 258
66. 87. 125. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 171
2.52.139. 134 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 116
89.139. 185. 104 |Israel 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 103
213.204.127.23 |Lebanon 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 96
37.228.105.205 |Whited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 87
84.228. 247.106 |lsrael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop dr op 79
147.21.8.1 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 71
37.26.146. 230 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 65
105. 210. 11. 21 South Arica 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 51
109. 67. 177. 154 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 48
46. 19. 85. 184 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 46
46. 43. 75. 30 gcis;ilg(ljan Territory, 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 46
149. 78. 154. 69 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 45
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 44
84.137.216. 152 |CGer many 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 42
2.54.173. 88 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop dr op 37
46.19. 86. 137 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 36
78.108. 161. 226 |Lebanon 147.237.76.86 |navy.idf.il Frst packet isn't SYN drop drop 35
78.108. 161. 226 |Lebanon 147.237.76.42 |refuah.idf.il |Hrst packet isn't SYN drop drop 34
78.108. 161. 226 |Lebanon 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 34
93.173.128. 141 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 33
109. 64. 164. 63 |l srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop dr op 32
197. 46. 231. 40 |Egypt 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 31
92. 225. 8. 69 CGer many 147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop drop 30
176.12. 141, 110 |Israel 147.237.77. 216 |dover. i of .1 |' V@ 1d segnent retransmssi on. Streaning Bngi ne: TGP Inval i d drop 30

Packet dropped. Ret r ansni ssi on
46.210.225.90 |Israel 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop dr op 30
93.172.51.130 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 29
157.55. 39. 6 Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop drop 27
176. 12. 148. 55 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 26
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 24
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 23
41. 33. 232. 65 Egypt 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop dr op 21
54.72.0. 55 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 20
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 20
37.237.152. 85 Irag 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 20
176. 12. 142. 13 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 19
41. 233. 89. 26 Egypt 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 18
93.172.34.126 |lsrael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop dr op 18
77.250.91.19 Net her | ands 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 18
157.55.39. 126 |tited Sates 147.237.77. 234 |nal ag. i of .1 |' V3 1d segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 18
Packet dropped. Ret r ansni ssi on

46. 230. 22. 45 Saudi Arabi a 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 16
77.127.3.19 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop dr op 16
165. 123. 49. 218 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 16
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 16
62.173.9. 233 Ml ta 147.237.72. 166 |aka.i df . il Frst packet isn't SN drop drop 16
78.108. 161. 226 |Lebanon 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 15
84.228. 144. 163 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 15
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Attacker Address

A tacker

Target Address
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Devi ce

‘Count

Country Action
] s D stributed Unauthori zed URL Access on

72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i | // 994- 8613- he/ navy. aspx. aspx Bl ock 2

37.26.147.173  |Israel 147.237.72. 166 |aka i df . i1 Distributed Lhaut hori zed LRL Access on B ock 2
wwn aka. i df . i1//mai n/ har edi m webr esour ce. axd

37.59. 29. 19 France 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1

159. 20. 182. 223 |ltaly 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat.idf.il/sip storage/ B ock 1

62.173.9.233  [Mita 147.237. 72. 166 |aka. i df .i tnaut hor | zed URL Access to Bl ock 1
ww aka. i df . i |/ mai n/ rabanut / webr esour ce. axd

217.69. 133. 221 :ZZ:; o 147.237.72. 166 |aka.i df . Uhaut hor i zed LR Access to aka.idf.il/giy.com B ock 1

84.228.14.5 | srael 147.237.72. 166 |aka.idf . il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1

41.238.223. 217 |Egypt 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwidf.il/gar/ B ock 1

176. 12. 141. 245 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1

; S D stributed Lhaut hori zed URL Access on

68.180. 228. 117 |[Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. | df i 1/ 994- 8613- hel navy. aspx. aspx B ock 1

87. 69. 28. 146 | srael 147.237.72. 166 |aka.idf . il Uhaut hori zed URL Access to wan aka.idf.il/nmain/scripts/css3pie. htc |B ock 1

46.19. 85. 159 | srael 147.237.77. 226 [waw chanat z. aka. i df . il |Abnornal |y Long Request net hod B ock 1

176. 12. 145. 88 | srael 147.237.72. 166 |aka.idf.il Lhaut hori zed UR. Access to wwv aka. idf.il/https:/ww aka.idf.il/ B ock 1

68. 180.228. 117 |lhited Sates 147.237.77. 216 [dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 68. 180. 228. 117 B ock 1

37.26. 147. 149 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1

93.173.33.24  [Israel 147. 237.77. 216 |dover. i df . i1 Distributed thaut hori zed LR Access on B ock 1
wa i df i | //894-en/i df gdover . aspx

46.19. 85. 159 | srael 147.237.77. 226 [ww chanat z. aka. i df . il |Mal forned URL B ock 1

188. 120. 148. 184 |l srael 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1

93.173. 155. 150 |l srael 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed URL Access to ww cogat.idf.il/sip storage/files/5 B ock 1

. . |Unknown HTTP Request Method

46.19. 85. 159 | srael 147. 237. 77. 226 |[ww chanat z. aka. i df . i | _NET Sessi onl d=3bxeb23t gkog0255yc5gy245 i n URL B ock 1

217. 69. 133. 220 RJSf;;”i o 147. 237.72. 166 |aka. i df .1 Uhaut hor i zed LRL Access to v aka. i df.il/kanar/c B ock 1

84.137.216. 152 |CGer many 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . il/894-en/i df gdover. aspx B ock 1
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