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04-09-2015-13:03:03 to 04-09-2015-14:03:03

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
41.234.12. 26 Egypt 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 258
93.173. 28. 75 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 228
66. 249. 73. 220 Lhited Sates 147.237.77. 176 nat pash. i df i | Bl ock | p V¢b In drop 101
66. 249. 73. 193 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p V¢b In drop 96
66. 249. 73. 212 Lhited Sates 147.237.77. 176 nat pash. i df.i | B ock_|p VWb In drop 92
66. 249. 73. 185 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Vb In drop 88
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover. i df.il Bl ock |p Ve¢b In drop 80
66. 249. 73. 201 Lhited Sates 147. 237. 77. 216 dover.idf.il Bl ock Ip Véb In drop 77
66. 249. 93. 160 Lhited Sates 147.237.77. 216 dover. i df.il Bl ock | p V¢b In drop 70
80. 246. 136. 222 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 67
66. 249. 73. 228 Lhited Sates 147.237.77. 176 nat pash. i df.i | B ock_|p VWb In drop 66
66. 249. 93. 158 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Ip Vb In drop 65
66. 249. 93. 164 Lhited Sates 147.237.77. 216 dover. i df.il Bl ock |p Ve¢b In drop 65
105. 98. 118. 227 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 53
66. 249. 93. 154 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_Ip V¢b In drop 44
66. 249. 67. 14 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_Ip Véb I n drop 32
66. 249. 93. 162 Lhited Sates 147.237.76. 86 navy.idf.il B ock_|p VWb In drop 31
66. 249. 93. 186 Lhited Sates 147.237.0. 19 nadi matal .idf.il B ock Ip Vb In drop 30
66. 249. 78. 97 Lhited Sates 147.237.77. 170 naar achot . i of . i | Bl ock | p Ve¢b In drop 28
66. 249. 67. 30 Lhited Sates 147.237. 76. 86 navy.idf.il B ock | p Vb In drop 26
66. 249. 93. 190 Lhited Sates 147. 237.0. 19 nadi matal .idf.il Bl ock | p V¢b In drop 23
66. 249. 89. 95 Lhited Sates 147.237. 76. 42 refuah.idf.il Bl ock_Ip Véb I n drop 21
66. 249. 89. 91 Lhited Sates 147. 237. 76. 42 refuah.idf.il B ock_|p VWb In drop 19
66. 249. 67. 22 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Ip Vb In drop 19
66. 249. 93. 194 Lhited Sates 147.237.0.19 nadi matal .idf.il B ock |p VWb In drop 18
66. 249. 64. 55 Lhited Sates 147.237.76. 31 nakchal .i df i Block Ip Véb In drop 15
66. 249, 78. 111 Lhited Sates 147. 237. 77. 170 naar achot . i of . i | Bl ock | p V¢b In drop 14
66. 249. 73. 239 Lhited Sates 147. 237. 77. 234 hal ag.i df.il Bl ock | p V¢b In drop 13
66. 249. 78. 160 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 12
66. 249. 78. 2 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Vb In drop 12
66. 249. 78. 60 Lhited Sates 147.237.77. 233 atal .idf.il B ock |p Vb In dr op 11
66. 249. 64. 59 Lhited Sates 147.237. 76. 31 nakchal .idf.il B ock | p VWb In drop 11
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 11
162. 243. 147. 149 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 10
66. 249. 78. 127 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock_|p VWb In drop 10
66. 249. 78. 74 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Vb In drop 10
66. 249. 78. 29 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In drop 10
66. 249. 89. 95 Lhited Sates 147.237.77.170 naarachot . i df . il B ock Ip V¢b In drop 9
66. 249. 78. 67 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p V¢b In drop 9
66. 249. 78. 254 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 9
66. 249. 78. 22 Lhited Sates 147.237.77. 74 lawidf.il B ock | p VWb In drop 8
66. 249. 78.9 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Vb In drop 8
66. 249. 78. 83 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Vb In drop 8
66. 249. 78. 104 Lhited Sates 147. 237. 77. 170 n@ar achot . i df . i | Block Ip Véb In drop 7
66. 249, 73. 231 Lhited Sates 147. 237. 77. 234 hal ag.idf.il Bl ock | p V¢b In drop 7
66. 249. 93. 242 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 7
66. 249. 78. 21 Lhited Sates 147.237. 76. 42 refuah.idf.il B ock_|p VWb In drop 7
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 7
66. 249. 78. 113 Lhited Sates 147.237.77. 74 lawidf.il Bl ock |p Ve¢b In drop 6
66. 249. 78. 167 Lhited Sates 147.237.77. 170 naar achot . i of . i | Bl ock | p V¢b In drop 6




04-09-2015-13:03:03 to 04-09-2015-14:03:03

|Top Attackers In IPS|

Attacker Address \Attacker Gount ry |Tar get Address |S te |Narre |Davi ce Action |Oount |
79.176. 183. 73 | srael 147.237. 76. 42 refuah.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 7
46. 19. 85. 89 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 3
89.139. 185. 104 |Israel 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute ock 2
46.19. 85.0 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
84.108. 116. 208 |l srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fragroute B ock 2
2.54.25.203 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 1
93. 120. 27. 62 Ronani a 147.237.77.205 |prisha.idf.il |DVRep_B-N 60 100 B ock 1
79.177.166. 155 |l srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1
109. 65. 162. 193 |lsrael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute ock 1
46. 19. 85. 43 | srael 147.237.77.216 |dover.idf.il 7120: TQP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
80. 178. 164. 253 |l srael 147.237.77.176 |matpash.idf.il [14170: HITP. B ank User-Agent (descriptor but no string) B ock 1
46. 19. 85. 63 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name | Count
195. 34. 150. 18 Austria 147.237.77.216 dover.idf.il Tehila - Perl LW wth fake user agent 5
149. 88. 142. 206 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
109. 66. 117. 106 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
31. 210. 186. 156 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
61. 240. 144. 67 Chi na 147.237.8. 24 e lifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1




|Top Attackers In FW |

04-09-2015-13:03:03 to 04-09-2015-14:03:03

Attacker Address | Attacker Country | Target Address |Ste | Message |Name | Device Action | count |
31. 44.130. 159 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 15017
212.179.61.122 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 2601
149. 78. 222. 171 Lhited Sates 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 1192
212.179.61. 120 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 1179
79. 183. 154. 96 | srael 147.237.77.216 dover.idf.il Frst packet isn't drop drop 1101
199. 203. 240. 37 | srael 147.237.77.216 dover.idf.il Frst packet isn't dr op drop 979
37.26.147. 208 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 403
46. 116. 234. 199 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 353
46. 19. 85. 202 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 306
5.29. 158. 104 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 293
89.139. 174. 116 | srael 147.237.77.216 dover.idf.il Frst packet isn't drop drop 275
65. 49. 68. 199 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 156
2.54. 28. 242 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 151
87.69. 154. 10 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 123
89. 139. 185. 104 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 95
46.19. 86. 159 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 81
105. 98. 118. 227 Ageria 147.237.77.216 dover.idf.il Frst packet isn't drop drop 77
149. 78. 125. 184 | srael 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 71
46.19. 85. 138 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 71
213.57.41.57 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 65
37.48.120. 214 Net her | ands 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 63
2.54.146. 186 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 60
2.54.148. 128 | srael 147.237.77.216 dover.idf.il Frst packet isn't drop drop 54
79.177.185. 199 | srael 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 53
77.127.106. 107 | srael 147.237.77.216 dover.idf.il Frst packet isn't drop drop 53
78.95. 93. 133 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 52
192. 131. 85. 210 Lhited Sates 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 50
176. 12. 140. 108 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 45
46.121. 26. 14 | srael 147.237.77.216 dover.idf.il Frst packet isn't drop dr op 45
176. 12. 144. 166 | srael 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 45
109. 253. 149. 168 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 41
176. 12. 139. 12 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 41
176. 12. 143. 45 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 40
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 39
109. 253. 144. 120 | srael 147.237.77.216 dover.idf.il Frst packet isn't drop dr op 39
109. 253. 159. 197 | srael 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 37
46. 116. 203. 195 | srael 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 37
109. 253. 136. 219 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 36
84.108. 30. 150 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 35
37.26. 147. 204 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 35
46. 19. 86. 205 | srael 147.237.77.216 dover.idf.il Frst packet isn't drop dr op 34
95. 186. 95. 205 Ronani a 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 33
84.108. 152. 144 | srael 147.237.77.216 dover.idf.il Frst packet isn't drop drop 32
176. 12. 146. 80 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 32
176. 12. 151. 224 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 30
176. 12. 136. 152 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 30
46. 19. 85. 155 | srael 147.237.77.216 dover.idf.il Frst packet isn't drop dr op 29
37.26. 147. 243 | srael 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 29
176. 12. 138. 97 | srael 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 28
41.234.12. 26 Egypt 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 28
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|Top Attackers In V\AF|

A tacker

Devi ce

wwv aka. i df. i |/ nai n/ sachar/ regi strati onw zar d/ regi st er. aspx

Count ry ‘Target Address |Ste Action ‘Count
105. 98. 118. 227 |A geria 147.237.77. 216 |dover.idf.il Post Request - Mssing Gontent Type from 105. 98. 118. 227 B ock 98
105. 98. 118. 227 |A geria 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 94
R Unaut hori zed URL Access to
79.178.119.57 |Israel 147.237.72. 166 |aka. i df .11 wwy aka. i df . il/sites/resources/chi nuch/ styl es/i nport/ bott ommavi gat on. asp Bl ock 10
s D stributed Lhaut hori zed URL Access on
85. 250. 186. 155 | st ael 147.237.72. 166 |aka. i df .11 ww aka. i df.il//sites/resources/chi nuch/styl es/i nport/bottommavi gat on. asp Bl ock 6
s Unaut hori zed URL Access to
41.131.117. 128 (Egypt 147.237.77. 216 |dover . i df .11 wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ Bl ock 4
s D stributed Lhaut horized URL Access on
2.54.128.179 I srael 147.237.72. 166 |aka.idf.il i aka, i df i 1// i n/ r abanut / webr esour ce. axd B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
105. 98. 118. 227 |A geria 147.237.77. 216 |dover.idf.il Post Request - Mssing Content Type B ock 2
84.111. 37. 22 | srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to ww aka.idf.il/ww tikshuv.idf.il B ock 1
50. 84.247.238 |Whited Sates 147.237.77.19 |lawforumidf.il|Uaut horized URL Access to /tnunbl ock. cgi B ock 1
s Unaut hori zed URL Access to
87.59.55.128 France 147.237.76.86 navy.idf. il ww navy. i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper Bl ock !
149. 78. 166. 54 |lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
s D stributed Lhaut hori zed URL Access on
95. 86. 115. 242 |l srael 147.237.72. 166 |aka. i df . il ww aka, i of i 1 //ht t ps: /waw aka i of i |/ B ock 1
79.177.112.11 |israel 147.237.72. 166 |aka. i df . i Unknown Pararet er _VI EMETATECENERATCR i n None 1
wan aka. i df . i |/ nai n/ sachar/tfasi maspx
188. 165. 15. 75 |Rance 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8903- he/ r ef uah. aspx B ock 1
46. 19. 85. 43 | srael 147.237.77. 216 |dover.idf.il D stributed Uhknown HTTP Request Met hod B ock 1
109. 65. 73. 198 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
84.228.1.31 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/resource/ userfol | ow esour ce/ creat e/ B ock 1
50. 84. 247.238 |lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
37.142. 135. 225 |l srael 147.237.72. 166 |aka.idf.il Uhknown Paraneter q in ww aka.idf.il/nain/giyus/login. aspx None 1
149.88.12. 219 |lhited Sates 147.237.72. 166 |aka.i df .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
188. 165. 15. 110 |Fance 147.237.76.30 [hinush.idf.il Uhknown Paraneter SortDr in ww chi nush. atal .idf.il/1324-he/ hi nush. aspx |None 1
46. 19. 85. 43 | srael 147.237.77. 216 |dover.idf.il Il egal HITP Version _ at uvs=552653f af 55f d928000; _ at ssc=f acebook%8B3 |B ock 1
31.184. 195. 166 RUsS| an 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response CGode B ock 1
Federation
109. 66. 154. 66 |l srael 147.237.72. 166 |aka. i df . Distributed Lhauthorized LR Access on B ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
84.228.94.189 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
167.114.118.4 |Uited Qates  |147.237.77. 216 |dover.icf.it |2 Stributed tnauthorized LR Access on . B ock 1
wan i df . il //tenpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/
80. 246. 130. 180 |l srael 147.237.72. 166 |aka i df . Distributed Whaut hori zed LR Access on B ock 1
waw aka. i df . i | // mai n/ rabanut / webr esour ce. axd
R D stributed Lhaut hori zed URL Access on
46. 117. 240. 183 |l srael 147.237.72.166 |aka.idf .il ww aka, i o i 1//ht t ps: / v aka. i df i1/ B ock 1
sl D stributed Lhaut hori zed URL Access on
37.59.55.128 France 147.237.76.86 |navy.idf.il wa navy. i df . i | /] 994- 8613- hel navy. aspx. aspx B ock 1
132. 72. 100. 135 |1 srael 147. 237.72. 166 |aka i f .11 Wnknown Par ameter __VI ENBTATEGENERATCR in None 1
aka. i df.il/nai n/sachar/ payslips. aspx
77.125. 214. 119 |I srael 147.237.72. 166 |aka. i df . Unknown Paraneter __VI EVBTATEGENERATCR i n None 1
waw aka. i df . i |/ mai n/ sachar/ hone. aspx
176.12. 136. 199 |l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46. 19. 85. 43 | srael 147.237.77. 216 |dover.idf.il Abnornal | y Long Request net hod B ock 1
84.108. 71. 102 |Israel 147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/nai n/ haredi niwebr esour ce. axd B ock 1
46.121.99.149 [israel 147.237.72. 166 |aka. i df . Distributed thauthorized LRL Access on B ock 1
waw aka. i df . i | // mai n/ har edi mi webr esour ce. axd
37.59. 55. 128 France 147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 37.59. 55. 128 B ock 1
149. 78. 13. 99 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
87.68. 210. 10 | srael 147.237.77. 216 |dover.idf.il D stributed Lhaut hori zed URL Access on www idf.il//https:/wuidf.il/ B ock 1
79.176.183. 73 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
176. 12. 140. 209 |I srael 147.237. 72. 166 |aka. i df . Paraneter Read Qily Molation in None 1
wwwn aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
46. 19. 85. 43 | srael 147.237.77. 216 |dover.idf.il D stributed Mal forned URL B ock 1
109. 64.57.60 | srael 147.237.72. 166 |aka.i f . Paraneter Fead Qily Molation in None 1
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