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Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count |
66. 249. 73. 212 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Ip Vb In dr op 149
66. 249. 73. 201 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Ip Vb In dr op 119
66. 249. 73. 193 Lhited Sates 147. 237. 77. 216 dover.idf.il Bl ock Ip Vb In drop 108
66. 249. 73. 185 Lhited Sates 147. 237.77. 216 dover.idf.il B ock Ip Vb In drop 103
66. 249. 73. 228 Lhited Sates 147.237.77.176 nat pash. i df.i | B ock _|p VWb In dr op 92
66. 249. 73. 220 Lhited Sates 147.237.77.176 nat pash. i df . i | B ock Ip Vb In drop 85
66. 249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p V¢b In drop 33
66. 249. 78. 21 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip V¢b In drop 32
66. 249. 65. 189 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock_Ip V¢b In drop 28
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b_In drop 26
66. 249. 78. 254 Lhited Sates 147.237.72. 166 aka.idf.il B ock _|p VWb In dr op 25
66. 249. 78. 104 Lhited Sates 147.237.77.170 naar achot . i df .il B ock Ip Vb In drop 23
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Vb In dr op 23
66. 249. 78. 160 Lhited Sates 147.237.76. 42 refuah.idf.il B ock |p Vb In drop 22
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Vb In drop 21
66. 249. 78. 174 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b_In drop 20
66. 249. 67. 115 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ock _|p VWb In dr op 18
66. 249. 78. 167 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip Vb In drop 18
66. 249. 78. 97 Lhited Sates 147.237.77. 170 n@ar achot . i df . i | Block Ip Vb In dr op 18
66. 249. 64. 83 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock |p Vb In drop 17
66. 249. 67. 14 Lhited Sates 147.237. 76. 86 navy.idf.il B ock_Ip V¢b In drop 17
66. 249. 64. 79 Lhited Sates 147.237.76. 31 nakchal .i df . i B ock Ip Vb In drop 16
66. 249. 65. 181 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock _|p VWb In drop 15
66. 249. 78. 79 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Vb In drop 15
66. 249. 73. 231 Lhited Sates 147.237.77. 234 hal ag.i df .i | Bl ock Ip Vb In dr op 13
66. 249, 78. 111 Lhited Sates 147.237.77. 170 naar achot . i df . | Bl ock | p V¢b In drop 13
66. 249. 78. 67 Lhited Sates 147. 237. 77. 233 atal.idf.il Bl ock Ip Vb In drop 13
66. 249. 65. 182 Lhited Sates 147.237.0. 19 nedi matal .idf.il B ock Ip Vb In drop 12
66. 249. 64. 128 Lhited Sates 147.237.77. 170 naar achot . i df . il B ock _|p VWb In drop 12
66. 249. 67. 107 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ock Ip Vb In drop 12
66. 249. 67. 30 Lhited Sates 147.237. 76. 86 navy.idf.il B ock |p Vb In dr op 11
66. 249. 78. 160 Lhited Sates 147. 237. 72. 166 aka.idf.il Bl ock Ip Vb In dr op 10
66. 249. 78. 60 Lhited Sates 147. 237. 77. 233 atal.idf.il Bl ock Ip Vb In drop 10
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Vb In drop 10
66. 249. 67. 22 Lhited Sates 147.237.76. 86 navy.idf.il B ock _|p VWb In drop 9
66. 249. 78.9 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Vb In drop 9
66. 249. 78. 127 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock | p V¢b In drop 9
66. 249. 67. 99 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ock Ip V¢b In drop 9
66. 249. 78. 146 Lhited Sates 147. 237. 72. 166 akaidf.il Bl ock Ip Vb In drop 7
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Vb In drop 7
66. 249. 78. 74 Lhited Sates 147.237.77. 233 atal.idf.il B ock _|p VWb In drop 7
66. 249. 64. 132 Lhited Sates 147.237.77.170 naar achot . i df . il B ock Ip Vb In drop 6
66. 249. 75. 103 Lhited Sates 147. 237.72. 156 anan. i df.il Bl ock | p V¢b In drop 6
66. 249. 65. 185 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock Ip V¢b In drop 6
66. 249. 75. 72 Lhited Sates 147. 237. 77. 170 naar achot . i df . i | Bl ock Ip Vb In drop 6
66. 249. 78. 2 Lhited Sates 147. 237. 72. 166 akaidf.il B ock Ip Vb In drop 6
66. 249. 65. 167 Lhited Sates 147.237.77. 216 dover.idf.il B ock _|p VWb In drop 6
66. 249. 78. 153 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Vb In drop 6
66. 249. 64. 59 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock |p Vb In dr op 5
66. 249. 93. 160 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip V¢b In drop 5
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Ste |Narre |Davi ce Action |Oount \
64.79. 144. 10 Lhited Sates 147.237.72. 166 |aka idf.il DVRep_P- N _40-59 Per m t 575
184.173.183. 172 |Lhited Sates 147.237.77.176 |natpash.idf.il DVRep_P- N _40-59 Per m t 97
89.139. 185. 104 |Israel 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2

93. 120. 27. 62 Ronmani a 147.237. 0. 35 akavs. i df . il DVRep_B-N 60 _100 B ock 1
93.120. 27. 62 Rorani a 147.237.8. 27 e.nadi matal .idf.il|DVRep_B-N 60_100 B ock 1

93. 120. 27. 62 Rormani a 147.237.77.216 |dover.idf.il DVRep_B-N _60_100 B ock 1
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|Top Attackers In |D|

‘Attacker Country‘Target Address |Ste

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 26
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
43. 255. 191. 165 |Japan 147.237.76.202|e. hal ag.idf.il ET SCAN Potential SSH Scan 1
222.69.94. 13 Chi na 147.237.0.33 [idf.il ET SCAN NVAP -sS wi ndow 3072 1
80. 55. 55. 59 Pol and 147.237.0.35 |akaws.idf.il ET SCAN NVAP -f -sS 1
43. 255. 191. 165 |Japan 147.237.76. 176 |test. ncore.idf.il ET SCAN Potential SSH Scan 1
200. 98. 161. 218 |Prazil 147. 237. 77. 216 |dover . i of . i | Lgﬁpﬁzﬁmmﬂmsc” pt tag in POST paraneters - likely cross-site 1
61. 160. 224. 128 |Chi na 147.237.77. 243 |nobi | e.i df .i | ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.72. 217 |e.idf.il ET SCAN Potential SSH Scan 1
122. 228. 207. 76 |Chi na 147.237.77. 234 |hal ag.idf .i| ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.8.50 e. tikshuv.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 |Chi na 147.237.77. 176 |nat pash.i df .i | ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 |Chi na 147.237. 76. 199 |e. nakchal .i df .i | ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
59.41. 39. 125 Chi na 147.237.77.121 |e.navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
122. 228. 207. 76 |Chi na 147.237. 76. 148 [gqcenter. aka. i df . i | ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.0.15 |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
122.228. 207. 76 |Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
222.186. 34. 151 |Chi na 147.237.76.196 |e.sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255. 191. 165 |Japan 147.237.77. 234 |hal ag.idf .i| ET SCAN Potential SSH Scan 1
222.69.94. 13 Chi na 147.237.77.179|e.nazi .idf .i| ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 165 |Japan 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 1
80. 55. 55. 59 Pol and 147.237.0. 35 akaws. i df .il ET SCAN NVAP -sS wi ndow 2048 1
43. 255. 191. 165 |Japan 147.237.76.201 |e.atal .idf.il ET SCAN Potential SSH Scan 1
200. 98. 161. 218 |Brazil 147.237.77. 216 |dover.idf.il SERVER- WEBAPP adni n. php access 1
62.97.112.180 |ain 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS wi ndow 3072 1
43. 255. 191. 165 [Japan 147.237.76.34 |yohal an.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
122.228. 207. 76 |Chi na 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.76.86 |[navy.idf.il ET SCAN Potential SSH Scan 1
122. 228. 207. 76 |Chi na 147.237.77.121 |e.navy.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 [Japan 147.237.8. 28 e.nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 [Chi na 147.237.76. 176 |test.ncore.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
59.41. 39. 125 Chi na 147.237.77.121 |e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
122. 228. 207. 76 |Chi na 147.237.72. 166 |aka.idf .il ET SCAN Potential SSH Scan 1
222.186. 34. 151 |Chi na 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
43. 255. 191. 165 |Japan 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 1
90. 189. 183, 44 Russi an 147 237.76. 31 |nakehal idf.il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan 1
Federation or Brute Force
222.186. 34. 151 |Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255. 191. 165 |Japan 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
80. 55. 55. 59 Pol and 147.237.0.35 |akaws.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
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Attacker Address

A tacker
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‘ Message

Devi ce
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Action

24.239.36.226 |Whited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 38
s TCP segrent out of naxi num al | owed Streaning Engi ne: TCP Segnent
41.239.96.221 |Egypt 147.237.77. 216 |dover. i df . i Sequenge. Packel. o opet. e Enfgor Ce?m 9 drop 28
87.68. 247. 33 | srael 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 22
79.180. 166. 159 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 19
137.95.1. 11 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 19
24. 46. 63. 206 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 16
5.144.59. 114 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 12
192. 136. 199. 107|lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 10
24.55.8.171 Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 10
109. 253. 138. 180]|l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 8
204. 237.22. 235 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 7
109. 253. 144. 88 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
74.62.91. 130 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 5
37.26. 148. 222 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 4
62. 76. 184. 59 gj:;;”i on 147.237.76.30 |himushidf.il |[SAVirule drop drop 3
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
46. 19. 85. 33 | srael 147.237.77. 176 |natpash.idf.il |l nval i d ACK nunber Bad TCP sequence noni t or 3
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 3
188. 120. 148. 155|l srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3
109. 65. 69. 148 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
49.183. 78. 43 Australia 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
89. 139. 185. 104 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
188. 165. 15. 241 |France 147. 237. 77. 216 |dover i df .i Inval id segnent retransnission. Packet Sreani ng Er_19i ne: TP Invalid drop 2
dr opped. Ret r ansni ssi on
80. 246. 133. 160 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
37.193. 5. 240 Russi an 147.237. 72. 166 |aka. i df i | Inval id segnent retransnission. Packet Srearrhng Er_19i ne: TP Invalid drop 2
Federation dr opped. Ret ransni ssi on
24. 46. 63. 206 Lhited Sates 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
180.179.212. 10 |India 147.237.77.212|e.dover.idf.il |Geo-I| ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
24.46. 63. 206 Lhited Sates 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
184. 105. 247. 251 |lhited Sates 147.237.8.14 |e.orchot.idf.il|Geo-I ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
64.125.239.34 |lLhited Sates 147.237.77.212|e.dover.idf.il |Geo-I| ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
24. 46. 63. 206 Lhited Sates 147.237.77. 216 |dover.idf.il I nval i d sequence nunier Bad TCP sequence noni t or 1
81.218.245. 174 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
213. 205. 252. 98 |United Ki ngdom|147.237.77.216 |dover.idf.il First packet isn't SN drop drop 1
184. 105. 247. 251|Lhited Sates 147.237.8.50 |e.tikshuv.idf.i]Geo-1ocation i nbound enf or cenent Geo-| ocati on enf or cenent drop 1
107.199.50.91 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
64.125.239.50 |Lhited Sates 147.237.0.200 [mu.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
46. 19. 86. 141 | srael 147.237.77.74 |lawidf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
84.228.71. 32 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
185.2.101. 170 Cer many 147.237.76. 196 |e.sviva.idf.il |SAMrul e drop drop 1
37.216. 43. 183 Saudi Arabi a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
108. 192. 151. 74 |lhited Sates 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
46. 116. 96. 172 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
199. 255. 137. 37 |lLhited Sates 147.237.77. 216 |dover.idf.il header rejection pattern found i n request Header Rgj ection noni t or 1
180. 76.5. 76 Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
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Devi ce

Attacker Address |Attacker ountry |Target Address ‘S te Action ‘Count
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il |Miltipl e Unaut hori zed URL Access from 68. 180. 228. 117 B ock 2
118. 166. 114. 113|Tai wan 147.237. 72. 166 |aka.i df .i | D stributed Unknown HTTP Request Met hod B ock 1
14.165.79. 134 |V etnam 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
202. 28.78. 143 |Thail and 147.237.72. 166 |aka.idf .il D stributed Unknown HTTP Request Met hod B ock 1
93.183.222. 122 |lkraine 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
188. 165. 15. 239 |Rance 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
37.193. 5. 240 RJSIS:;ni on 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
212.42.105. 101 |Kyrgyzstan 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
101. 51. 14. 30 Thai | and 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
1. 20. 150. 223 Thai | and 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
188. 165. 15. 241 |Fance 147.237.77. 216 |dover.idf.il |Miltipl e Unaut hori zed URL Access from 188. 165. 15. 241 B ock 1
217. 69. 136. 209 RJSIS:;ni on 147.237.77. 216 |dover.idf.il [Uhauthorized URL Access to v idf.il/honefront/english/ie-index.stm B ock 1
101.51.35. 155 |Thai l and 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
2.62.41.84 stﬁ::ﬂ on 147.237. 72. 166 |aka. i df .i | D stributed Suspi ci ous Response Gode_Qust om Tenpor ary B ock 1
199. 255. 137. 37 |lLhited Sates 147.237.77.216|dover.idf.il |Enail collector robots 14 B ock 1
83.149.9.8 RJF Sﬁ::ﬂ on 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Gode_Qust om Tenpor ary B ock 1
109. 65. 123. 221 |I srael 147.237.72. 166 |aka idf i1 [Known Parameter VI EVETATECGENERATOR i n None 1
wwy aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
5. 255, 253, 16 RJSf;:I'} on 147. 237. 77. 176 |nat pash. i of . i | |Lhaut hori zed URL Access to ww cogat . i df . i|/894-ar B ock 1
199. 255. 137. 37 |lhited Sates 147.237.77. 216 |dover.idf.il |eMii| Hoardi ng B ock 1
84.46.251.216 |Lithuania 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
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