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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action |Count |
220.181.108. 108 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 518
220.181. 108. 114 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 401
66. 249. 73. 193 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock Ip Véb In drop 178
66. 249. 73. 220 Lhited Sates 147.237.77.176 |natpash.idf.il ock |p Wb In drop 146
66. 249. 73. 212 Lhited Sates 147.237.77.176 |natpash.idf.il Bl ock | p_ Vb In drop 141
66. 249. 73. 201 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In dr op 128
66. 249. 73. 185 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p Vb In drop 124
66. 249. 73. 228 Lhited Sates 147.237.77.176  |natpash.idf.il Block Ip V¢b In drop 119
66. 249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_Ip Véb In drop 42
66. 249. 78. 21 Lhited Sates 147.237.76. 42 refuah.idf.il ock_Ip V¢b_In drop 30
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p_ Vb In drop 24
66. 249. 78. 111 Lhited Sates 147.237.77.170 naar achot . i df il Block Ip Véb In dr op 24
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p Vb In drop 21
66. 249. 78. 104 Lhited Sates 147.237.77.170  |mmarachot.idf.i | Block Ip V¢b In drop 19
66. 249. 67. 14 Lhited Sates 147. 237.76. 86 navy. i df . il Bl ock Ip Véb In drop 18
66. 249. 78. 97 Lhited Sates 147.237.77.170 |nmarachot.idf.il ock |p Wb In drop 17
66. 249. 78. 146 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p_ Vb In drop 15
66. 249. 64. 125 Lhited Sates 147.237.76. 42 refuah.idf.il Block Ip Véb In dr op 13
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In drop 12
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In drop 12
66. 249. 78. 29 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Ip Véb In drop 12
66. 249. 67. 22 Lhited Sates 147. 237.76. 86 navy. i df . il ock |p Wb In drop 11
66. 249. 78. 236 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p_ Vb In drop 11
66. 249. 78. 153 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Véb In dr op 10
66. 249. 64. 177 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock I|p Ve¢b In drop 9
66. 249. 78. 160 Lhited Sates 147.237.72.166 |aka.idf.il Bl ock | p Véb In drop 9
66. 249. 78. 208 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il Bl ock_Ip Véb In drop 9
66. 249. 78. 248 Lhited Sates 147.237.76. 42 refuah.idf.il ock_Ip V¢b_In drop 9
66. 249. 78. 242 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p_ Vb In drop 8
66. 249. 78. 79 Lhited Sates 147.237.77. 233 atal.idf.il Block Ip Véb In dr op 8
66. 249. 78. 254 Lhited Sates 147.237.72.166 |aka.idf.il Block Ip V¢b In drop 7
66. 249. 78. 9 Lhited Sates 147.237. 72. 166 aka.idf.il Bl ock | p_V¢b In drop 7
66. 249. 78. 206 Lhited Sates 147.237.72.166 |aka.idf.il Bl ock I|p Véb In drop 6
66. 249. 73. 223 Lhited Sates 147.237.77.234 |halag.idf.il ock |p Wb In drop 6
66. 249. 73. 239 Lhited Sates 147.237.77.234 |halag.idf.il Bl ock | p_ Vb In drop 6
66. 249. 64. 125 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Véb In dr op 6
66. 249. 73. 231 Lhited Sates 147.237.77.234 |halag.idf.il Bl ock I|p Ve¢b In drop 6
66. 249. 64. 136 Lhited Sates 147.237.77.170 |nmarachot.idf.il Bl ock | p Véb In drop 5
66. 249. 78. 134 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock_Ip Véb In drop 5
66. 249. 78. 111 Lhited Sates 147.237.72.166 |aka.idf.il ock |p Wb In drop 5
66. 249. 78. 120 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock | p_ Vb In drop 4
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In dr op 4
66. 249. 93. 245 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Véb In drop 4
66. 249. 78. 38 Lhited Sates 147.237.77. 226 wn chanat z. aka. i df . i | Bl ock Ip Véb In drop 4
66. 249. 78. 222 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il Bl ock_Ip Véb In drop 4
66. 249. 93. 164 Lhited Sates 147.237.77.216 |dover.idf.il ock |p Wb In drop 3
66. 249. 64. 132 Lhited Sates 147.237.77.170 naar achot . i df . i | Bl ock | p_ Vb In drop 3
95.172.79. 156 Uni ted Ki ngdom 147.237.76. 86 navy.idf.il Bl ock Wp Al Nets dr op 3
66. 249. 64. 128 Lhited Sates 147.237.77.170 |nmarachot.idf.il Bl ock |p Vb In drop 3
66. 249. 64. 196 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p Véb In drop 3
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|Top Attackers In IPS|

At t acker Address|AItacker Cbuntry|Target Address |Ste

|NarTe

|Davi ce Action | Count

128. 242.249. 12 |lhited Sates 147.237.77. 216 |dover.idf.il|DVRep_P- N 40- 59 Per ni t 25
64.79. 144. 10 Lhited Sates 147.237.72.166 |aka.idf.il |DVRep_P-N 40-59 Per nit 11
46.137.134. 188 |lrel and 147.237.72.156 |aman.idf.il |DVRep_P- N 40- 59 Per nit 10
46.137.134. 188 |l rel and 147.237.72.166 |aka.idf.il |DVRep P- N 40-59 Per mt 10
89. 139. 185. 104 |l srael 147.237.77. 216 |dover.idf.il|7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
89. 216. 115. 8 147.237.77. 216 |dover.idf.il|17272: HITP. Suspi ci ous User-Agent (\WndowsNT) Wth No Separating Space |B ock 2
109. 67. 10. 30 | srael 147.237.76.86 |navy.idf.il |7120: TGP Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
93. 120. 27. 62 Ronani a 147.237.77. 205 |prisha idf.i|DVRep_B- N 60_100 Bl ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 6
150. 108. 68. 29 Lhited Sates 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 3
91. 148. 168. 184 Bul gari a 147.237.77.216 |dover.idf.il ET CURRENT_EVENTS Wser-Agent used in I njection Attenpts 3
91.148.168.184 |Bulgaria 147.237.77.216 |dover.idf.il Tehila - Perl LW with fake user agent 3
27.123.168.210 |Hji 147.237.76.202 |e.halag.idf.il ET SCAN Potential SSH Scan 1
192. 64. 180. 14 Lhited Sates 147.237.0. 200 mu. i df i | ET SCAN Potential SSH Scan 1
27.123. 168. 210 FHji 147.237.76. 198 |e.yohal an.idf.il ET SCAN Potential SSH Scan 1
182. 140. 132. 60 Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
27.123. 168. 210 Hji 147.237.76.177 |ncore.idf.il ET SCAN Potential SSH Scan 1
182.140. 132. 60 |Chi na 147.237.0. 16 ny- kosher-kravi .i df.il ET SCAN Potential SSH Scan 1
27.123.168. 210 Hji 147.237.76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
27.123. 168. 210 FHji 147.237.76. 30 hi nush. i df . i | ET SCAN Potential SSH Scan 1
69. 12. 92. 160 Lhited Sates 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237.76.198 |e.yohal an.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.8.50 e. tikshuv.idf.il ET SCAN Potential SSH Scan 1
27.123.168.210 |Hji 147.237.76.200 |eitan. aka.idf.il ET SCAN Potential SSH Scan 1
182. 140.132. 60 |China 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
27.123. 168. 210 FHji 147.237.76.196 |e.sviva.idf.il ET SCAN Potential SSH Scan 1
182.140. 132. 60 |Chi na 147.237.0. 17 m ny- kosher - kravi . i df.i | ET SCAN Potential SSH Scan 1
27.123. 168. 210 Hji 147.237. 76. 147 |chinuch. aka.idf.il ET SCAN Potential SSH Scan 1
182.140. 132. 60 |Chi na 147.237.0. 15 kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
27.123.168.210 |Hji 147.237.76. 34 yohal an.i df .il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN Rapi d PGP3 Gonnecti ons - Possi bl e Brute Force Attack 1
61. 160. 224. 128 Chi na 147.237.76.177 |ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Jte

Country
45. 218. 240. 204 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 237
97.80.230.238 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 102
46. 19. 86. 242 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 47
67.248.244. 169 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 39
87.69.139. 31 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 32
70. 199. 234. 86 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 30
46. 115. 139. 63  |Ger nany 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 22
108. 209. 113. 11 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 18
70.192. 203. 224 |lhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 15
185.5.154.219 |Saudi Arabia 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 14
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 12
31.203. 133.228 |Kuvait 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 10
109. 253. 139. 147|l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 10
70.199.234.86 |Whited Sates 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 10
70.199.234.86 |lhited Sates 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 9
176. 12. 147. 21 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 7
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 7
91.148.168. 184 |Bulgaria 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 6
204. 237. 22. 235 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 6
109. 253. 144.50 |1 srael 147 237. 77. 216 |dover i df .i | Inval id segnent retransnission. Packet Sreanimg Er_)gi ne. TGP Invalid drop 6

dr opped. Ret r ansn ssi on

93. 172. 34. 126 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
176.12. 151. 135 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 5
70.199.234.86 |lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 4
99.116.237.61 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
176.12.137.231 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
5. 102. 254. 237 | srael 147.237. 72. 166 |aka.i df .i | Invalid ACK nunber Bad TCP sequence noni t or 4
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
46.19. 86. 192 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 4
207.237.149.53 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 4
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
62. 76. 184. 59 :ZZ:; o 147.237.0.15  |kosher-kravi.idf.i|SAMrul e drop drop 3
62. 76. 184. 59 g;z:;”i o 147. 237. 72. 166 |aka. i f . i1 SAMrul e dr op dr op 3
62. 76. 184. 59 :ZZ:; o 147.237.76.31 |nakchal.icf.il  [saMrule drop drop 3
109. 253. 146. 184 |l srael 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 2
24.14.162.121 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
89. 139. 185. 104 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
211. 244. 83. 250 Okfre& Republ i€ 1147 237.77. 216 |dover. i of . i1 First packet ism't SWN drop drop 2
82.23.227.223 |United Kingdom |147.237.77.216 |dover.idf.il Frst packet isn't SN dr op dr op 2
198.58.103.36 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
176. 12. 142. 144 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
117.78.13. 29 Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
31. 184. 195. 166 Russi an 147. 237. 77. 216 |dover i df .i | Inval i d segnent retransnission. Packet Sreanimg Etjgi ne: TP Invalid drop 2

Federation dr opped. Ret r ansni ssi on
185.5.154.219 |Saudi Arabia 147.237.77. 216 |dover.idf.il Invali d ACK nunber Bad TCP sequence noni t or 2
41.33.232. 65 Egypt 147.237.77. 216 |dover. i df i | First packet isn't SW drop drop 2
82. 145. 208. 219 |Eur ope 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
198. 58. 103. 115 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
125. 209. 235. 170 Korea, Republ ic 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 2

of
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address ‘ Ste

‘Name

Devi ce

‘Count

Country

Action

72.9.148. 10 Lhited Sates 147.237.76.86 |[navy.idf.il|Uauthorized URL Access to www navy. i df.il/994-8613-he/ navy. aspx. aspx Bl ock 4
108. 19. 70. 215 |lhited Sates 147.237.72. 166 |aka.idf.il |Di stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
150. 108.68.29 |lLhited Sates 147.237. 77. 216 |dover.idf.i|PHP Attenpt B ock 2
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.i|Mil tipl e Unauthori zed URL Access from 68. 180. 228. 117 Bl ock 2
70. 167. 8. 42 Lhited Sates 147.237.72. 166 |aka.idf.il |Lhauthorized URL Access to waw aka.idf.il/nml uintenpl ates/inner.asp Bl ock 1
188. 165. 15. 241 |FHance 147.237.77. 216 |dover.idf.i|Mil tipl e Unauthorized URL Access from 188. 165. 15. 241 B ock 1
107.170. 164. 163|lhited Sates 147.237. 72. 156 |anan. i df.i||lhaut hori zed UR_ Access to list.ips.gov.il/nodiin/default.aspx Bl ock 1
63.141.249.44 |lhited Sates 147.237.77. 216 |dover. i df.i|Uhaut hori zed URL Access to ww i df.il/1008-en/ +navirenu. gc+ Bl ock 1
150. 108.68.29 |lLhited Sates 147.237.77. 216 |dover.idf.i|Mil ti pl e Admn B ocki ng from 150. 108. 68. 29 B ock 1
70.167. 8. 42 Lhited Sates 147.237.77.74 |lawidf.il |Uhauthori zed UR. Access to www nag.idf.il/580-he/sb itemlevl Bl ock 1
1.10. 248. 61 Thai | and 147.237.72. 166 |aka.idf.il |Lhknown Paraneter catid in wwvaka.idf.il/brothers/skira/defaul t.asp None 1
66.177.129. 213 |lhited Sates 147.237.77. 216 |dover. i df .i|Uhaut hori zed URL Access to waw i df . il /hebrewinsignia/insignia. stm B ock 1
31.184. 195, 166 |25 &1 147.237.77. 216 |dover. i df .i|D stri but ed Suspi ci ous Response Code B ock 1
Federation
109. 65. 123. 221 [Israel 147.237.72. 166 |aka i df .i| [OPKNOWn Paraneter VI EVBTATEGENERATCR i n None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
150. 108.68.29 |lhited Sates 147.237.77. 216 |dover. i df . i|Uhaut hori zed UR. Access to waww idf.il/sip storagelfil es/ 9/ 9459. pdf &anp Bl ock 1
. . .. |Uhauthorized URL Access to
79.183.67.172 I srael 147.237.72. 166 |aka i df. il wwy aka. i df . il/sites/resources/ chi nuch/ styl es/i nport/ bot t onmavi gat on. asp Bl ock !
37.44.92.188 Bel arus 147.237.72. 166 |aka.idf.il |hknown Paraneter catid in ww aka.idf.il/brothers/fag/ default.asp None 1
113.162. 71. 107 |V et nam 147.237.72. 166 |aka.idf.i|l |Uhknown Paraneter catid in ww aka.idf.il/brothers/hone/ def aul t. asp None 1
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover. i df . i|Suspi ci ous Response Code Bl ock 1
Russi an . ., |Unknown HTTP Request Method OCOK in URL
188.162. 228.82 | oierati on 147.237. 72,166 |aka i i1 | o S0 6y o here) ski v cefau € asp Bl ock !
85. 65. 143. 244 |l srael 147.237.72. 166 |aka.i df.i| |Suspi ci ous Response Code Qust om Tenporary B ock 1
54.198.210. 113 |Lhited Sates 147.237.77. 216 [dover. i df . i|Uhaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx B ock 1
150. 108. 68. 29 Lhited Sates 147.237.77. 216 |dover. i df . i|Adm n Bl ocki ng Bl ock 1
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