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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action |Count |
212.199. 182. 150 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn drop 291
66. 249. 73. 193 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock I|p Véb In drop 168
66. 249. 73. 201 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock Ip Véb In drop 155
66. 249. 73. 228 Lhited Sates 147.237.77.176 |natpash.idf.il ock |p Wb In drop 139
66. 249. 73. 220 Lhited Sates 147.237.77.176 |natpash.idf.il Bl ock | p_ Vb In drop 129
66. 249. 73. 212 Lhited Sates 147.237.77.176 nat pash. i df . i | Block Ip Véb In dr op 118
66. 249. 73. 185 Lhited Sates 147.237.77.216  |dover.idf.il Block Ip V¢b In drop 116
66. 249. 67. 22 Lhited Sates 147. 237.76. 86 navy. idf.il Bl ock I|p Véb In drop 30
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_Ip Véb In drop 27
66. 249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il ock_Ip V¢b_In drop 25
66. 249. 78. 97 Lhited Sates 147.237.77.170 naar achot . i df . i | Bl ock | p_ Vb In drop 25
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In dr op 21
66. 249. 78. 111 Lhited Sates 147.237.77.170  |mmarachot.idf.i | Block Ip V¢b In drop 18
66. 249. 67. 30 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock | p_V¢b In drop 18
66. 249. 78. 160 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_Ip Véb In drop 17
66. 249. 78. 21 Lhited Sates 147.237.76. 42 refuah.idf.il ock_Ip V¢b_In drop 16
66. 249. 78. 254 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p_ Vb In drop 15
66. 249. 78. 79 Lhited Sates 147.237.77. 233 atal.idf.il Block Ip Véb In dr op 15
66. 249. 78. 242 Lhited Sates 147. 237.76. 42 refuah.idf.il Block Ip V¢b In drop 14
66. 249. 78. 167 Lhited Sates 147.237.76. 42 refuah.idf.il Block Ip V¢b In drop 14
66. 249. 78. 153 Lhited Sates 147.237.72.166 |aka.idf.il Bl ock Ip Véb In drop 13
66. 249. 78. 160 Lhited Sates 147.237.72.166 |aka.idf.il ock |p Wb In drop 12
66. 249. 73. 215 Lhited Sates 147.237.0. 15 kasher-kravi .idf.il Bl ock | p_ Vb In drop 12
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In dr op 11
66. 249. 78. 174 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock I|p Ve¢b In drop 10
66. 249. 78. 93 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock | p_V¢b In drop 10
66. 249. 78. 104 Lhited Sates 147.237.77.170 |nmarachot.idf.il Bl ock Ip Véb In drop 10
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il ock |p Wb In drop 10
66. 249. 67. 147 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock | p_ Vb In drop 10
66. 249. 78. 67 Lhited Sates 147.237.77. 233 atal.idf.il Block Ip Véb In dr op 10
66. 249. 78. 2 Lhited Sates 147.237.72.166 |aka.idf.il Bl ock I|p Ve¢b In drop 10
66. 249. 78. 248 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock | p Véb In drop 10
66. 249. 67. 14 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Ip Véb In drop 9
66. 249. 64. 132 Lhited Sates 147.237.77.170 |nmarachot.idf.il ock |p Wb In drop 9
66. 249. 78. 74 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p_ Vb In drop 9
66. 249. 78. 146 Lhited Sates 147.237.72. 166 aka.idf.il Block Ip Véb In dr op 8
66. 249. 64. 125 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock I|p Ve¢b In drop 8
66. 249. 78. 22 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In drop 7
66. 249. 78. 45 Lhited Sates 147.237.77.226  |waw chanat z. aka. i df . i | Bl ock_Ip Véb In drop 7
66. 249. 78. 9 Lhited Sates 147.237.72.166 |aka.idf.il ock |p Wb In drop 6
66. 249. 78. 127 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock | p_ Vb In drop 6
66. 249. 75. 95 Lhited Sates 147.237. 72. 156 anan.idf.il Block Ip Véb In dr op 6
66. 249. 73. 223 Lhited Sates 147.237.77.234 |halag.idf.il Bl ock I|p Ve¢b In drop 6
66. 249. 64. 196 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p Véb In drop 6
66. 249. 89. 95 Lhited Sates 147.237.77.170 |nmarachot.idf.il Bl ock I|p Véb In drop 6
66. 249. 78. 38 Lhited Sates 147.237.77.226  |www chanat z. aka. i df . i | ock_Ip V¢b_In drop 6
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p_ Vb In drop 6
66. 249. 64. 59 Lhited Sates 147.237.76. 31 nakchal .idf.il Block Ip Véb In dr op 6
66. 249. 73. 239 Lhited Sates 147.237.77.234 |halag.idf.il Bl ock |p Vb In drop 6
66. 249. 93. 168 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock | p Véb In drop 5
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|Top Attackers In IPS|

Attacker Address \Attacker Gount ry |Target Address |Ste |Name |Devi ce Action |Oount \
202. 162. 215. 242 |l ndonesi a 147.237.77.216 |dover.idf.il|7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 4
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name |count |
82. 80. 25. 221 | srael 147.237.77.216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
221.235.188. 212 Chi na 147.237.0. 16 ny-kosher-kravi . i df .il ET SCAN Potential SSH Scan 1
222.94.185. 113 Chi na 147.237. 8. 27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.76. 34 yohal an. i df .il ET SCAN Potential SSH Scan 1
101. 226. 179. 84 Chi na 147.237.77.19 lawforumidf.il ET SCAN NVAP -sS w ndow 1024 1
222.94.185. 113 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 166 Japan 147.237.77. 212 e. dover.idf.il ET SCAN Potential SSH Scan 1
101. 226. 2. 99 Chi na 147.237.0.15 kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
43. 255. 191. 166 Japan 147.237.77. 176 nat pash. i df.i | ET SCAN Potential SSH Scan 1
221.235.188. 212 Chi na 147.237.77. 121 e navy.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 166 Japan 147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 212 Chi na 147.237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
81.200.91. 2 Russi an Federation 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
43. 255. 191. 166 Japan 147.237.77.61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 212 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 166 Japan 147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
221.235.188. 212 Chi na 147.237.76. 30 hi nush. i df.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.76. 176 test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.235.188. 212 Chi na 147.237. 8. 45 e.eitanidf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.77. 170 naar achot . i df . i | ET SCAN Potential SSH Scan 1
221.235.188. 212 Chi na 147.237. 0. 200 mu.idf.il ET SCAN Potential SSH Scan 1
222.94.185. 113 Chi na 147.237.8.28 e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN Potential SSH Scan 1
222.94.185. 113 Chi na 147.237.8.24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 166 Japan 147.237. 77. 227 e hanaz.idf.il ET SCAN Potential SSH Scan 1
101. 226. 2. 99 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1
221.235.188. 212 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 166 Japan 147.237.77. 205 prisha.idf.il ET SCAN Potential SSH Scan 1
91. 224, 132.118 Russi an Federation 147.237. 8. 45 eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 166 Japan 147.237.77. 170 naar achot . i df .i | ET SCAN Potential SSH Scan 1
221.235.188. 212 Chi na 147.237. 76. 196 e.svivaidf.il ET SCAN Potential SSH Scan 1
81.200.91. 2 Russi an Federation 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
43. 255. 191. 166 Japan 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
221.235.188.212 Chi na 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
81.200.91. 2 Russi an Federation 147.237.76. 177 ncore.idf.il ET SCAN NVAP -f -sS 1
43. 255. 191. 166 Japan 147.237. 76. 201 e atal.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 212 Chi na 147.237.76. 34 yohal an. i df .il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.0. 17 mny- kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
5.196. 147. 122 Ger many 147.237.0.16 ny- kasher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 212 Chi na 147.237.72. 167 ishurimaka.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237. 8. 28 e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.235.188. 212 Chi na 147.237.8.14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.76. 148 ggcenter. aka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address ‘ Ste

‘ Message

45. 218. 240. 204 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 346
95. 86. 99. 43 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 217
54.69. 215. 94 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 51
99. 190. 220. 114 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 50
68.236. 154. 187 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 45
99. 238. 32. 134 |Canada 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 36
172.56. 4. 148 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 35
209. 126. 110. 112|Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 30
69. 124. 41. 93 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 29
37.26.146.212 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 24
70. 73.70. 29 Canada 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 23
37.48.120. 214 Net her | ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 18
24.118.115. 185 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 18
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 14
149.78.154.69 |lLhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 13
176.12.141.41 | srael 147.237.77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet |Streanng Engine: TCP Invalid drop 12
dr opped. Ret r ansni ssi on
176.12. 141. 245 |Israel 147.237.77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet  (Sreaning Engine: TCP Invalid drop 12
dr opped. Ret r ansn ssi on

68.173.75.181 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 9
186. 43. 34. 229 |Col onbi a 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 8
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8
203.116.187.1 |S ngapore 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8
72.224.34.12 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 8
84.228. 144. 163 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 7
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 6
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
23.228.250.231 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
202. 162. 215. 242|| ndonesi a 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 6
2.52.61.85 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
149. 88. 79. 19 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 5
219. 133. 127. 252|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
107.212. 209. 166|lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
50. 135. 205. 238 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
65. 19. 138. 34 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 4
204. 237.22. 235 |Canada 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 4
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 4
173.252.80.113 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
94.242. 246. 24  |Luxenbour g 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
37.26.146. 237 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 4
89. 138. 84. 59 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
5. 255. 253. 124 gz:;;r: on 147.237.77. 216 |dover.idf.i|Frst packet isn't SYN drop drop 4
176. 12. 144. 174 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
173.252.80.119 |Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 4
37.231.43. 95 Kuwai t 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
174.241.97.42 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 3
62.76. 184. 59 :Z;:;”ion 147.237.77.233|atal .idcf.i1[SMrul e drop drop 3
181.64.192.73 |Peru 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 3
54.72.0. 55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
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nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362

Country Action
. . Uhaut hori zed URL Access to
95. 86. 99. 43 | srael 147.237.72. 166 |aka.idf.il i aka, i df i 1/ mvai v/ r abanut / webr esour ce. axd Bl ock 4
176.12.141. 202 |lsrael 147.237.77. 243 |nobi le.i df . i | Mil tipl e Uhaut hori zed URL Access from 176. 12. 141. 202 B ock 2
S Uhaut hori zed URL Access to
176. 12. 141. 202 |[Israel 147.237.77. 243 |nobi l e.idf.il mobi | e. i df . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1431 B ock 2
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |[147.237.76.86 |navy.idf.il W navy. i df . i |/ 994- 8613- hel navy. aspx. aspx B ock 2
: S Uhaut hori zed URL Access to
54.167.183.116 |lhited Sates |147.237.77.216|dover.idf.il 147. 237. 77. 216/ 1133- 18485- he/ dover . aspx Bl ock 1
188. 138. 17. 205 |Fance 147.237.0. 15 kosher-kravi .idf.il Uhaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
s URL is Above Root Directory
81.89.96.88 Ger many 147.237.77.216 |dover . i df .| wwidf.il/. . /shared/clientscripts/jquery/jquery-1 4. 2.nin.js Bl ock !
219. 133. 127. 252|Chi na 147. 237. 77. 216 |dover. i df . Wnauit hor | zed URL Access to B ock 1
wan i df . i |/ shar ed/ user cont r ol s/ header upper /
68. 180. 228. 117 |United Sates |147.237.77. 216 |dover.idf.il Wnauthori zed UL Access to Bl ock 1
ww i df.il/gilui/site/english/nain index.stm
R Uhaut hori zed URL Access to
188. 165. 15. 75 France 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9064- he/ r ef uah. aspx Bl ock 1
70. 167. 8. 42 Lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed URL Access to wawv aka. idf.il/mlui nienpl ates/inner.asp |B ock 1
188. 165. 15. 241 |Fance 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to waw i df.il/newsite/english/1218-3.stm B ock 1
. s Uhaut hori zed URL Access to
101. 22.191. 97 Chi na 147.237. 77. 170 |n@ar achot . i df . i | maar achot . i df .i |/ pdf /i | es/ 4/ 110174, pdf / r ackback/ B ock 1
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il Mil tiple Whaut hori zed URL Access from 178. 255. 215. 87 B ock 1
70.167.8.42  |lnited Sates [147.237.77. 216 |dover.idf.il Wnaut hori zed UR. Access to. Bl ock 1
ww i df . i | /english/organi zati on/ honefront/earth. stm
198. 20. 69. 74 Lhited Sates [147.237.0.16 |ny-kosher-kravi.idf.il |Unhaut horized URL Access to 147.237.0. 16/ B ock 1
) . . Uhaut hori zed URL Access to
176.12.137.246 |l srael 147.237.77. 243 |nwbi [ e. i df . 11 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1381 Bl ock !
184. 105. 139. 67 |lhited Sates |147.237.77.243|nobile.idf.il Uhaut hori zed URL Access to 147.237.77. 243/ B ock 1
209.6.131.122 |lited Sates |147.237.72. 166 |aka i cf.il Unknown Paranet er __VI EVETATEGENERATOR i n None 1
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
176.12.141. 162 |Israel 147. 237.77. 243 |nubil e, i of i Wnaut hori zed URL Access to B ock 1
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