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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action |Count |
84.110. 8. 123 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-Q i dest - reset 173
66. 249. 73. 228 Lhited Sates 147.237.77.176  |natpash.idf.il Block Ip V¢b In drop 152
66. 249. 73. 220 Lhited Sates 147.237.77.176 |natpash.idf.il Bl ock Ip Véb In drop 116
66. 249. 73. 201 Lhited Sates 147.237.77.216 |dover.idf.il ock |p Wb In drop 111
66. 249. 73. 193 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p_ Vb In drop 105
66. 249. 73. 185 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In dr op 98
220.181.108. 77 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 97
66. 249. 81. 136 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock I|p Véb In drop 90
66. 249, 73. 212 Lhited Sates 147.237.77.176 |natpash.idf.il Bl ock Ip Véb In drop 78
66. 249. 81. 140 Lhited Sates 147.237.76. 42 refuah.idf.il ock_Ip V¢b_In drop 75
66. 249. 81. 144 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p_ Vb In drop 74
66. 249. 78. 14 Lhited Sates 147.237.76. 42 refuah.idf.il Block Ip Véb In dr op 63
66. 249. 78. 21 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock I|p Vb In drop 60
66. 249. 78. 28 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock | p Véb In drop 56
66. 249. 78. 86 Lhited Sates 147.237.77.233 |atal.idf.il Bl ock Ip Véb In drop 34
66. 249. 78. 97 Lhited Sates 147.237.77.170 |nmarachot.idf.il ock |p Wb In drop 33
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p_ Vb In drop 27
66. 249. 78. 104 Lhited Sates 147.237.77.170 naar achot . i df . i Block Ip Véb In dr op 25
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p Vb In drop 24
66. 249. 78. 79 Lhited Sates 147.237.77.233 |atal.idf.il Block Ip V¢b In drop 24
66. 249, 78. 111 Lhited Sates 147.237.77.170 |nmarachot.idf.il Bl ock Ip Véb In drop 20
220. 181. 108. 156 Chi na 147.237.76. 86 navy.idf.il TCP handshake vi ol ation, first packet not syn drop 20
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p_ Vb In drop 19
66. 249. 78. 45 Lhited Sates 147.237.77.226  |ww chanat z. aka. i df .i | Block Ip Véb In dr op 19
66. 249. 67. 115 Lhited Sates 147. 237.76. 30 hi nush. i df . i | Bl ock I|p Ve¢b In drop 18
66. 249. 78. 38 Lhited Sates 147.237.77.226  |ww chanat z. aka. i df . i | Bl ock | p_V¢b In drop 17
66. 249. 67. 99 Lhited Sates 147. 237. 76. 30 hi nush. i df . i | Bl ock Ip Véb In drop 16
66. 249. 78. 254 Lhited Sates 147.237.72.166 |aka.idf.il ock |p Wb In drop 16
66. 249. 78. 93 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p_ Vb In drop 16
66. 249. 78. 22 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Véb In dr op 14
66. 249. 67. 107 Lhited Sates 147.237.76. 30 hi nush. i df . i | Block Ip V¢b In drop 14
66. 249. 78. 2 Lhited Sates 147.237.72.166 |aka.idf.il Bl ock | p Véb In drop 13
66. 249. 93. 160 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock I|p Véb In drop 13
66. 249. 78. 9 Lhited Sates 147.237.72.166 |aka.idf.il ock |p Wb In drop 13
66. 249. 78. 160 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock | p_ Vb In drop 12
66. 249. 65. 185 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Block Ip Véb In dr op 12
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il Block Ip V¢b In drop 11
66. 249. 93. 168 Lhited Sates 147.237.77.216  |dover.idf.il Block Ip V¢b In drop 10
66. 249. 89. 88 Lhited Sates 147.237.72.166 |aka.idf.il Bl ock I|p Véb In drop 9
66. 249. 73. 231 Lhited Sates 147.237.77.234 |halag.idf.il ock |p Wb In drop 8
66. 249. 78. 67 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock | p_ Vb In drop 7
66. 249. 78. 208 Lhited Sates 147.237.72. 167 ishurimaka.idf.il Block Ip Véb In dr op 7
66. 249. 78. 120 Lhited Sates 147.237.0. 34 ti kshuv. i df .i | Block Ip V¢b In drop 7
66. 249. 78. 127 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock | p_V¢b In drop 7
66. 249. 78. 31 Lhited Sates 147.237.77.226  |waww chanat z. aka. i df . i | Bl ock_Ip Véb In drop 6
66. 249. 65. 189 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ock_Ip V¢b_In drop 6
66. 249. 78. 29 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p_ Vb In drop 6
66. 249. 80. 75 Lhited Sates 147.237.77. 216 dover.idf.il Block Ip Véb In dr op 6
66. 249. 93. 164 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock |p Vb In drop 6
66. 249. 75. 111 Lhited Sates 147.237.72.156 |anan.idf.il Bl ock | p Véb In drop 5
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|Top Attackers In IPS|

Attacker Address \Attacker Gount ry|Target Address |S te |Name |I:evi ce Acti on|Oount |
184.173.183. 172 |Lhited Sates 147.237.77. 226 |ww chanat z. aka. i df . i| |DVRep_P- N 40- 59 Per ni t 645
184.173.183. 172 |Lhited Sates 147.237.0.34  |tikshuv.idf.il DVRep_P- N 40- 59 Per mi t 98
105. 155. 166. 134 [Mor occo 147.237.77. 176 |natpash.idf.il C1000205: HITP. Qpi srael 2015 - key words and groups B ock 79
180. 76. 5. 193 Chi na 147.237.72.166 |aka.idf.il DVRep P- N 40-59 Per n t 7

89. 139. 185. 104 |l srael 147.237.77.216 |dover.idf.il 7120: TCP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 2

73. 48. 65. 58 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 1
212.200. 69. 114 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 1
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|Top Attackers In |D|

Attacker Address | At tacker Country | Target Address |ste [Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW with fake user agent 7
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 4
43.255.191. 170 Japan 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
178. 135. 29. 91 Lebanon 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
43. 255. 191. 170 Japan 147.237.76. 34 yohal an. i df .i | ET SCAN Potential SSH Scan 1
104. 245. 99. 48 147.237.8. 24 elifestyleidf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 Japan 147.237. 8. 50 e tikshuv.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
99. 244. 135. 30 Canada 147.237.77. 74 lawidf.il ET SCAN NVAP -sS w ndow 3072 1
43.255.191. 170 Japan 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237. 76. 200 eitan aka.idf.il ET SCAN Potential SSH Scan 1
91. 238. 134. 92 Pol and 147.237.77.19 lawforumidf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 210 Chi na 147.237.76. 148 gocenter.aka.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237.76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.0. 35 akaws. i df.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 210 Chi na 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 Japan 147.237.77. 243 nobi le.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237. 0. 200 . i df . il ET SCAN Potential SSH Scan 1
43.255.191. 170 Japan 147.237.76. 148 gocenter.aka.idf.il ET SCAN Potential SSH Scan 1
43. 255.191. 170 Japan 147.237.76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
104. 245. 99. 48 147.237.72. 156 anan.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 Japan 147.237.76. 30 hi nush. i df .i | ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
99. 244. 135. 30 Canada 147.237.77. 74 lawidf.il ET SCAN NVAP -sS w ndow 4096 1
43.255.191. 170 Japan 147.237. 0. 200 ndu. i df.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237.76. 201 eatal.idf.il ET SCAN Potential SSH Scan 1
91. 238. 134. 92 Pol and 147.237.77. 227 e hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 210 Chi na 147.237.76.176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
91. 238. 134. 92 Pol and 147.237.76. 201 e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.235.188. 210 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
62. 76. 184. 59 Russi an Federation 147.237.72. 166 aka. idf.il SERVER- WEBAPP adm n. php access 1
221.235.188. 210 Chi na 147.237.76. 30 hi nush. i df .i | ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 210 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 170 Japan 147.237.77.19 lawforumidf.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237.0. 35 akaws. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Qount ry ‘Tar get Address ‘S’ te ‘ Message
105. 155. 166. 134|Mor occo 147.237.77. 176 [nat pash.idf.i1|SAM rul e drop drop 1343
41. 250. 93. 59 Mor occo 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 149
185. 23. 124. 157 |Saudi Arabia 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 94
77.126.238.116 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 76
107. 167.99. 225 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 66
41.68.135.137 |Egypt 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 59
97.76.205.218 |lLhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 50
2.92.142.53 g;z:;nl on 147.237.77.216 |dover.idf.il |FArst packet isn't SN drop drop 45
85. 64. 240. 238 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 43
41.232.36.214 |Egypt 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 39
176. 12. 141. 230 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 37
81. 215. 215. 198 |Tur key 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 37
79.181.140.82 |lsrael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 36
86. 108. 56. 92 Jordan 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 33
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 31
5.100. 161. 150 |Yenen 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 30
85. 64. 243. 34 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 29
93. 81.90. 173 g;z:;nl on 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 29
188. 236. 227. 53 |Kuwai t 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 29
178.135.29.91 |Lebanon 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 27
98.108.211. 104 |Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 22
185.5.154.148 |Saudi Arabia 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 21
207.46. 13. 16 Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 21
176.193. 129. 136 gj:;;”i on 147.237.77. 216 |dover.idf.il |First packet isn't SWN drop drop 21
46.19. 85. 225 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 20
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 19
70. 199. 66. 51 Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 18
2.92.210. 83 gj:;;”i on 147.237.77. 216 |dover.idf.il |First packet isn't SWN drop drop 18
176.12.151.97 |Israel 147.237.77. 216 |dover. i of .1 | V@ 1d segnent retransmssion. Packet  (Sireaning Engine: TCP Invalid drop 18
dr opped. Ret r ansni ssi on
45,99, 217. 57 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 18
46.19.85.248  |Israel 147.237.77. 243 |nubi le.iof .1 |\ VA 1d segnent retransmssion. Packet  [Streaning Engine: TP Invalid drop 18
dr opped. Ret r ansn ssi on
88.182.94.184 |Fance 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 17
120. 18. 8. 19 Australia 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 15
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 14
52.16. 5.197 Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 14
93. 172. 34. 126 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 13
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 13
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 12
50. 87.144.145 |lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 12
46.19.86.114  |Israel 147.237.76.42 |refuah.idf.il i'a]\' petransmt wWth different wndow o, top sequence monitor |12
70. 196. 67. 52 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 11
109. 253. 143. 20 |Israel 147.237.72. 166 |aka idf .| | V@ 1d segnent retransmssion. Packet  (Sireaning Engine: TCP Invalid drop 10
dr opped. Ret r ansni ssi on
5. 29. 93. 240 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 10
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 10
207.46.13.112 |Whited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 9
84.228. 144. 163 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 9
41.206. 138.41 |Egypt 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 8
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 8
157.55.39.153 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 8
70.199.66.51  |United Qates  |147.237. 77. 216 |dover.iaf.it |7V d segnent retransmssion. Packet |Streaming Engine: TCPInvalid drop 8

dr opped.

Ret r ansnii ssi on
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|Top Attackers In V\AF|

At acker

Devi ce

Qount ry Target Address ‘S te ‘ Name Action ‘Count
157. 55. 39. 137 |lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 4
149. 78. 239. 233 |Lhited S ates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
Russi an C e
62. 76.184. 59 Federat i on 147.237.72. 166 |aka. i df .i | PHP Att enpt B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 2
37.142.208. 178 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 2
80. 246. 130. 244 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
207.46. 13. 79 Lhited Sates 147.237.72. 166 |aka.idf .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
112. 215. 66. 70 |l ndonesi a 147.237.77.216|dover.idf.il |Dstributed Suspici ous Response Gode B ock 1
68. 180. 228. 232 |Lhited Sates 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
46. 19. 85. 60 | srael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
180. 76.5. 73 Chi na 147.237.0.34 |tikshuv.idf.il|Uhaut hori zed URL Access to 147.237.0. 34/ 1048- 7536- he/ t i kshuv. aspx B ock 1
C e O stributed Unaut hori zed URL Access on
94.159.148.83 |l srael 147.237.72.166 |aka i df .11 wwv aka. i df .i|//nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get user det ai | s Bl ock !
62.76.184.59 |ssian 147.237.72.166|aka.idf.il  |Mitiple Admn B ocking from 62. 76. 184. 59 B ock 1
Federati on
217. 69. 136. 209 RFeJZ:::S on 147.237.77. 216 |dover.idf.il [Uhauthorized URL Access to wwvidf.il/english/organization/iaf/present.stm B ock 1
70. 167. 8. 42 Lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waww nag.idf.il/327-en/sb itemlevl s B ock 1
46.19. 86. 17 | srael 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to waw aka.idf.il/nai n/ haredi niwebresour ce. axd B ock 1
187.59. 52. 76 Bazil 147.237.77. 176 [nat pash. i df . i ||CVE- 2011- 3192: Apache htt pd_Renot e _Deni al _of _Servi ce ME B ock 1
109. 64.108.38 |Israel 147.237.72. 166 |aka iof i1 |UPknown Parameter __VI ENBTATEGENERATCR i n None 1
ww aka. i df . i |/ mai n/ kapat z/ sol di er cont act . aspx
149.88. 75.200 |lhited Sates 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
46.19. 86. 114 | srael 147.237.76.42 |refuah.idf.il |Uhaut hori zed URL Access to 147.237.76. 42/ scri pt resour ce. axd B ock 1
188. 165. 15. 241 |Fance 147.237.77. 216 |dover.idf.il |Wauthorized URL Access to waw idf.il/hebrew hi story/degani a.stm B ock 1
109. 169. 5. 168 |Wni ted Ki ngdom |147.237. 72. 156 |anan.i df .i | Lhaut hori zed URL Access to list.ips.gov.il/nodiin/default.aspx B ock 1
62. 76.184. 59 Réj::;n. on 147.237.72. 166 |aka. i df .i | Lhaut hori zed LRL Access to aka.idf.il/administrator/ B ock 1
79. 181. 201. 186 I srael 147.237.72. 166 |aka i of i1 |UPknown Parameter __VI EVBTATEGENERATCR i n None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
46.19.86.155 | srael 147.237.72. 166 [aka icf i1 [Jknown Parameter VI EABTATEENGRYPTED in None 1
wwy aka. i df.il/mai n/gi yus/| ogi n. aspx
207.46.13.5 Lhited Sates 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to wan aka.idf.il/nain/snalinihtn/14. asp B ock 1
109. 253. 143. 20 |l srael 147.237.72. 166 |aka.idf. il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
68. 180. 228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il |lhauthorized URL Access to ww idf.il/english/statistics/security.stm B ock 1
167.114. 64. 100 |Lhited Sates 147.237.77. 216 |dover.idf.il |D stributed Suspicious Response Code B ock 1
62.76.184.59 |SSian 147.237.72.166 |aka idf.il  |Admin Bl ocki ng B ock 1
Feder ati on
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