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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 3631
79.177.236. 12 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 135
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df . il B ock Wp Al Nets drop 6

70. 39. 185. 223 Lhited Sates 147.237. 76. 86 navy.idf.il JLMPurple Gon Linmt Htp drop 3
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

70. 39. 185. 223 Lhited Sates 147.237. 76. 86 navy.idf.il JLM Under _Attack Con Htp drop 2
5.22.131. 22 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
37.26. 146. 229 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111.1 Russi an Federation 147.237. 76. 147 chinuch. aka.idf.il |[Block Np All Net drop 1
54.72.182. 187 I rel and 147.237.77.216 dover.idf.il B ock Udp Al Nets drop 1

79. 183. 149. 64 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 1
185.94. 111. 1 Russi an Federati on 147.237.77. 234 hal ag.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry ’Target Address |Site Sgnature

123. 126. 113. 109|Chi na 147.237.77.216|dover. i df . i | CL000071: HTTP: User Agent Sogou+web+spi der B ock 8
106. 38. 241. 150 |Chi na 147.237.77. 216 |dover . i df .i | Cl000071: HTTP. User Agent Sogou+web+spi der B ock 7
162.213. 152. 216|Lhited Sates 147.237.0.19 |nadimatal .idf.il [20086: HITP. Mi ebl ackcat Security Scanner B ock 5
162. 213. 152. 216|United Sates 147.237.0.15 |kosher-kravi . i df . i[20086: HTTP. Mi ebl ackcat Security Scanner B ock 5
199. 30. 16. 167 |Uhited Sates 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the UR B ock 2
66. 249. 66. 56 I srael 147.237.0.34 |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the LR B ock 1
123.126.113.80 |Chi na 147.237.72. 166 [aka. i df . i | C1000071: HTTP:. User Agent Sogou+web+spi der B ock 1
162. 213. 152. 216|Lhited Sates 147.237.0.19 |nadimatal .idf.il [20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
66. 249. 66. 59 I srael 147.237.0.34 |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the LR B ock 1
79.183.149.64 | srael 147.237.77. 216 |dover . i df . i | ;Zfasz:) HITP: LG C DDoS Tool - (ONLY enabl e when under DS B ock 1
149.78.44.255 |Uited Sates 147.237.0.34 |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 1
162. 213. 152. 216|lhited Sates 147.237.0.15 |kosher-kravi . i df . i[20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
207. 46. 13. 45 Lhited Sates 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the UR B ock 1
123.126. 68. 136 |China 147.237.77.216|dover. i df .i | C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 15 147.237.77.170|Whited Sates |maarachot.idf.il |ET SCAN NVAP -sA (2) 2
88.204.187.90 |147.237.77.61 |Kazakstan e.cogat.idf.il ET SCAN NVAP -f -sS 1
79.178.218. 180 |147.237.77. 233l srael atal.idf.il ET D05 Large anount of TGP ZeroWndow - Possible Neiller2 Chos 1
attack
64.13.147.226 |147.237.77.227|Wited Sates |e hanaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 216. 176. 244|147. 237. 77. 178 |Latvi a emtpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
13.92.248.108 [147.237.77.19 |Wited Sates [lanforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
195. 154. 54. 169 |147. 237. 76. 200 |France eitan.akaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
180. 76. 170. 207 |147. 237. 77. 212 |Chi na e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 213. 152. 216|147. 237.0. 15 |Lhited Sates |kosher-kravi.idf.i [ET WEB_SERVER Mii ebl ackcat scanner 1
104. 128. 144. 131|147. 237. 8. 14 |Canada e.orchot.idf.il ET SCAN NVAP -sS w ndow 3072 1
88.204.187.90 [147.237.77.61 |Kazakstan e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82.78. 38 147. 237.77. 178 |Net her | ands ematpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
13.92.248. 108 |147.237.77.19 [Wited Sates [lavforumidf.il |ET SCAN NVAP -sS w ndow 2048 1
195. 216. 176. 244|147. 237. 77. 74 |Latvia lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
13.92.248.108 |147.237.77.19 [Wited Sates [lavforumidf.il |ET SCAN NVAP -f -sS 1
162. 213. 152. 216(147. 237.0.19 |Wited Sates |nadimatal.idf.il |ET WEB SERVER Mii ebl ackcat scanner 1
151. 250. 218. 11 |147.237.8.27 |Turkey e. nadimatal.idf.iIEr SON\I Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
88.204.187.90 [147.237.77.61 |Kazakstan e.cogat.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
192. 168. 173. 102 147.237.77. 216 |dover.idf.il |Geo-| ocati on enfor cenent Geo-| ocati on i nbound enf or cenent  |noni t or 358
192. 168. 173. 102 147. 237.72. 166 |aka. i f .i | Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent  [noni t or 195
70.39.185.223 |Whited Sates 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 98
70.39.185.223 |Wiited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 54
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 34
e SN retransmt wth different .
85. 250. 153. 168 |l srael 147.237.77.234|hd ag.idf.il |Bad TCP sequence vi ndow scal e noni t or 30
72.9.148. 10 Lhited Sates  [147.237.77.216|dover.idf.il |drop SAMrul e drop 15
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
85. 250. 153. 168 I srael 147.237.77.233|atal .idf.il  |Bad TOP sequence SN retransnit with different monitor |10
w ndow scal e
46. 19. 86. 182 | srael 147.237.76.42 |refuah.idf.il |drop Frst packet isn't SYN drop 9
207.241.229. 248|lhited Sates  [147.237.72. 166 |aka.idf.i | drop SAMrul e drop 7
79.194.71.235 |Germany 147.237.72.166 |aka.idf .il dr op Frst packet isn't SYN drop 7
5.22.135.235 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 6
185. 51. 220. 166 |Iraq 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Response out of state nmoni t or 6
r N ine: TCP Invali i i ssi
2.52.176.228  |israel 147.237.77. 243 |mobi 1 e i o1 [ SAMNG Engine: TP Invalid  finvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.181.111.31 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 6
Ret r ansn ssi on Packet dr opped.
8.37.227.68 Lhited Sates 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Response out of state noni t or 6
Sreanming Engine: TCP Invalid i i ssi
2.53.5.69 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
37.26.149.216 |lIsrael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
Veb Server Enforcenent HITP Deni
130. 203. 136.75 |Wnited Sates  |147.237.77.74 |lawidf.il . Véb Servers S ow HITP Denial of | o 5
M ol ation Service
73.204.20.9 Lhited Sates  [147.237.77.216|dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
149.78.44.255 |[Lnited Sates |147.237.0.34 [tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.117.182.21 |[lIsrael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
72.9.148. 10 Lhited Sates  |147.237.77.176 |matpash.idf.il [dr op SAMrul e drop 4
5.102.242.16 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreanming Engine: TGP Invalid i i ssi
199.30.16.162 |Wited Sates  |147. 237. 76. 200 |ei tan. aka i of . i 9 =g Inval i d segnent retransnission drop 4
Ret r ansm ssi on Packet dropped.
109. 65. 185. 64 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
151.236.18.84 [italy 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
8.37.227.69 Wited Sates  |147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Response out of state noni t or
Sreaning Engine: TGP Invalid i i ssi
157.565.2.146  |Wiited Sates  |147.237.76. 200 [ei tan. aka. i of .i 9 =g Invalid segnent retransmssion. drop 4
Ret ransnm ssi on Packet dropped.
103.251.132. 70 (Palau 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
8.37.227.81 Wited Sates  |147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Response out of state noni t or
66.249.83.155 |lLhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi
37.26.148.191 | srael 147.237.72. 166 |aka i f .| 9 =g Inval i d segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
r ing Bngine: TCP Invali i i ssi
80.178.19.52  |[Israel 147.237. 72, 166 |akaicr.i1 | SAM NG Engine: TP Invalid  finvalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.178.112. 217 | srael 147.237.72. 166 |aka i f .| 9 =g Inval i d segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
r ing Bngine: TCP Invali i i ssi
185.120. 125. 43 |Israel 147.237.72. 166 |aka i of.i1 || €AMNg Engine: TCP aid Invalid segment retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84.110.210.20 | srael 147.237.72. 166 |aka i f . i 9 =g Inval i d segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
r ing Bngine: TCP Invali i i ssi
79.182.102. 175 |Israel 147.237.72. 166 |akaicr.i1 | SAM NG Engine: TP Invalid  finvalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 65. 146. 241 |Israel 147.237.72. 166 |aka i f . i 9 =g Inval i d segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 130. 92 | srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
31.210.188.96 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACGK nunber noni t or 3
85. 64.137.198 |Israel 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
79.182.193. 192 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.125.81.194 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185.3.144. 8 I srael 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.130.252  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.180. 144.63  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Russi an L Sreamng Engine: TCP Invalid Invalid segnent retransnission.
188.162.39.92 [C oL 147.237. 72. 166 |aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
37.26.147.175 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.130. 252 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
185. 120. 125. 32 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
17.138.56.13  |United Sates |147.237.77.216|dover. i df. il shaut flor] 260 LR AC0ess 10  eadier per Bock |2
193. 169. 52. 208 :ZZ:; o 147.237.76.31 |nakchal .idf.il ﬁzﬁ;hﬂréfzﬂ /ﬁ]x‘;‘i};‘/’ doc. g/ doc._nmur. asp Bl ock 2
109. 160. 175. 197 ]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249. 65.224 |l srael 147.237.77. 216 |dover. i df.i |l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
213.8.129.157 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 213.8. 129. 157 B ock 2
157.55.39. 194 |Uhited Sates |147.237.72.166|aka. i df .i | Unknown Paraneter catid in aka.idf.il/main/snalinismali maspx None 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover. i df.i Unaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
66. 249. 65. 224  |Israel 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to ww i df.il/1283- B ock 1
197.118.224. 70 |Ageria 147.237.77. 216 |dover . i df . i | D stributed Wauthorized URL Access on 147.237. 77. 216/ B ock 1
131.253.25.137 |[Uhited Sates |147.237.72.156|anan. i df . il Unhaut hori zed URL Access to ww arman. i df.il/scripts. asnx/getjs B ock 1
77.237.146.28 |Czech Republic |147.237.77.233|atal .idf.il Lhaut hori zed URL Access to / B ock 1
46.19.85.144  |israel 147.237.77. 216 |dover. i df . i | mkﬂ&masﬂzt'ii‘li‘;sLni'vsi235153;5%%239;5%&23;5151' 14239311615 1y ook 1
213.8.129.157 I srael 147.237.72. 166 |aka. i df . i | mll;kh:l’i Id?é?l /l\ﬁataihnc;[i}i ?ljg gu\:shefr‘cl;ri cat i onser vi ce. asnx/ get aut huser Bl ock !
95. 219. 48. 31 Saudi Arabia 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to v idf.il/arr/ B ock 1
66. 249. 75. 52 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
200. 39. 26. 169  |Mexi co 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
141.212.122.209|thited Sates [147.237.77. 176 |mat pash. i df .i| |Whauthorized URL Access to 147.237.77. 176/ B ock 1
79.178.218. 180 |Israel 147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
46.117.57.21 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for wwwv aka. i df.il/mai n/ hone/ defaul t.aspx |B ock 1
213.8.129.157 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df. il /main/giyus/en B ock 1
190. 210. 186. 137|Argenti na 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/ol d/wp-adnin/ B ock 1
105.107.28.17 |Ageria 147.237.77.216|dover. i df . il D stributed Unauthori zed URL Access on 147.237.77. 216/ B ock 1
Unaut hori zed URL Access to
66.249.78.197 |[Israel 147.237.77. 176 |mat pash. i df . i  |ww cogat.idf.i1/tenpl at es/ shared/ user control s/ nor ei nf of ti chnun. yosh@ (Bl ock 1
gnai | . com
46.19. 85. 144 I srael 147.237.77.216|dover.idf .il Abnormal |y Long Request request ver sion B ock
207. 46. 13. 29 Uhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1401- he/ at al . aspx B ock
141. 255. 155. 246|Net her | ands 147.237.77. 216 |dover . i df . i | Distributed Wauthorized URL Access on 147.237.77. 216/ Bl ock 1
79.179. 116. 183 | srael 147. 237.77. 216 |dover . i df . i | m”it;f?ri'lffgsgﬁ‘c e/;cucsiffoltfwesource/ oretel B ock 1
66.102. 7. 226 Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx B ock 1
219.74.38.129 |9 ngapore 147.237.77.216|dover . i df . i Dstributed Uhauthorized URL Access on waw idf.il/error.htm B ock
66.249.78.216 |[Israel 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/appl e-app-site-association B ock
Ill1egal HITP \ersion
46.19. 85. 144 I srael 147.237.77.216|dover.i df . il __atuvc=09% C10%2C0% C11%2C0% C12%2C0% C13%R2C1% C14; B ock 1
__atuvs=5707f 7f 906a5¢566000
212.199.151. 219l srael 147.237.72.166 [aka. i df . i | mu;;a?ri Id?(.eidl /'\':atajhn(;(éi Sﬁg gj\tsh(;iri cat i onser vi ce. asnx/ get aut huser Bl ock !
148.251.2.180 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df.il/rights/asp/info.asp B ock 1
85. 250. 153. 168 || srael 147.237.77. 234|hal ag. i df . i | i;f rzgt;u;‘;d2?47?;2;:;‘:(;61%/@??3; fgi . Bl ock 1
197.15.245.65 |Tunisia 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 197. 15. 245, 65 B ock 1
2.52.176. 228 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
119.73.253.5 S ngapor e 147.237.77. 216 |dover.i df.i |l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
74.6.53.181 Uited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal .idf.il/wp/wp-admn/ B ock 1
46.19. 85. 144 I srael 147.237.77. 216 |dover.i df.il Mal formed URL asp. net _sessi oni d=buc15a55v5qdy345nkox2055; B ock 1
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