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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|Bl ock | p Vb In drop 4028
109. 67. 147. 213 | srael 147.237.72. 166 aka.idf.il |Bock Wp Al Nets dr op 6

201. 240. 135. 175 Peru 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 4
81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il |Block Udp All Nets drop 3
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

|Sgnature

Devi ce Action |Count

182. 50. 130. 135 S ngapor e 147.237.77.216 |dover.idf.il |CL000146: HTTP. AhrefBot craw er B ock 2
66. 249. 66. 190 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1
123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1




04-08-2016-17:04:06 to 04-08-2016-18:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
79.177.179. 182 147.237.72.166 |lIsrael akaidf.il ET SCAN NVAP -sA (2) 2
208. 100. 26. 228 147. 237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 56. 166. 188 147.237. 8. 24 Chi na elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
93.174.95.73 147.237.77.178 |Netherl ands e. nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
218.57.11.7 147.237.76.196 [China esvivaidf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147.237.76. 44 Chi na erefuah.idf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147. 237.76. 30 Chi na hi mush. i df .i | ET SCAN Potential SSH Scan 1
216.227.58.7 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
198. 20. 69. 74 147.237.77.233 |Wited Sates atal.idf.il ET DRCP Dshield B ock Listed Source 1
188. 161. 118. 232  |147.237.77.216 |Palestinian Territory, QGeupied  |dover.idf.il portscan: TCP O stributed Portscan 1
149. 78. 154. 69 147.237.77.216 |lIsrael dover.idf.il portscan: TCP DO stributed Portscan 1
82.205. 127. 156 147.237.77.216 |Palestinian Territory, Qcupied |dover.idf.il SERVER WEBAPP | ogi n. ht m access 1
64. 13. 147. 226 147.237.0. 16 Lhited Sates ny- kosher -kravi . i df .i | ET SCAN NMAP -sS wi ndow 1024 1
218.57.11.7 147.237.76. 147 |China chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
218.57.11.7 147.237.76. 31 Chi na nakchal .idf.il ET SCAN Potential SSH Scan 1
216.227.58.7 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘S|gnature
192. 168. 173. 102 147.237.77. 216 |dover.idf.il |Geo-1 ocati on enfor cenent Geo- | ocat i on inbound enf or cenent  |noni t or 377
192. 168. 173. 102 147.237.72. 166 |aka.idf . i1 Geo- | ocati on enf or cenent Geo-l ocation i nbound enf orcenent |nonitor 182
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
Sreamng Engine: TCP Invalid i i ssi
2.53.7.178 I'srael 147. 237.77. 243 |nobi l e.i df i1 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansmi ssi on Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 15
79.182.52.37  |Israel 147.237.77.233|atal .idf.il  [Bad TCP sequence SN retransmt wih different monitor |14
W ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
5.102. 254. 4 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 10
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
5.189.190.212 |Ger many 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 10
201. 240. 135. 175|Feru 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 9
Sreaming Engine: TCP Invalid i i ssi
149.78.32.108 |wited Sates  |147.237.72. 166 |aka idf .l 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
84.94.96.120  |Israel 147.237.72. 166 |aka. i df . 9 =9 nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
173.49.136.5 Lhited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7
2.55.36. 211 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
2.55.36.211 I srael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout alert 7
64.233. 173. 128 gg?lozac'f'c 147.237.76. 201 |e.atal .idf.il [Geo-| ocati on enf or cenent Geo-1 ocat i on i nbound enforcenent [drop 7
2.55.36. 211 | srael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
. . SYNtAXK retransmit with different .
2.55.36. 211 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal e noni t or 7
79.182.52.37  |Israel 147.237.76.42 |refuah.icf.il [Bad TOP sequence SN retransmt wth different monitor |6
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
207.46.13.36  |Uited Sates  |147.237. 77. 243 [nobi 1 e.i of . i1 9 =g Inval i d segrent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
5. 28. 176. 66 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 31 I srael 147.237.76.86 [navy.idf.il |Bad TCP sequence Invalid AGK nunber aert
46. 19. 85. 31 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or
109. 67.190. 115 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
46.117.243. 181 |israel 147.237.77. 243 |nubi l e.i df .i 9 =g Invali d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
46.19. 85. 31 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 5
2.53.22.175 I srael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
201. 240. 135. 175|Peru 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
46.19. 85. 31 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 5
77.124. 4. 153 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
72.9.148.10 Lhited Sates 147.237.77. 176 |nat pash. i df . i 1|dr op SAMrul e drop 4
Sreaming Engine: TGP Invalid i i sSi
46.117.76.185 |Israel 147. 237.77. 243 |nobil e. i f . | 9 =g Invalid segent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
185. 3. 147. 207 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 4
o SYNretransmt wth different .
79.182.52. 37 I srael 147.237.77.234|hd ag.idf.il |Bad TCP sequence wi ndow scal & noni t or 4
2.53.35. 230 I srael 147.237.72. 156 |aman.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
79.182.1.135  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
216.145.11.94 |[Uited Qates  [147.237.77.74 [lawidf.il  |Header Rejection Pzzgzgtre’ec“m pattern found in - Jopnitor |3
Sreamng Engine: TCP Invalid i i ssi
46.19.86.26  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
149.78.14.21  |[Wiited Sates  |147.237.72. 166 |aka.idf il 9 =g nvalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
185.33.169.86 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i sSi
79.183.62.179 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
95. 86. 117. 126 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 3
Sreaming Engine: TGP Invalid i i sSi
109. 253. 137. 238|i srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
5.28.148.184  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
176.13.4.222  |israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46.19. 85.5 I srael 147.237.72. 166 |aka idf il |Bad TCP sequence SINHAK retransmt with different | ooniior |3
W ndow scal e
Sreaming Engine: TGP Invalid i i sSi
109.67.5.232  |israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.178.187.89 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
149.78.35.248 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 161
199.30.25.110 |[lhited Sates 147.237.77. 216 |dover.i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 7
2.55.36. 43 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 6
157.55.39.205 |Uited Sates 147.237.77.216|dover.i df .i | Ostributed Wnauthorized URL Access on waw idf.il/error.htm [B ock 4
176.13.21.12 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
77.126.169. 253 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 3
185. 27. 105. 124 |l srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wawidf.il/international training |B ock 3
79.180.68.193  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
185. 27.106. 7 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 3
79.180.68.193 I srael 147.237.77. 243 |nobi  e. i df . i | m;ﬂt:?rd'fz‘f? , t:‘egpgfy‘isemztesll <t ohi | ddocunent </ 1152 B ock 3
199. 30. 25. 25 Lhited Sates 147.237.77. 216 |dover.i df . i | Dstributed Waut horized URL Access on waw i df.il/error. htm [B ock 2
157.55. 2. 179 Lhited Sates 147.237.77.216|dover .i df . i | O stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 2
80. 246. 136. 246 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
109. 253. 139. 86 |l srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/1132-8990 B ock 2
176.13. 4. 222 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 2
66.249. 66. 152 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robots. t xt B ock 1
31.13.113.93 I'rel and 147.237.77.216|dover. i df . il Distributed Wauthorized URL Access on 147.237.77. 216/ B ock 1
92.84.131.189 |Fomania 147.237.77. 216 |dover . i df . i | mﬂt;‘f?riilzles?pﬁofgggﬁ it - Bock |1
207. 46. 13. 67 Lited Sates 147.237.77.216|dover.i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
74.82.47.3 Lhited Sates 147.237.0. 17 g; niyl- kosher -kravi .| Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
176.13. 4. 222 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
41. 40. 210. 19 Egypt 147.237.77.216|dover.i df .i | Dstributed Wnaut horized URL Access on waw i df.il/error. htm [B ock 1
130. 209. 6. 42 Lhited Ki ngdom 147.237.77.216|dover . i df . i | Unaut hori zed HTTP Met hod B ock 1
79.182.52.37  |Israel 147.237.76.42 |refuah.idf.il ﬂ?}’;g;’.r;éefybglngéﬁe;ﬂ sset ces Bock |1
Distributed Waut hori zed URL Access on
66. 249. 69. 2 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get au |Bl ock 1
t huser
157.55.39.111 |Whited Sates 147.237.77. 243 |nobi l e. i df . i | thaut hori zed LR. Access to B ock 1

nobi | e. i df.il/categorytenpl ates/ i stchil ddocunent s/ 1071

Pal estinian Territory
Qccupi ed

109. 252. 91. 253 |Russi an Federation |147.237.77. 176 |nat pash. i df . il Distributed PHP Attenpt B ock 1
Parameter Type Molation f in

37.8.14. 235 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed URL Access on 147.237. 77. 216/ B ock 1

213.87.103.139 [Russian Federation  [147.237.77. 216 |dover . i df .il viwy i df . i |/t enpl at es/ sendt of ri end/ sendt of ri end. aspx B ock !
: . . Unaut hori zed Met hod HEAD for

76.31.170.233 |Lhited Sates 147.237.72. 166 |aka. i df . i | vowv aka i o i 1/ri ghts/ aspli nf o, asp B ock 1

46.117.243.181 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 1
. . Unaut hori zed URL Access to

5.29. 179. 244 I srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1517- hel at al . aspx Bl ock 1

130. 209. 6. 42 United Ki ngdom 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/1497-en/ Bl ock 1

66. 249. 75. 44 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1

199.30. 25.113 |thited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waw idf.il/error. htm |B ock 1
} . . Lhknown Paraneter catid in

157.55.39. 122 |Uited Sates 147.237.72. 166 [aka. i df . i | aka. i df .i 1/ chanat 2/ hoe/ def aul t . asp None 1

40.77. 167. 25 Lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1

109. 252. 91. 253 [Russian Federation [147.237.77.176 |nat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/xnrpc. php Bl ock 1
. . . . Paraneter Type Molation | in

213.87.103.139 [Russian Federation  [147.237.77. 216 dover . i df .il viwy i df . i |/t enpl at es/ sendt of ri end/ sendt of ri end. aspx B ock !

54.153.32.246 [lnited Sates 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1

23.81.235.219 [Uited Sates 147.237.77. 216 |dover . i df . i | Wnauthori zed URL Access to B ock 1

wwy i df . i | / shar ed/ user cont r ol s/ header upper /

. . Unaut hori zed URL Access to
141.0.12. 104 Nor way 147.237.77.216|dover. i df .i | wiw i df . i 1/ 1133- 22787- ar / dover . aspx’ B ock 1

Pal estinian Territory

82.205. 127. 156 Qecupi ed 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wanidf.il/ar/login B ock 1

201. 240. 135. 175|Peru 147.237.77. 216 |dover . i df . i | Mitiple Lhtraceabl e SS. Sessions from 201. 240.135. 175 None 1
(Qpen Mode)

68.180. 229. 241 [United Sates 147.237.77. 176 |nat pash. i df . i | Paraneter Type Vol ati on Pagehlmin Bt ock 1
wan cogat . i df . i | / 2065- he/ cogat . aspx

41. 40. 134. 48 Egypt 147.237.77.216|dover.idf .i | Dstributed Waut horized URL Access on waw i df.il/error. htm [B ock 1

66.249.66.26  |Israel 147. 237. 72. 156 |anan. i df . i | thaut hori zed URL Access to . B ock 1
vy anman. i df . i | / appl e- app- si t e-associ ati on

31.13.110.123 |ireland 147.237.77. 216 |dover.i df . i | D stributed Uhaut horized URL Access on 147.237. 77. 216/ B ock 1

85. 65. 203. 8 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

201. 240. 135. 175|Feru 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None
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