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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4004
81. 218. 206. 82 | srael 147.237.72. 167 ishurimaka.idf.il ock_Udp All _Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3
41.251.19. 94 Mbr occo 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

204. 42. 253. 2 Lhited Sates 147.237.77. 235 sviva.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Count |
85. 64. 249, 42 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 12

132. 66. 237. 92 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 8
185.120. 125. 47 |l srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 4

69. 30. 234. 2 Lhited Sates 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot B ock 2

69. 30. 234. 2 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot B ock 2

69. 30. 234. 2 Lhited Sates 147.237.77.170 |mmarachot.idf.il |CL000074: HTTP. majestic bot B ock 2

66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1

66. 249. 66. 190 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
L ET DCS Large anount of TCP ZeroWndow - Possible Niller2
80.246.133.61 |147.237.77.170|Israel naar achot . i df .i | 2
DDos attack
66.240.213.93 |147.237.76.39 |lhited Sates |nobile neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
208.100. 26.228 [147.237.0.17 |Whited Sates |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 227. 120|147. 237.0. 34  |rai ne tikshuv.idf.il ET SCAN Potential SSH Scan 1
66.240.213.93 |147.237.76.42 |lhited Sates |refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
192. 168. 173. 102 147.237.77.216|dover.idf.il |Geo-| ocati on enf or cenent Geo-l ocat i on i nbound enf or cenent  |noni t or 341
192. 168. 173. 102 147.237.72. 166 |aka.idf . i1 Geo-| ocati on enf or cenent Geo-l ocation i nbound enf orcenent |noni tor 203
62.219.191. 147 |Israel 147.237.76.42 |refuah.icf.il |Bad TOP sequence SN retransmt wth different monitor |45
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il  |dr op SAMrul e drop 30
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 15
reanming BEngine: TCP Invali i i sSi
109. 253. 213. 152|i srael 147.237.77. 243 |rwbi e i 11 | €2M NG Engine: TCP Invalid  finvalid segnent retransnissi on, drop 12
Ret ransni ssi on Packet dr opped.
41. 44.247. 54 Egypt 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 11
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
84.111.155. 155 |Israel 147.237.8.50 |e.tikshuv.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
46.19. 85. 77 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert
Sreaming Engine: TGP Invalid i i sSi
185.3.147.215 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
80.178.157.52 | srael 147. 237.77. 243 |mobi l e. i o i 9 =g Inval i d segrent retransmssi on. dr op 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 229 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert
46.19. 85. 77 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 229 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i sSi
5.29. 218. 37 I srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransnmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.53.32.131 I'srael 147. 237.77. 243 |mobi l e. i o i 9 =g Inval i d segrent retransmssi on. dr op 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
149.78.44.255 |Uited Sates  |147.237.77. 243 |nobile.idf . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
41.44.247.54 Egypt 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
5.102. 195. 186 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TGP Invalid
41.251.19.94 Mor occo 147.237.77. 176 |nat pash. i df . i | 9 9 Inval i d checksum Packet dropped. |drop 5
Checksum
46.19. 85. 77 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber aert
46.117.182. 254 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TP Invalid
41.251.19.94 Mor occo 147.237.77. 216 |dover.idf.il 9 9 Inval i d checksum Packet dropped. |drop 5
Checksum
46.19. 85. 77 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 5
196.12.47.100 |india 147. 237. 72. 166 |aka.i of .i | drop SAMrule drop 5
172.56. 2. 125 Lhited Sates  |147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 85. 229 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 4
102. 116. 190. 250 srael 147.237.77.233|atal .idf.il  |Bad TOP sequence Sretransmt wth i fferent monitor |4
W ndow scal e
2.222.244.161 |UWnited Kingdom|147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 229 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence I'nval i d ACK nunber noni t or
72.9.148. 10 Whited Sates  |147.237.77.176|natpash.idf.il |dr op SAMrule drop
Sreanmng Engine: TCP Invalid i i ssi
176.13.18.200 |Israel 147.237.72. 166 |aka. i of . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
79.178.170.72 |israel 147.237.72. 166 |aka i i1 | 3M NG Engine: TP Invalid finvalid segnent retransnissi on, drop 3
Ret ransnmi ssi on Packet dr opped.
186. 244. 210. 137 |Brazil 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3
Russi an e Sreamng Engine: TGP Invalid Inval i d segnent retransnission.
178.154.189. 201~ "o 147. 237. 72. 166 |aka.i of .i | Ret r ansmi ssi on Packet dr opped. drop 3
Sreanmng Engine: TCP Invalid i i ssi
79.179. 218. 159 I srael 147. 237.72. 166 |aka i df .i 9 =g nval i d segrent retransmssi on. dr op 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 64.81.120 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i sSi
5. 28. 168. 4 I srael 147. 237. 77. 243 |nobi | e. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
94.159.146.15 |l srael 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
147. 236. 32. 188 |Israel 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TGP Invalid i i ssi
79.182.24.174 |israel 147.237.72. 166 |aka.i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
185.27.106.38 |Israel 147.237.72. 166 |aka. i of . 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
82.81.106.106 |Israel 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreanmng Engine: TCP Invalid i i ssi
31.168.27.250 | srael 147. 237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. dr op 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
77.125.90.135 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
79.182.229.45 | srael 147. 237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. dr op 3
Ret ransm ssi on Packet dropped.
2.222.244.161 |United Kingdom|147.237.77. 216 |dover.icf.il |Bad TCP sequence SINRAK Tetransmt with different o |3
w ndow scal e
Sreanmng Engine: TCP Invalid i i ssi
46.19. 85. 96 I'srael 147. 237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. dr op 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
5.189.190.212 |Ger nany 147.237.77.216 |dover . i df . il D stributed Suspici ous Response Code B ock 20
185. 14. 140. 99 zi;g’gom 147.237.77.74 |lawidf.il \;Psrwafma\tlvelr dfT.yipf/t\"eﬁ:fati o ;;2: ﬁcfgge;t' ftielrgli ;‘pr Bl ock 6
5.189.190.212 [Ger many 147.237.77. 170 |n@ar achot . i df . i | D stributed Suspici ous Response Qode B ock
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock
109. 65.124. 40 | srael 147.237.72. 166 |aka. i df . i | \Au;;z”atk':rl ! dffeidl /'\':;jr:/’gi mggr o aspx B ock 3
185. 14. 140. 99 E?i;;gom 147.237.77.74 |lawidf il \;Pj\rwa{?welr dfT.yipf/t\"eg;fIati o get' fi'\fgfgg}i o, aspx B ock 3
207.46.13.71 Lhited Sates |147.237.77.216|dover.idf .i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 3
109. 253. 213. 1521 sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 3
131. 253.25.201 |Uhited Sates |147.237.77.216|dover.idf .il Dstributed Waut horized LRL Access on waw idf.il/error. htm Bl ock 3
37.46. 38. 22 I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type M ol ation Password i n nobil e.idf.il/sachar/login B ock 3
109. 64. 18. 180 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
5.29.85.196 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | m”é:gogt'_zi?_m‘sf;f;s;;g‘; (11 65/ 0 s 7622040/ 3410, pg, 61 Bock |3
109. 160. 175. 197|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
149.78. 44,255 |lnited Sates [147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
80.178.157.52 [Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 2
220. 255. 145, 142|S ngapor e 147.237.77.216|dover. i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
46. 19. 85. 37 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
192. 116. 190. 250] srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
66. 249. 69. 2 I srael 147. 237.72. 166 |aka. i df . i | ﬂ?“tzg(;r i7zze.d16lé7‘n;°§/e:§mt o i m aspx B ock 1
54.153.32.246 |[Whited Sates [147.237.0.15 |kosher-kravi.idf.il |uUnauthorized URL Access to 147.237.0. 15/ B ock
169. 229. 3. 91 Lhited Sates |147.237.77.19 |lawforumidf.il Illegal Byte Gode Character in Header Nane B ock
149.50.82.87  [Israel 147. 237.72. 166 |aka. i df . i | :)Llri%asl , i?ﬂgegﬁinga;:g;fgol)gc%i/ fm’j W kapat 2] [ 1 eso12 B ock 1
79.177.157.45 |Israel 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
219.74.37.124 |9 ngapore 147.237.77.216 |dover. i df .i | D stributed Unaut hori zed UR. Access on waw i df.il/error.htm B ock 1
66. 102. 8. 238 Lhited Sates |147.237.77.216|dover.idf .il D stributed Whaut hori zed UR. Access on waw i df.il/error.htm Bl ock 1
156. 210. 103. 233|Egypt 147.237.77. 216 |dover.idf . il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
37.238.204.56 |irag 147.237.77.216 |dover. i df . il Unhaut hori zed URL Access to waww idf.il/arr/ B ock 1
66. 249. 79. 3 I'srael 147.237.77.74 |lawidf.il ;L&Ne?iw?éffﬁtf;ggipg Zsaefr;g';i’“ in None 1
54.153.33.145 |Wited Sates [147.237.77.226 \é\;’W\iI'ICha”at z. aka.i Unaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
Illegal Byte (ode Character in Mthod
169. 229. 3. 91 Uhited Sates [147.237.77.19 |lawforumidf.il > S Bdu—/ [ [#21]] O 7@012j of [ #23]] 0. F}WR YO [ #2] ] ANA[[#15] ] 1a+[ |BI ock 1
[#5]] UT79non( [ #29] ] M [#22] ] Ap”
66. 102. 8. 243 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 1
157.55.39.202 [lhited Sates |147.237.76.86 [navy.idf.il Mil tiple Unauthori zed UR. Access from 157. 55, 39. 202 B ock 1
41.232.58. 27 Egypt 147.237.77.216|dover. i df . i | D stributed Unauthori zed UR. Access on 147.237.77. 216/ B ock 1
5.9.99. 145 Ger many 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to www i df . il/894-en/idf gdover. aspx B ock 1
207.46.13. 123 Uited Sates |147.237.0.34  [ti kshuv.idf.il V\uyzwa\zuttihlfsrl'lluzvé?dﬁl ftcecr?pjsattec;/ shar ed/ user cont r ol s/ navnenu/ nazi . i df . i | Bl ock !
67.71.128.200 [Canada 147.237.76.86 |navy.idf.il D stributed Qookie Tanpering on token: _ atrfs None 1
54,153.33.152 |Wited Sates |[147.237.72. 167 i shuri maka. i df .il Unhaut hori zed URL Access to 147.237.72. 167/ B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.19 |lawforumidf.il Mal formed URL Bl ock 1
149.78. 44,255 |lhited Sates [147.237.77.243|nobil e.idf. il D stributed Suspici ous Response Qode B ock 1
37.46.38.22 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . il/mai n/ sachar/ undefi ned B ock 1
84. 111. 208. 215 |Israel 147. 237.72. 166 |aka. i df . i | mu;?gii dzf?l ;J:‘aj rf/cg;e;uss/tv\(,,)w ey, i .1 B ock 1
185.89.217.229 |Netherlands [147.237.76.86 |navy.idf.il \Au;‘;m sz/j,b?\é? _Fmt_ _[/jirrf:;g;}’shar ed hore. png Bock |1
66. 249. 65.223 |l srael 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
157.55.39.202 [thited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/tenpl at es/ conet ous/ B ock 1
41.232.99.165 |Egypt 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ favi con. i co B ock 1
5.28.142. 68 I srael 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw idf.il/anan B ock 1
68.180.231.43 |nited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1815- he/ dover. aspx |B ock 1
212.76.112. 159 |Israel 147.237. 76. 147 |chi nuch. aka. i df . i|  [authorized hethod FEAD Tor asix None |1
54.153.33.152 |[Uhited Sates |147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77. 176/ B ock 1
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